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Abstract

Fault localization, a central aspect of network fault management, is a process of deducing
the exact source of a failure from a set of observed failure indications. It has been a focus of
research activity since the advent of modern camimation systems, which produced numerous fault
localization techniques. Howeyeascommunication systems evolved becoming more complex and
offering new capabilities, the requirements imposed on fault localization techniques have changed
as wdl. It is fair to say that despite this research effort, fault localization in complex communication
systems remains an open research problem. This paper discusses the challenges of fault localization
in complex communication systems and presents an overview of solutions proposed in the course of
the last &n years, while discussing their advantages and shortcomings. The survey is followed by the
presenttion of potential directions for future research in this area.
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1. Introduction

Fault diagnosis is a central aspect of network fault management. Since faults are
unavoidale in communication systems, their quick detection and isolation is essential
for the robustness, reliability, and accessibility of a system. In large and complex
communication networks, autotirag fault diagnosis is critical.

Let us first introduce basic concepts in the field of fault management.

Event, defined as an exceptional condition occurring in the operation of hardware or
sdtware of a managed network, is a central concept pertaining to fault diagd&ss,[

104.

Faults (also referred to aproblems or root causes) conditute a class of network
eventsthat can cause other everbbut arenot themselves caused by other everts, [
63,104. Faults may be classified according toithguration time as: (1) permanent, (2)
intermittent, and (3) transien®§]. A permanent fault exists in a network until a repair
action is taken. Intermitterfaults occur on a discontinuous and periodic basis causing
a degradtion of service for hort periods of time. However, frequently re-occurring
intermittent faults significantly jeopardize service performance. Transient faults cause a
tenporary and minor degradation of service.eJhare usally automatically repaired by
error recovery proceduregq.

Error is defined as a discrepancy between a potad, observed, or measured value or
condition and a true, specified, or thetically correct value or conditior®f]. Error is a
consequence of a fault. Faults may or may not cause one or more errors. Errors may cause
deviation of a delivered service from the sgiea service, which is visible to the outside
world. The termfailure is used to deote this type of an error. Errors do not need to be
directly corrected, and in many cases theyrawevisible externally. However, an error in
a network deice or software may cause a malfunctioning of dependent network devices
or software. Thus, errors may propagate within the network causing failures of faultless
hardware or softwaredp).

Symptoms are external manifestations of failurets]. They are observed adarms—
notifications of a pantial failure f5,51,63,104. These notifications may originate from
management agents via managemeatqrol messages (e.g., SNMP trdffjjand CMIP
EVENT-REPORT #4]), from management systems thatonitor the néwork status,

e.g., using commanging [96], system log-files or character streams sent by external
equipment§4].

Some faults may be directly observable. i.they are problems and symptoms at the
sane time. However, many types of faults are unobservable due to (1) their intrinsically
unobservable nature, (2) local corrective mechanisms built into a management system that
destroy evidence of fault occurrence, or (3) the lack of management functionality necessary
to provide indicatns of fault existence. Some faults may be partially-observable—the
management system provides indications of a fault occurrence, but the indications are not
sufficient to precisely locate the fault.

Let us illustrate the concepts described thus far with an exanij9id.[In Fig. 1, a
simple communication network is presentedahich a client accesses a remote database
server. An interface of one of the routers between the client and server gets intermittently
out of sync causing bursts of bit errors in transmitted IP datagrams. As a result, many IP
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Failure: The
expected response
does not arrive
before time-out.
Transaction is
aborted

Error: IP headers
are discarded
because of
incorrect body

Fault: One of
interfaces gets out
of sync every
25ms

Alarm: Transaction
aborted alarm.

Error: Bursts of
noise are generated
causing bit errors
in IP packets

D Database client

Router A

Router B

Error: IP packets
are discarded
because of bad
header

Fig. 1. Distingion between fault, error, failure, and symptom.

datagrams passing through the router ajeated by the next router because of header
errors, or by the server because of the corrupted datagram body. The client does not receive
any response to its query and times out. This example illustrates how a seemingly invisible
fault manifests itself through a failure at a location distant from the location of the fault.

Since nost faults are not directly observabliie management system has to infer
their existence from information provided byetreceived alarms. The information carried
within reported alarms may include the following: the identity of the object that generated
the alarm, type of failure condition, timestamp, alarm identifier, measure of severity of the
failure condition, a textual description of the failure, e€1,84].

In a communication network, a single fault may cause a number of alarms to be
ddivered to the network management center. Multiple alarms may be a result of (1) fault
re-occurrence, (2) multiple invocations of argice provided by a faulty component, (3)
generating multiple alarms by a device for a single fault, (4) detection of and issuing
a notification about the same network fault by many devices simultaneously, and (5)
error propagation to other network devices causing them to fail and, as a result, generate
additional alarms41]. It may be argued that typical networked systems provide plenty of
information necessary to infer existence of faulte4].

The process of fault diagnosis usually involves three steps:

e Fault deection f]—a process of capturing on-line indications of network disorder
provided by malfunctioning devices in the form of alarms.
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e Fault localization K4,5,53] (also rderred to as fault iglation, alarm/event correlation,
and root cause analysis)—a set of obsenadtfindications is analyzed to find an
explanation of the alarms.

e Teding [5,53—a process that, given a number of possible hypotheses, determines the
actual faults.

This survey focuses on the second component of fault diagnosis—fault localization—as
a pracess of deducing the exact source of the failure (a root cause) from the set of observed
failure indications. The most popular fault localization technique is alarm correlation—a
process of grouping alarms related by having the same root cause.

Fault localization is subject to complications resulting from complexity, unreliability,
and non-determinism of communication systems. The following paragraphs present
common problems that have to be addressed by a fault localization technique.

Fault evidence may be ambiguous, inconsistent, and incompl&tad,55].

Ambiguity in the observedet of alarms stems from the fact that the same alarm
may be generated as an indication of many different faults. Inconsistency results from a
disagreement among devices with regard to the facts related to network operation; one
device may have perception that a component is operating correctly, while another may
consider the component faultit7]. Incompleteness is a consequence of alarm loss or
delay Bg]. It is essential that a fault management system be able to create a consistent
view of network operation even in the presence of ambiguous, inconsistent, or incomplete
information [L7].

A fault management system should provide means to represent and interpret
uncertén data within the system knowledge and fault evidericg1[7,38,58].

A set ofalarms generated by a fault may dependnany factors such as dependencies
among network devices, current configurations, services in use since fault occurrence,
presence of other faults, values of other network parameters, etc. Due to this non-
determinism the system knowledge may be sabjo inaccuracy and inconsistency. Fault
evidence may also be inaccurate becausemirisus alarms, which are generated by
transient problems or as a result of overnsitive fault detection mechanisms. When
spurious symptoms may occur, the management system may not be sure which observed
alarms should be taken into accountlie fault localzation process.

An event management system should be abisdate multiple simultaneous related
or unrelated root causes$T].

The additional complication of fault localization results from the fact that different
related and unrelated faults may happen within a short time period. The event management
system should be able to isolate such problems even if they happen within a short time of
one another and generate overlapping sets of alarms.

A fault localization process should try todithe optimal solution according to some
accepted optimality criteriebf].
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Given that a sigle alarm may indicate different types of faults that occurred in
different communication devices, fadlbcalization may be unable to give a definite
answer. Some approaches discussed in thigmpepmbine fault localization with testing
to enable resolving these ambiguities. These approaches are usually tailored to locating
specific network faults. In the general case, the lack of automated testing techniques
makes it impossible to verify a possible answer in real-tit#. [Therefore, some existing
techniques try to isolate a set of probable fault hypotheses that may be later verified
on- or off-line depending on the available testing techniques. Preferably, a confidence
measure should be associated with each foatedl hypothesis based on some measure of
goodnessq3]. This measure may be a probability tledtypothesis is valid, its information
cost, etc. The optimality criteria may incluttee minimum size of the hypotheses set, the
lowest cost solution, the lowest error probability, etc.

Fault localization process in large networks should be performed in a distributed
fashion p,54,104.

Comnunication networks become more andma advanced in terms of their size,
complexity, speed, and the level of heterogeneity. Processing large volumes of information
necessary to perform fault localization in such systems would be computationally
prohibiting. It is also impractical to assumaeattihe fault localizéion process has access to
the information on the entire system. Many researctgBl[L 04 have oncluded that the
fault localization process in large networks should be performed in a distributed fashion
by a group of event management nodes with data and processing complexity divided
among them. Each of the managers governs a subset of network hardware and/or software
components within boundaries marked by protocol layers or network domains. Errors
propagate horizontally—between peer asatezl devices within the same layer—and/or
vertically—from upper layers to lower layers and vice versa between related ser®8ies [
They may cross boundaries of managementaiom As a result, the fault management
system may be provided witimndications of faults that didot happen in its management
domain and/or be unable to detect all symptoms of faults existing in its management
domain b4,99]. Therefore, distributed fault localation schemes are necessary that would
allow the management nodes to reach the solution collectively.

A fault localization process has to take into account temporal relationships among
events 16,53,62].

An important aspect related to fault localization is the representation of time. Events are
related not only casally but also temporally. Therefore, the fault localization process has
to provide means to represent and interpretitine associated with an event occurrence as
well as a technique for correlating events related with respect to the time of their occurrence
and duration.

In the past, numerous paradigms were proposed upon which fault localization
techniques were basedhd@se paradigms derive from different areas of computer science,
including artificial intelligence, graph theory, neural networks, information theory, and
automata theory. IfFig. 2, a chssification of the existing solutions is presented. These
solutions include techniques derived from the field of artificial intelligence (rule-,
model-, and case-based reasoning tools as well as decision trees, and neural networks),
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Fig. 2. Classificaon of fault localization techniques.

model-traversing techniques, graph-tretiz techniques, and the codebook approach.
Model-, case-, and rule-based reasoning tools will be describ&bdation 2 Section 3

is an introduction to model traversing techniqu&gction 4discusses graph-theoretic
techniques. FinallySection Spresents open research issuethmfield of fault localization

in communication systems.

2. Expert-system techniquesfor fault localization

The most widely used techniques in the field of fault localization and diagnosis
are expertsystems T4]. Expert systems try to reflect actions of a human expert when
solving problems in a partidar domain. Their knowledge base imitates knowledge of
a human, which may be either surface—resulting from experience, or deep—resulting
from understanding the system behavior from its principles. Most expert systems use
rule-based representation of their knowledgeda In the domain of fault localization, the
inference engine usually uses a forward-chaining inferencing mechanism, which executes
in a sequence of rule-firing cycles. In eacltleythe system chooses rules for execution,
whose antecedents (conditions) maiiod content of the working memory.

Expert systems applied to the fault localization problem differ with respect to the
structure of he knowledge they use. Approaches that rely solely on surface knowledge are
referred to as rule-based reasoning systems.rékearch on rule-based fault localization
systems addresses the structure of the knowledge base and the design of the rule-definition
language. Lor et al.g4] organize the system of rules by distinguishing between core and
customized knowledge. The core knowledge may be understood as a generic or reusable
knowledge. It is useful to identify an approximate location of a fault in a large network.
Customied knowledge allows us to precisely isolate a fault from the selected group
of system entities. In JECTOR52] correlation rules are organized asmposite event
definitions. In this approach, the distinction is made between primitive events, i.e., alarms,
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and composite events, which are composed of primitive and other composite events, and
include a sebf conditions that have to be verified before a composite event can be asserted.

Rule-based systems, which rely solely on surface knowledge, do not require profound
understanding of the underlying system architectural and operational principles and, for
small systems, may provide a powerful tool for eliminating the least likely hypoth&8ks [
However, rule-based systems possess a number of disadvantages that limit their usability
for fault isolation in more complex systems. The downsides of rule-based systems include
inability to learn from experience, inability to deal with unseen problems, and difficulty in
updating the system knowledggl]. Rule-based systems ardftiiult to maintain because
the mles frequently contain hard-coded wetk configuration information. Although
approaches have been proposed to automatically derive correlation rules based on the
observation bstaistical data 57], it is still necessary to regenerate the large portion of
correlation rules when the system configuration changes. Rule-based systems are also
inefficient and unable to dealith inaccuratenformation @2]. The lack of structure in
the system of rules typically makes it very difficult to allow reusability of rules that seems
so intuitive in hierarchically built distributed systems. Another problem is that rule-based
systems getonvoluted if timing constraints are included in the reasoning process. Also,
ruleinteractions may result in unwanted sidtfects, difficult to verify and changd.0?.

Given the difficulties of techniques that rely only on surface knowledge, expert systems
used in the field of faltilocalization usually include some form of deep knowledge that
represents relationships among system entit&28,4897,103. The system model may
describe the system structure (static knedge) and its functional behavior (dynamic
knowledge) B8,97]. In model-based expert systems, conditions associated with the rules
usually include predicates referring to the system model. The predicates test the existence
of a relationship among system components. The model is usually defined using an object-
oriented paradigml[6,22,38,45,97] andfrequently has the form & graplof dependencies
among system components. A different model is proposed in SINER@]Awhich
represents structural knowledge as a set of network topology templates selected in such
a way that any network topology may be expressed as instances of these templates. For
each template all possible alarm patternsleted along with fault diagnosis functions.
ECXpert [ 2] usescorrelation tree skeletons describing cause-effect relationships between
network events. The root of the tree is always a symptom, the leaves are possible symptom
causes. In the process of alarm correlaticorrelation tree instances are created. An
observed alarm may be added to an existing correlation tree instance or placed in a new tree
instance. It may also cause combining a number of tree instances or splitting an instance
into two or more trees.

Thanks to representing a deep knowledge of the network connectivity and operation,
model-based approaches do not possess tlehstages that characterize rule-based
systems. They have the potah to solvenovel problems and their knowledge may be
organized in an expandable, upgradeable and modular fashion. However, the models
may be difficult to obtain and keep up-to-date. The approach presenteld avdids
mairtaining an explicit network model by providing scenario templates organized on a
hierarchically based network structure, winire instatiated with the data obtained from
the arriving event attrilites or from the configuration datade. The scenarios communicate
using internal composite events. The internal event publishers need not be aware which
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components consume the events that they forward; therefore, a change to a higher-level
scenario does not require changes to any of the lower-level scenarios. One of the problems
that the approach inl] does not solve is dealing with complex network topologies. The
solution shows how to propagate events between layers gradually increasing their level of
abstraction. It does not however show how the reasoning should be performed within a
layer if the network topology in this layer is complex.

Regardlesof the type of knowledge used by expert systems, the fault localization
process is driven by an inference engine acitgydo event-correlation rules, which are
usually defined using a high-level languagée design of an expressive yet simple
language has been a goal of many publmadi on this subject. Rule conditions are
frequently expressed as patterns, which test alarm frequency and origin as well as
values ofalarm attributes 1,102. In some approaches, tests on temporal relationships
among correlated events may be also defifdebse tets may simply cack whether the
correlated alarms were reced/aithin a certain time-window1,62] or be repesented
by more complex predicates encoding various tests on start, end, and duration times
of corrdated events 46]. Rule actions typically allow alarm filtering, replacement,
suppression, escalation, clustering, and generalizadéh They can also involve more
complex repair or testing actions.

Case-based systems are adpl class of expert systems that base their decisions on
experience and past situations. They try to acquire relevant knowledge of past cases and
previously used solutions to propose solutions for new problédjsThey are well suited
to learning correlation patterng4]. When a problem is succestlfy solved, the solution
(or its parts) may be used in dealing with subsequent problems. They are resilient to
changes in network configuration. However, case-based systems require an application-
specific model for the resolution processOp]. Also, time inefficiency may make them
unusable in real-time alarm correlatiazb].

In addition to the techniques already described in this section, decision &@eard
neural networks36,27,101] have keen used for the purpose of fault localization. Neural
networks, which are systems composed of interconnected nodes called neurons, try to
mimic operation of a human brain. They are capable of learr@@pgdnd resilient to noise
or inconsistencies in the input data. The disadvantage of neural network systems is that
they raquire long training periods2p,107, and that their behavior outside their area of
training is difficult to predict103.

Decision trees are used as a repred@ntaof an experknowledge to guide a user
observing symptoms of failure toward locating the root cause of the prot@&mThey
allow a simple and expressive representation of the expert knowledge. However, their
applicability is limited by the dependence on specific applications and the degraded
accuracy in the presence of noi$2].

3. Model traversing techniques

Model traversing techniques3241,47,50-52] use famal representation of a
communication system with clearly marked relationships among network entities. By
exploring these relationships, starting from the network entity that reported an alarm,
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the fault identification process is able to determine which alarms are correlated and locate
faulty network elements.

Model traversing techniques reported in the literature use object-oriented representation
of the system 41]. One approach47] exploits the OSI management framework. The
approach described in5Q] uses Guidelines for the Definition of Managed Objects
(GDMO) [43] (with non-standard extensions) to model services and dependencies between
savices in a distributed system. The proposed refinements of this model include the
paossibility of testing operational and quality of service states of managed sersijes [

Event correlation in model-traversal techniques is usually event-driven. For every
observed event, which is typically mapped into a model node, the model is searched
recursively following the relationship links between managed objects. The actual fault
localization algorithms may be quite different. Jordan et 4¥)] consider all observed
eventsas singleton equivalence classes. In the process of fault localization classes are
merged whenever the events they inclade traced down to the same managed object.
To facilitate the search certain event properties can be explored, e.g., (1) level at which
event @curred—primary failure is the most likely at the lowest level, (2) event type—
some eventare more likely to indicate primary failures than others, (3) severity of an
event—more seve events are likely to have causetti@ér events in the equivalence class,
and (4) the origin of an event, which may provide explicit information if the eventindicates
primary or secondary fault. Other techniqubg][combine fault localzation with testing.
During the model traversal maged objects are tested to determine their operational
status. The root cause is found when the currently explored malfunctioning object does
not depend on any other malfunctioning object. In multi-layer models, first a horizontal
search is performed in the layer imhich failure has been reportefg. When a failing
component is located, a vertical search carries the fault localization process to the next
lower layer. In the lower layer the horizaitsearch is started again. In NetFACAY],
the fault localization process is performed in two phases. First, in horizontal search, votes
are assigned to potentially faulty elements based on the number of symptoms pertaining
to these elements. The root cause is determined in the second phase—tree search, which
determines if the device that received the most votes in the first step was at fault or if it
failed because one of the components it depends upon was faulty.

Model traversing techniques are robuagainst frequent network configuration
changes$2]. They are particularly attractive wheaubmatic testing of a managed object
may be done as a part of the fault localization process. Model traversing techniques seem
natural when relationships between objects are graph-like and easy to obtain. These models
naturally enable design of digtuted faudt localization algorithms. However, they are
inflexible in modeling fault propagation patterns. In particular, they are unable to model
situations in which failure of a device may depend on a logical combination of other device
failures [41].

4. Graph-theoretictechniques

Graph-theoretic tdmiques rely on a graphical model of the system, called a fault
propagation model (FPM), which describes which symptoms may be observed if a specific
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P(BJA)

P(A|B)

P(A-C|A) P(A[C) P(B-C[B)

Example network

Note: P(X[Y) = P( X fails | Y fails ) Dependency graph

Fig. 3. Simple network and aecresponding deendency graph.

fault occurs p2. The FPM includes the representation of all faults and symptoms
that occur in the system. Observed symptoms are mapped into FPM nodes. The fault
localization algorithm analyzes the FPM to identify the best explanation of the observed
symptans.

Graph-theoretic techniques require a priori specification of how a failure condition or
alarm in one componentis related to fadiconditions or alarmis other componentsifl].
To create such a model, an accurate knowledfgeurrent dependencies among abstract
and physical system components is requir€he efficiency and accuracy of the fault
localization algorithm are dependent o titcuracy of this a priori specification.

Fault propagaion models take the form of causality or dependency grapltausality
graph is a directed acyclic graplsc(E, C) whose node< correspond to events and
whose edge€ describe cause-effect relationships between events. An(edgg) € C
represents the fact that evest causes evengj, which is denoted ass — ej [33].
Nodes of a causality graph may be marked as problems or symptoms. Some nodes are
neither problems nor symptoms, while others may be marked as problems and symptoms
at the same time. Causality graph edges may be labeled with a probability of the causal
implication. Similarly, it is possible to assign a probability of independent occurrence to
all nodes labeled as problems.

A dependency graphis a directed grapts = (O, D), whereQ is a finite, non-empty set
of objects and is a set of edges between the objects. With each object a probability of its
failure independent of other objects may be associated. The directed(edgg) € D
denotes the fact that an error or fault & may cause an error inj. Every drected
edge is labeled with a conditional probability that the object at the end of an edge fails,
provided that the object at the beginning of an edge f&B&55]. A dependency graph
for an example network is presentedrig. 3. Note hat the presented dependency graph
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models all possible dependencies between managed objects in the example network. In
reality the graph could be reduced basedrdorimation on currently open connections.

Many approaches using dependency graph models assume that an object may fail
in only one way. If this is the case in a real system, then a failure of an object may
be represented as an event. In this case, the two representations, causality graph and
dependency graph, are equivalent. When multiple failures may be associated with a single
object, they can typically be enumeratetbia small set of failure modes, suchcasnplete
failure, abnormal transmission delay, high packet loss rate, etc. P2. The dependency
graph then associates multiple failure modes with each object, whereas dependency edges
between objects are weighted with probability matrices rather than with single probability
values, where each matrix cell indicates the probability with which a particular failure of an
antecedent object causes a particdilure of a dependent obje@d]. The dependency
graph may still be mapped into a causality graph by creating a separate causality graph
node for each object and each of its failure mod#3, [and then connecting the nodes
accordingly.

While there are @ar benefits of using a dependency graph as a system model (e.g., it
is more natural and easier to build), causality graphs are better suited to the task of fault
localization as they provide it with a more detailed view of the system and allow it to deal
with a simple notion of an event rather than with potentially multi-state system objects.

Most graph-theoretic techniques reported in the literature allow the FPM to be non-
deterministic by modeling prior and conditional failure probabilities. However, many of
these techniques require the probability miede be restricted to canonical models such
as OR and AND models5p,58,92,93]. An OR model combines possible causes of an
event using dgical operator OR, meaning that at least one of the possible causes has
to exist for the considered event to occur. An AND model uses logical operator AND,
instead. Some techniques may be extended to work with hybrid models that allow the
relationship between an event and its possiduses to have the form of an arbitrary
logical expressiond3,94).

A fault localization algorithm, based on the provided FPM, should return a number of
fault hypotheses that best explain the set of observed symptoms. It has been shown that
this problem is NP-ard, in general4,5355].

Given the complexity of the problem, the fault localization techniques proposed in the
literature seldom allow arbitrary probabilistic FPMs. Frequently the shape of the model
is restricted, e.g., to a bipartite grag@#B[93], or the model is deterministiB,104. The
problem may be also simplified by assuming that only one fault exists in the system at a
time [58] or by restricing thenumber of simultaneous faults to a certain numéégrijlost
techniques assume that the observation of system state is accurate and therefore do not
attempt to address the problem of lost and spurious sympt8g&H.

In the following sections, we present some graph-theoretic techniques described in the
literature. They may be divided into those that are tailored toward the isolation of dependent
faults [55], and those that assume that faults are independent of one arfdthdtiey also
adopt different measures of hypothesis goodness: a minimum number of &g)its
probabilistic measure of confidenc®$,93,94]. Symptom processing is usually window-
based, i.e., an algorithm works with a group of symptoms observed over a certain time-
window [65,58]. A more flexible approach adopts event-driven processing, which allows
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symptans to be analyzed when they arrive tbley reducing the algorithm’s latency,
allowing fault localization to be interleaved with testing, and increasing its resilience to
the chages of the FPM33,93,94].

4.1. Divide and conquer algorithm

Thedivide and conguer algorithm b5 uses a dpendency graph as an FPM assuming
that one failure type is allowed per object.dta wndow-based technique tailored toward
identifying dependent faults. The algorithm first identifies the alarm domain, a set of all
faults that may have caused the observed alarms. In the first phase, the alarm cluster
domain is partitioned into two subsets characterized by the maximum mutual dependency.
Maximum mutual dependency of two satgans that the label assigned to any edge
between two nodes in the same set is highem tha label assigned to any edge connecting
two nodes belonging to different sets. Intuitively, a maximum mutual dependency set
groups together all objects that are the most dependent on one another. In the second
phase, the algorithm decides which of the subsets should be used to recursively invoke the
fault localization procedure. If the subset with higher probability that one of its members
was a primary gurce of a failure is able to explain all alarms, the recursive procedure
is invoked using the entire alarm cluster passed to this recursion step and the higher-
probability subset as parameters. Otherwise, the alarm cluster domain is divided into two
subclusters. The first subclestcontains all alarms that may be explained using the subset
with the higher probability that one of its members was a primary source of a failure. The
second subcluster contains the remainingrakfrom the original alarm cluster. Its domain
is the other of the two subsets. The recursivecgdure is then invoked twice, taking the
two subclusters and their respective domaisgparameters. The recursion continues until
the input alarm cluster domain is a singleton. If this is the case, the element of the singleton
set is @ded to the final solution. To avoid the computational cost of calculating the mutual
dependency subsets in every recursive invocation of the algorithm, the mutual dependency
subsets are precomputed at the beginning using the bottom-up technique. While building
maximum mutud dependency sets, the procedure has to determine the probability that at
least one membaf a subset is faulty. For subsBthis probability is approximated using
the following formula p5]:

P(9=> |P@)+ Y P©)P®© |0

0 eS 0j €S, j#i

Let us illustrate the divide and conquer algorithm with an exanipig.4(a) shows an
example dependency graph. Suppose that alafmsA; and Az have been generated
indicating failures in vertices\ — B, B — C, andC — D, resgectively. The alarm cluster
domain is presented frig. 4(b), and the steps of the algorithm are depictelig 4(c). In
the presented scenario, the algorithm associates fault at dewigth alarmsAy and Ag,
and fault at devicd8 with alarm A;.

The divide and conquer algorithm always explains all the observed alarms, but may fail
to give their best explanatio®$]. The most accurate solution will be found in a system
whose objects have the same probability of independent failure. The algorithm does not
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| (¢) Divide and conquer algorithm

P(S,) = 0.047 P(S,) = 0.069
A =1{Ay) A(S) ={A, Ay}

(a) Initial dependency graph

\ P(S,) =0.033 / P(8,)=0.033
WAS)={A} AlS) ={Ay Ay}

P(S;) =0.01
A, A, A, A(S) =@ SN P(S;) = 0.031

AA_B ) AS) =@

AS) =1{A,} ASy) ={A, Ag}

Fig. 4. Divide and conquer algorithm.

handle lost or spurious symptoms. The computational complexify(1$3), whereN is
the number of the dependency graph nodes.

The divide and conquer technique described above may be used only if there are
failure degpendencies among objects. For the case of a system in which all objects fail
independently of one another, a different algorithm was propdsgd This procedure
involves partitioning the initial set of objects that may have caused the observed alarm
cluster. The partitioning is performed arouadandomly chosen element in such a way
that one subset contains all the objects whose failure probability is less than or equal to
the failure probability of the randomly chosetement, and the otheontains all objects
whose failure probability is greater tharetifailure probability of the randomly chosen
element. The second phase is very similar to the second phase of the divide and conquer
algorithm. The algorithm has a polynomial worst case comple&ify. [

4.2. Context-free grammar

The natural feature of context-free grammars, which allows expressions to be built
from subexpressions, may be effectively used to represent a hierarchically organized
communication systend]. In this model, terminals correspond to the indivisible network
components—terminal objects. Productions are used to build compound network objects
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(a) Example network

I, =3  Ify)=5_ If.)=3 (¢) Fault localization using algorithm |
@ @ @ D for alarm cluster {a, ¢ ag.p. 8¢ |

(b) Alarm location fields Step 1: A= {2, c 4 p dcp } & choose fep,

ayg g

Ay ey Ve Step 2: A\ = {a, o} = choose f,
ayp ™ g vipevicp

agc ™ fhe Step 3: A =< = output {fp, fy 5}
agp ™ fy e vicp

acp ™ fop

(d) Fault localization using algorithm 2 for alarm cluster {a, ., a5 . a. )

S,=(9, {ay - agp acp 1) 1(S)=15

SE =({ fB-C | aC-D} ), I(Sz) =22 Sg =( { fc.[)}, { aA.C} )s ](83) =14

l = F={fp} /wnaf&c}

S;=({ e feph @) Ss=({fep.faeh @) Se=({fep.fanlt )
I(S,) =20 I(85) =20 I(S,) =1

Fig. 5. Fault localization using context-free grammar algorithms.

from the already defined objects. To illuggdow context-free grammars may be used to
represent dependencies between network objects let us present an examplePA path
between sourc@ and destinatiorD in a network presented iRig. 3 is modele by the
following productions:

Pa-p — Pa—c.Lc-D
Pa—c — La-B.LeclLa—c.

A context-free grammar allows systems with complex dependencies between managed
objects to be modeled!]. In particular, one can easily represent a situation in which a
component depends on an arbitrary logical combination of other components. A simple
example of such a situation was presented above. A context-free grammar may be
considered an extension of dependency graph.

This section presents two fault localization algorithms that use context-free grammar
to represent fault propagation patterd$. [To illustrate them, the example of a tandem
network presented iRig. 5a) will be used. In this network three faults are possilfje:g,
fs—_c, and fc_p, assocated with linksA-B, B-C, andC-D, respectively. With these
faults we associate inforntian cost as presented IFig. 5a). The following alarms are
possible:aa—g, aa—c, aa-p, as—c, ap—p, andac_p. Alarm ax_y may, e.g., indicate
failure of a connection established between hosendY. Domans of alarms considered
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in the presented example, callby the tebinique fault localization fields, are presented in
Fig. 5b).

The first algorithm presented id][ chooses the minimum set of faults that explains
all observed alarms. First, the algorithm identifies a fault that belongs to the greatest
number of alarm domains. If there are more than one such faults, the one with the highest
probability of occurrence (or lowest information cost) is chosen and placed in the alarm
explanation faultset. For example, if a set of observed alarm$aig_c, as_p, ac—p}
(seeFig. 5(c)), there are two faults belonging to the greatest number of alarm domains,
fs_c and fc_p; fault fc_p is chosen because its informaticost is the lowest. Next, all
alarms explained by the chosen fault are removed from the set of observed alarms and the
algorithm continues with the remaining alarms until all of them are explained. Thus, in the
first step of the exaple presented ifrig. 5c), alarms{ag_p, ac_p} are removed from
the set ofunexplained alarms and in the second step the set of alans } is explained
using fault fa—g.

The second algorithm proposed i fakes into account lost and spurious symptoms.
Suppose thatd ; is a ®t of alarms that should be generated if falulbccurs. We can use
f to explain the set of observed alarmdg only if 4o = (Af — A)) UAs, whered, C At
is a set of alarms that were lost add is a set of purious alarms. Whenever alarm loss or
spurious alarm generation is used as a part of an explanation, the information cost assigned
to this explanation is increased. The algorithm tries to find such a subset of faults that
explains all alarms wittthe minimal explanation cost. In the first phase of the algorithm,

a tree is created that represents all possible solutions. Every&aafehe tree is labeled

(Fi, Ai), whereF; is a set of faults identified so far, aitj is a set obbserved alarms that
remain to be explained. In the root node = ¥ and.A; = Ao, whereA, is a set of all
observed alarms. The recursive procedure of building such a tree descends from the root
creating children util the leaves—nodes with empty unexplained alarm list—are reached.
At every nodeS, theprocedure finds a subset of faultg that explans the most alarms

in Aj. Let Ay, € Ag be the set of alarms explained by fadlt € Fi. For evey fault

fj € Fk, anew child of the nod€7i, A;) is created labeled with7i U {fj}, Aj — Ay;).

This procedure is illustrated irig. 5(d).

The cost associated with every nofeof the tree is computed as followd][ | (S) =
| (F;) + | (EXPECTED;) + | (ADD;j) + | (DELETE;), wherel (F), | (EXPECTED)),
| (ADDj), and | (DELETE;) denote the cost of generating all faults ff, the cat of
generating all observed alarntsat were expected for faults ifij, the costof generating
all spurious alarms, and the cost of losing alarms that are expected for faufts lout
do not belong ta4;, resgectively. InFig. Xd), | (EXPECTED;) = 0, | (ADD;) = 5, and
| (DELETE;) = 6, for all alarms and faults.

In the second phase of the algorithm, a minimum cost node of the entire tree is chosen
as the best solution. Since the algorithm chooses any node (not necessarily a leaf), some
alarms may be left unexplained. These alarms are assumed to be spurious. In the example
in Fig. 5d), nodeS; is chosen because its cost is minimuNote that, in this solution one
alarm is assumed to have been lost and one alarm is assumed to be spurious.

The presented algorithm is rather complex and, as the authors point out, should be
considered a guideline for designing fault localization algorithms rather than a practical
solution.
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P, P, P,
s, [1 1

S, [0 1 0
S, [0 1 1
S, |0 1 1

Correlation matrix that allows us
to detect one lost or spurious
symptom (min. Hamming

Initial causality graph distance = 2)

Fig. 6. Correlation matrix derived from an example causality graph.

Fault localization problem using contefitee grammar as a fault propagation model
has also been addressed BS|[ The problem of locating the source of failure for a
limited dass of context-free grammar models, sertiaally equivalent to dependency
graphs, is transformed into a zero—one integer linear programming problem. Based on
avdlable solutions to th integedinear pogramming problem, the optimal (but complex)
and suboptimal algorithms for solving the zero—one subproblem are proposed. The fault
localization problem using an unrestricted context-free grammar model is formulated as
an integer non-linear programming problem. The algorithm is proposed for converting this
integer non-linear programming problem into an integer linear programming problem.

4.3. Codebook technique

Fault propagation patterns in the codebook technique are represented by a matrix of
problem codes that distinguish problems from one anoth&i 4. In the deerministic
technique, a code is a sequence of values ff@ri}. The value 61 at theith position of
a wde generated for problem; indicates cause-effect irtipation between problenp;
and symptons . In the probabilistic model, codes contain values [0, 1] that represent
likelihood of the cause-effect implication between a given problem and a given symptom.
The codebook is basically a matrix represeiun of a bipartite causality graph that has
been optimized to minimize the number of symptoms that have to be analyzed while still
ensuring that the symptom patterns corresponding to problems allow us to distinguish
between the problems. A correlation matrix derived from an example initial causality graph
is presented ifrig. 6.

Conceptually, the codebook approach coesikevent propagation as data transmission
over adiscrete memoryless lossy channel, wi@gput alphabet is a set of optimal codes
and output alphabet is a set of all possible symptom combinat®&ljs\Vith such an
interpretation, event correlation is equiat to decoding a received output symbol to one
of the valid input symbols. The received outgumbol in the event correlation problemis a
sgjuence of symbols frorf0, 1}, with 1 denoting the appeare@ of a particular symptom,
and 0 meaning that the symptom has not been observed. Spurious and lost symptoms
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P(X,|X,)

P(X,) , P(X5|Xy)

P(X,|X,.X3)

P(X,| X))

Fig. 7. Simple Bayesian netwiorepreseting distribution P(X1), P(X2|X1), P(X3|X1), P(X4|X2, X3), and
P(X5|X4).

correspond to channel errors. The number of errors that may be detected or corrected
depends on the codebook and the decoding scheme.

The codebook approach uses minimum symbol distance as a decision making scheme.
For thedeterninistic model Hamming distance is usegll]. In the probabilistic model,
d(a, b)—the distance between two probabiliti@sb € [0, 1]—is conputed as loga/b)
with log(0/0) = 0 and loga/0) = a. This log-likelihood measure generalizes Hamming
distance used in the deterministic mod&f|[ Since the coding phase is performed only
once, the codebook algorithm is very efficient. Its computational complexity is bounded by
(k+ 1) log(p), wherek is the number of errors that thecbding phase may correct, apd
is the nunber of problems§8]. On the other hand, the accuracy of the codebook technique
is hard to predict whe more han one faults occur with overlapping sets of symptoms.
In addition, since each system configuratinhange requires regenerating the codebook,
which is a time consuming process, the tegua is not suitable for environments with
dynamically changing dependencies.

4.4. Belief-network approach

Belief network is a DAG whose nodes represent random variables, the edges denote
exigence of direct causal influences betweenlitileed variables andhe strengths of these
influences are expressed by forward conditional probabiliti@s. 7). In the context of
fault diagnosis, the random variables represent states of network objects or the occurrence
of network events.

The fault localization problem may be formulated as a problem of calculating the
most probable explanation of the observer evidence in a belief network used as an FPM.
Although the problem is known to be NP-hard in genetd),[a polynomial time algorithm
was proposed for singly-connected belief network$|[ The polynomial algorithm{5]
utilizes a message passing schema in Wi nodes exchange messages that encode
certain conditional probalties. The mesaye that nodeX sends to itparentV; for every
valid Vj’s valuevj is denoted byix (vj). The message that nodé sends to its child
Ui for every vdid value of X, X, is denoted bymy, (x). Messages.x (vj) andmry; (X) are
calculated by nod&X based on messages it receives from its neighbors using the following
equations (wherg is any ®nstant and is a normalizing constant).
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Ax(vj) =B (k(l) — (L= pXIV))I (@) — 20 [ [ - ID(XIVk)JTvk(l))) (1)

ket
0, (%) = o [ [ 2w, 07 (x) @
ki
n
100 =0 ®
i=1
_ e TTma@ = pX|V)my; (1) if x = 0,
0= {a(l — [T = p(XIV))myj (D) if x =1. (4)

Baseal on messages received from its parents and children, dodemputesel (x) =
aAr(X)m(X), the probability that the evd represented by nod¢ exigs (x = 1) or does not
exist(x = 0).

In [94] this algorithm was adapted as an approximation scheme for performing fault
localization in FPMs of arbitrary shapeh& adapted algorithm proceeds in an event-
driven manner, after every symptom observation applying one iteration of message passing
traversing the graph according to some order. For every symptom a different ordering
is used that is equivalent to the breadth-first order started from the node representing
the observed symptom. The graph exploration ends when an unobserved symptom node
is visited. InFig. 8 a simple béef network is shown that emtles causal relationships
betweerfaults F1, F2, andF3, and synptomsS;, &, S, andS;. As depited inFig. 8a),
initially, no symptoms are observed, and therefore messagés;) sent by nodeX to
nodeV; are equal to 1, for alX andV; and for bothvj = 0 andv; = 1. Consequently,
messagesty; (X) sent by nodeX to nodeU; are equal top(x), where p(x) is a prior
probability associated withx.

Parts (b), ad (c) show message propagation in this network triggered by the observation
of symptomsS, and&, resgectively.

When all symptoms are analyzed in this manner, the algorithm produces, for every
fault, the probability of its existence givendlobserved symptoms. The final hypothesis is
chosen using the following heuristic: (1) a ndigely fault is chosen and placed in the final
hypothesis, (2) the chosen fault node is considered a part of evidence, and (4) one iteration
of message passing starting from the chosen fault node is performed. Steps (1)—(3) are
repeated as long as (1) the parsor distribution containfault nodes whose probability is
greater than 0.5, and (2) unexplained negative symptoms remain. An inherent property of
the adapted algorithm is the capability to isolate multiple simultaneous faults even if their
symptansoverlap.

Many other fault localization techniques based on belief-network theory were reported
in the literature. However, they are limited to rather specific fault diagnosis problems,
which use simplified belief network models. In fault diagnosis in linear light-wave
networks [L5] and in diagnosing connectivity problems in communication systelf§] [
conditional probabilities are 0,1-valued. Bayesian reasoning used by S&ytb fnonitor
and diagnose the state of an antenna is applicable to the management of a system with
a gnall number of possible states. As a result, it cannot be used in a system with a
big number of (possibly multi-state) cqonents. To trouble-shoot printing services a
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(b) Message-passing traversal after observation of symptom S,; (1), (2), (3) denotes
the order in which the nodes are visited. Note that messages sent by S, in this
phase are calculated based on messages sent by its parents F; and F; in the
previous phase (Fig. (a)). Messages sent by F| in this phase are calculated
based on messages calculated by S, in this phase and those calculated by S;
and S; in the previous phase.

(c) Graph traversal after symptom S, is observed.

Fig. 8. Example execution of message-passing algorithm.

tree-shaped belief network is use85]. Hood et al. §i0] reported an apiation of
Bayesiannetwork theory to proactive fault detection. The belief network used there is
also tree-shaped based on the structure of SNMPNIIBs [67].

4.5, Bipartite causality graphs

A bipartite causality graph is a special form of a fault propagation model that encodes
direct causal relationships among faults and symptoms. Although relationships between
faults and synptoms in real-life systemare usually more complex than may be represented
by a hipartite graph (in particular, they are frequently indirect), many fault localization
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Ho =0
spipn(f1) =p(f) =u(fz) =u(fs) =c0 — H ={N}{L}LIAD
53 :0(f1) = p(f2) = u(f3) =1, n(fa) = co— Ha = {{ i}, { fo}. { f3, fa)}
s2:u(f1) = p(f2) = L, u(fz) = u(fa) =2 — Ha={fi, f3}, {2}, {f5 fal}

Fig. 9. Incremental hypothesis updating after observation of sympépnss, ands,.

techniques proposed in the literatuld 55,92,104 use bipartite FPMs. The focus on this
type of model is justified by the following arguments: (1) Performing fault localization
with more complex representations is difficult. (In general, the problem is NP-68fdl [

To awid this complexity, more detailed models are frequently reduced to bipartite ones
through a sequence of grapkduction operationslp4. (2) Building more complex
models requires a profound knowledge of the underlying system, while symptom-fault
maps may be obtained through external observation. In many real-life problems, only
bipartite symptom-fault models are feasiblel]. (3) Some fault localization subproblems
may be accurately represented by bipartite symptom-fault néghsiereby rcessitating

fault localization algorithms suitable for bipartite FPMs.

One of the techniques tailored toward a bipartite FPMneremental hypothesis
updating [93] (IHU), which works with a set of hypotheses, each of which is a complete
explanation of the observed symptoms. The hypotheses are ranked using a belief metric,
b. The algorithm proceeds in an event-drivemdaincremental fashion. The execution
triggered by theith symptom,s, creates a set of hypotheseX;, each explaining
sympoms s; through 5. Set H; is created by updating<j_1 with an explanation
of symptoms. After theith symptom is processed, belief methic associated with
hypothesish; € H; represents the probability dh (1) all faults belonging tdj have
occurred, and (2 explains every observed symptos € Soi = {St,...,S}. To
incorporate a explanation of symptors into the st of fault hypotheses, in théh iteration
of the algorithm, we analyze eabl € Hj_1. If hj is able to expin symptons , we put
hj into 7. Otherwiseh; has to be extended by adding to it a fault fréty, whereHs is a
domain of symptons; . To avoid a vey fast growth in the size dff;, the fdlowing heuristic
is used. Faulty € Hg may be added tdj € Hi_1 only if the size ofhj, |hj|, is smdler
thanu (f)), the minimum size of a hypothesisi_1 that containsf; and explaing . The
usage of this heuristic is derived from the fact that the probability of multiple simultaneous
faults is small. While updating the set of hypothebigh;) is calculated iteratively based
onbj_1(hj). InFig. 9, thealgorithm is illustrated using a simple example.

Incremental hypothesis updating creates a set of the most likely hypotheses, which
may all be presented to the system admiaist. Raher than wait for a specific period
of time before presenting a solution, the techniqgue makes all these hypotheses available
on a continuous basis, and constantly upgrades them with information learned from
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arriving symptoms. Thus, the algorithm is incremental. This feature allows the system
administrator to initiate recovery actionsmer, and it allows additional testing procedures
to be performed. The fact that ftiple alternative hypotheseseavailable makes it easier
to replace aalution when the most probable one proves to be incorrect.

A bipartite belief network is also used i1]] to pinpoint LAN segments suspected
of having a particular fault. The reasoning mechanism usetiling not ableto precisely
identify the fault (e.g., the malfunctioning node). Moreover, it is based on observations that
are particular to the LAN environment anceanot applicable in gemal. Feclo et al. R0
use statistical methods to identify razuses of symptoms in bipartite FPMs.

5. Open research problems

Although fault localization has been an active research area for many years, many
problems remain unsolved. In this section we describe some of them.

5.1. Multi-layer fault localization

In modern services such as e-commerdectmmutingyirtual private networksg5],
application service provisionind.g], grid services 23], etc., fault localization techniques
capable of isolating faults in application and service layers are needed. Since upper layers
depend on lower layers, it is hot uncommon for a minor low-level problem to heavily
affect a service delivered to a user. Thereferéault mamgement system has to integrate
fault diagnosis across multiple protocol layers. This goal is difficult to achieve since faults,
as they propagate between system layers, change their semantics, and thus a correlation
between an original fault and an observed system disorder is not obvious. In addition,
multi-layer diagnosis is hampered by thefidifilty of building a system model and the
complexity involved in its analysis.

Despite some work on this problem reported in the literat@r@2], multi-layer fault
localization remains a chaliging and open research area. So far, the research has focused
ondefining multi-layer fault propagation models that clearly identify services provided by
neighboring network layer2p,73,92]. Appleby et al. [L] propose a rule-based solution
that allows events from multiple layers to be correlated by defining correlation scenarios
that describe system bavior in various layers and communicate using internal composite
events. As evats propagate up the scenario hierarchy, their semantics changes gradually
increasing the level of abstraction.

It is clear that none of the fault localization techniques surveyed in this paper is
adequate in multi-layer environments. In fact, we believe that a comprehensive solution
to the problem of multi-layer fault localization may require an application of several
different techniques. For example, the rule-based approach may be the most suitable
for symptom filtering. Model-based expert systems might facilitate correlation of alarms
originating from neighboring network devices or layers. Graph theoretic non-deterministic
approaches are needed in problems which are complex due to big network topology or
convoluted system structure, e.g., to diagnose end-to-end problems in a network with
complex topology 94]. Combining these different paradigms into a coherent multi-layer
solution remainsin open problem.
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5.2. Temporal correlation among events

Many researchers have concluded that temporal relationships between events provide
valuable information that could be used in the alarm correlation procg346,53,62].
However, few publicatins on fault localization address this issue.

Temporal correlation recognizes that alarms caused by the same fault are likely to
be observed within a short time after the fault occurrence. The simplest method of
temporal correlation relies on time-windowk46,55,104: only alarms occurring within
atime-window may be correlated. more eldorate set of temporal correlation predicates
has been proposed i§,66]. These approaches are debamistic, which limits their
applicability.

A natural approach to achieving probabilistic fault localization with temporal
correlation is to use dynamic belief networl&3] (DBNs). A DBN can be built from
a belief network by creating a set of random variab{¥st, Vi t+1, . ..} for every random
variableV; in the aiginal belief network. Random variab\ ; represents random variable
Vi at timet. If, in the original kelief network,V; may be caused by;j, in a DBNV; ; may
be caused by ¢, Vjt-1, Vjt—2,...andVii_1, Vit—2, .... The resitant DBN consists of
a number of interconnected copies of the original belief network. It is likely to be much
bigger and more convoluted than the original belief network, and therefore more efficient
fault localization techniques are needed to use DBNs in practice.

5.3. Distributed fault localization techniques

In large and complex communication networks large volumes of information have
to be processed by the management system. As many researchers and practitioners
agree, management of these large networks has to be performed in a distributed fashion.
Distributed management provides natural partitioning of management information and
function among management system components.

Distributed management seems to be wellesiifor mostnetworks, which are divided
into hierarchically orgaied domains or layers. A distributed management system may
be designed to match the natural network architecture. By doing so, a single management
center may be shielded from information that is not useful for its operation.

Dividing network data among event managers may force them to make decisions
based on incomplete information. Due tuft propagation event managers may receive
notifications of problems that appeared in domains/layers managed by other event
managers. Siitarly, symptoms associated with a problem in a certain domain/layer may
be unobservable in this domain. To locate faults in such a complex scenario a distributed
fault localizaion algorithm & required.

Surprisingly, very littlework has been done in the area of distributed fault localization.
Theoretical foundations for the design of such techniques have been laid by Katzela
et al. b4], who compare three schemes of faultddization: centralied, decentralized,
and distributed while assessing the théioed bound on the relative accuracy of these
schemes. Ing9], a distributed algorithm is proposed suitable for diagnosis of end-to-end
connectivity problems in hierarchically routed networks.
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5.4. Fault localization in service-oriented environment

Technologies developed in recent years mak possible to automate business
interactions, both B2B and B2C ones. As aresult of research and standardization initiatives
suchas Web services3[l], and the propensity of businesses toward downsizing and
outsourcing, a new trend has emerged in a way these interactions are being structured: a
business is built from both organizationally and geographically distributed units, business
partners can locate each other using theerimét, connect and perform transactions
automatically, and terminate their relationship when no longer needed. This dynamic
savices infrastructure is referred to as dynamic e-busing@sofr virtual ernterprise [37].

As a result of the involvement of multiple organizations in the provisioning of a service
offered to an end-user, fault localization in dynamic-services environments becomes even
more difficult. Not only do the organizatiogve to cooperate in order to identify root
causes, they also have to preserve their pyivand ®curity in the process. It is necessary
to integrate data from differg organizations, which may come in different formats and
contain information with various degrees of detail. Fault localization objectives are likely
to be affected by priorities resulting from business goals. The fault management task needs
to be able to assess a (business) impact of a fault and prioritize fault isolation, testing, and
recovery actions to maximize a business utility. These fault management subtasks: fault
detection, fault isolation, testing, and recovery are likely to be much more integrated than
they used to be in the past.

5.5. Fault localization in mobile networks

One of thebiggest challenges facing the fault management community is related to
the management of wirelesetworks. The well known issues of environment-related
device failures, inherently unreliable communication medium, power supply problems,
and restricted bandwidth, which are tydlgaassociated with a wireless environment,
also affect the fault management function. They result in new failures to consider, higher
fault frequencies, higher symptom loss rates, increased number of transient faults, less
computing resources available, and severely restricted amount of management information
that may be exchanged between network nodes. In ad hoc and mobile networks, the
problem is further complicated by the dynamically changing topology.

When provided with an accurate and conslyanpdated fault propagation model, some
of the techniques described in this survey may still be applied to the mobile wireless
environment. For example, in event-driven techniques, every symptom may be always
analyzed with the most up-to-date model. When the fault propagation model changes
during the fault localization process, other symptoms may be analyzed using the modified
dependency information.

Thus the main obstacle in applying the techniques surveyed in this paper to fault
localization in a mobile environment is the difficulty of building and keeping the model
up-to-date. In fact, it is fair to say that the da@éd providing the falt localization process
with exact information on the topology and routing in a mobile environmentis not realistic.
Root cause analysis in a mobile environment may take one or more of the following
approaches: creating approximate modelsthase¢he information on nodes’ locations and
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mobhility patterns, multi-stage fault localization aiming first at identifying affected network
domains or clusters and then focusing on the identified areas of interest, distributed fault
localization,geographic approach aiming first at identifying an approximate location of a
failing node, and usage of on-demand probing t&kethe fault localizéion process faster

and less bandwidth consuming.

5.6. Obtaining fault localization models

The major drawback of model-based techniques is the necessity of obtaining and
maintaining accuratenformation on error propagation patterns and relationships among
network events. In the literature, there is little work addressing the issue of obtaining fault
models. Most approaches anticipate the prior existence of such a model.

Since in communication systems errors progi@ between related system components,
models used for fault localization are usually derived from a model of relationships
among system components. Such models usually record two types of dependencies
between services and functions in neighboring protocol laygetic and dynamic
dependendies. Static dependencies result from, e.g., standardized definition of functions
provided by different layers of the protocol stack, or from static network topologies.
Dynamic dependencies result from, e.g., run-time addition and deletion of services (such
as establishment and termination of TCP sessions), dynamic routing, etc. The network
topology may be obtained automaticallyraigh various network topology detection
mechanisms, which are built into somenumercidly available netvork mangement
systems$8]. Other management systems implement proprietary techniques that allow the
discovery of hardware configuration changes such as addition or removal of a network
adapter or hostl[9]. The IETF has recently recognized a need for a standardized means
of representing the physical network connections by proposingitheical Topology
MIB [3], which can be used to obtain topology information if it is implemented in the
managed domain.

Obtaining dynamic dependencies is significanthore difficult since the dependency
model has to be continuously updated while the modeled system is running. In spite
of that, many tools exist that facilitate the process of model building. These tools are
usually specific to particular network services or functions. For example, all active TCP
connections on a host may be retrieved usingnétgtat application P€]. A current route
between a host and any other host may be obtained using progrearoute [96].

Network management piacols such as SNMP9] provide a means to determine
dependencies established using configuration or real-time routing protocols. For example,
the management system may obtain the topology, which was dynamically established in the
data-link layer by the Spanning Tree Protoct#][using the dat montained indot 1dBase
Group ofBridge MIB [14]. Updates of the spanning tree may be triggereddyRoot and
topologyChange traps [L4]. In the network layer of the Internet, current routes may be
calculated fromipRoutingTable of TCP/IP MIB-1I [67].

Other techniques of obtaining network topology have been also investigated. To monitor
hierarchical network topology, Nova€ezl] uses IP miticast. Siamwalla et al§8] propose
several heuristics that exploit SNMP, DNS, ping, and traceroute facilities to discover
the retwork level topology of the Internet on both intra-domain and backbone levels.
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Govindan et al. 3Q] infer the Internet map using hop-limited probes. Reddy et78] [
investigate a distributed topology discovery technique for the Internet. Breitbart éf]al. |
present an algorithm that obtains both network and data-link layer topology TGP
MIB-II [67] and Bridge MIB [14]. The algoithm of Lowekamp et al.§5 discoves the
topology of a large Ethernet network allowing incomplete dat@rinige MIB tables.

Several techniques have been proposed that are tailored toward discovering
relationships among services and software components. An automated technique of
detecting static dependencies within software components on a single machine is proposed
in [49. Certain dependencies among software components may be obtained from
system information repositories maintained by many operating systgh&Rlamanathan
et al. [78] propose techniques that obtain relationships among services within ISP systems.
Brown et al. [/] and Baychi et al. ] desribe an active approach based on controlled
system perturbations designed for discomgridependencies among components of a
typical e-commerce application. Ensg8[ apgies neural networks tobtain relationships
among the defined set of system components based on measurable values describing the
components’ activities and performance (e@QJ usage, bandwidth consumption, etc.).
Hasselmeyerd4] argues that the dependencies amorgyidiuted cooperating components
should be maintained and published by services themselves, and proposes a schema that
allows these dependencies to be obtained.

Despte all the methods cited in this section, it has to be observed that obtaining
dependency information in an automatic fashion is still an open research problem. The
complexity of the task is related to the fact that obtaining dependency information is a
problem that has to be solved separately for every system, layer, or type of device using
techniques available or the most suitable given the circumstances. We hope that this section
helps illustrate the plethord approaches that may be adoptedMlsolving this problem.
Nevertheless, the amount of effort currently invested in this research topic lets us anticipate
that more flexible, more comprehensive, andrengeneral techniques will be available in
the fuure.

6. Conclusions

Fault localization, a central aspect of network fault management, is a process of
deducing the exact source of a failure from a set of observed failure indications.
It has been a focus of research activity since the advent of modern communication
systems, which prodied numerous fault localization techniques. Fault localization is
subject to complications resulting from compiig unreliability, and non-determinism of
communication systems.

This paper presents a comprehensiveveyrof fadt localization techniques in
communication systems. These techniques derive from different areas of computer science,
including artificial intelligence, graph theory, neural networks, information theory, and
automata theory, and include model-based reasoning tools, model traversing techniques,
case-based reasoning tools, graph-th@otechniques, and the codebook approach.

Despite this research effort, fault localization in complex communication systems
remans an open research problem. The most challenging issues concern multi-layer fault
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localization, distributed diagnosis, temporal correlation, fault localization in mobile ad hoc
networks, and root cause analysis in a service-oriented enviroiment.
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