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&U\SWRJUDSK\ LV WKH VWXG\ RI VHFUHW �FU\SWR�

ZULWLQJ �JUDSK\� FRQFHUQHG ZLWK GHYHORSLQJ DO�

JRULWKPV ZKLFK PD\ EH XVHG WR

s FRQFHDO WKH FRQWH[W RI VRPH PHVVDJH IURP
DOO H[FHSW WKH VHQGHU DQG UHFLSLHQW �SULYDF\

RU VHFUHF\�� DQG�RU

s YHULI\ WKH FRUUHFWQHVV RI D PHVVDJH WR WKH
UHFLSLHQW �DXWKHQWLFDWLRQ�

s IRUP WKH EDVLV RI PDQ\ WHFKQRORJLFDO VR�

OXWLRQV WR FRPSXWHU DQG FRPPXQLFDWLRQV

VHFXULW\ SUREOHPV

�
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&U\SWRORJ\ FRXOG EH EH FRQVLGHUHG DV RQH RI
KXPDQLW\
V ROGHVW SURIHVVLRQV�

KDYH D KLVWRU\ RI DW OHDVW ���� \HDUV

DQFLHQW (J\SWLDQV HQFLSKHUHG VRPH RI WKHLU KL�
HURJO\SKLF ZULWLQJ RQ PRQXPHQWV

7KH FOD\ RI 3KDLVWRV �&UHWDQ�0LQRDQ� ��WK
FHQWXU\ %&�� VWLOO XQFLSKHUHG�

+HURGRWXV GHVFULEHV KRZ HQFU\SWHG PHVVDJHV
ZHUH WUDVSRUWHG E\ PHVVDQJHUV

DQFLHQW +HEUHZV HQFLSKHUHG FHUWDLQ ZRUGV LQ
WKH VFULSWXUHV

���� \HDUV DJR -XOLXV &HDVDU XVHG D VLPSOH

VXEVWLWXWLRQ FLSKHU� QRZ NQRZQ DV WKH &DHVDU
FLSKHU

5RJHU %DFRQ GHVFULEHG VHYHUDO PHWKRGV LQ WKH
����V

�



*HRmUH\ &KDXFHU LQFOXGHG VHYHUDO FLSKHUV LQ KLV

ZRUNV

/HRQ $OEHUWL GHYLVHG D FLSKHU ZKHHO� DQG GH�

VFULEHG WKH SULQFLSOHV RI IUHTXHQF\ DQDO\VLV LQ

WKH ����V

%ODLVH GH 9LJHQHUH SXEOLVKHG D ERRN RQ FU\S�

WRORJ\ LQ ����� GHVFULEHG WKH SRO\DOSKDEHWLF

VXEVWLWXWLRQ FLSKHU

,QFUHDVLQJ XVH� HVS LQ GLSORPDF\� ZDU RYHU FHQ�

WXULHV

2QH�WLPH SDGV� :LGHO\ XVHG LQ GLSORPDF\

'DYLG .DKQ LQ KLV EHDXWLIXO ERRN ?7KH &RGH�

EUHDNHUV� KDV QXPHURXV VXFK H[DPSOHV�

�
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0HWKRGV RI FRQFHDOLQJ WH[W�

&KDUDFWHU PDUNLQJ� 6HOHFWHG OHWWHUV RI WH[W

DUH RYHUZULWWHQ LQ SHQFLO� 7KH PDUNV DUH QRW

YLVLEOH XQOHVV WKH SDSHU LV KHOG DW DQ DQJOH WR

EULJKW OLJKW�

,QYLVLEOH LQN� 6XEVWDQFHV FDQ EH XVHG WKDW

OHDYH QR YLVLEOH WUDFH XQWLO KHDW RU VRPH FKHP�

LFDO LV DSSOLHG�

3LQ SXQFWXUHV� 6PDOO SLQ SXQFWXUHV RQ VH�

OHFWHG OHWWHUV DUH QRW RUGLQDULO\ YLVLEOH XQOHVV

SDSHU LV KHOG LQ IURQW RI OLJKW�

7\SHZULWHU FRUUHFWLRQ ULEERQ� 8VHG EHWZHHQ

OLQHV W\SHG ZLWK D EODFN ULEERQ� UHVXOWV RI W\S�

LQJ YLVLEOH RQO\ XQGHU D VWURQJ OLJKW�

7KHVH WHFKQLTXHV KDYH PRGHUQ DQDORJLHV �H�J�

SL[HO WUDQVIRUPDWLRQV�� 8QIRUWXQDWHO\� VWHJDQRJ�

UDSK\ LQ JHQHUDO UHTXLUHV D ORW RI RYHUKHDG� 6HH

KWWS���FDFU�PDWK�XZDWHUORR�FD� GVWLQVRQ�YLVXDO�KWPO

IRU DQ LQWHUHVWLQJ LPDJH�

�



6WHJDQRJUDSK\ KDV EHFRPH D PRGHUQ VXEMHFW

ZLWK DSSOLFDWLRQV WR VHFXULW\� 6RPH LPSRUWDQW

WRSLFV LQFOXGH

�� 0LPLFU\ �UHDGLQJ EHWZHHQ WKH OLQHV� FRP�

SUHVVLRQ DQG GHFRPSUHVVLRQ WHFKQLTXHV� HQ�

GRGLQJ DQG GHFRGLQJ DOJRULWKPV�

�� $QRQ\PRXV UHPDLOHUV

�� 6HFUHW EURDGFDVWLQJ �'LQLQJ &U\SWRJUDSKHUV

SUREOHP�

�
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-HmHUVRQ F\OLQGHU� GHYHORSHG LQ ����V� FRP�

SULVHG �� GLVNV� HDFK ZLWK D UDQGRP DOSKDEHW�

RUGHU RI GLVNV ZDV NH\� PHVVDJH ZDV VHW� WKHQ

DQRWKHU URZ EHFDPH FLSKHU

:KHDWVWRQH GLVF� LQYHQWHG E\ :DGVZRUWK LQ

����� EXW GHYHORSHG E\ :KHDWVWRQH LQ ����
V�

FRPSULVHG WZR FRQFHQWULF ZKHHOV XVHG WR JHQ�

HUDWH D SRO\DOSKDEHWLF FLSKHU

+DJHOLQ PDFKLQH� $ WUXO\ SLRQHHULQJ PDFKLQH�

(QLJPD 5RWRU PDFKLQH� RQH RI D YHU\ LPSRU�

WDQW FODVV RI FLSKHU PDFKLQHV� KHDYLO\ XVHG GXU�

LQJ �QG ZRUOG ZDU� FRPSULVHG D VHULHV RI URWRU

ZKHHOVZLWK LQWHUQDO FURVV�FRQQHFWLRQV� SURYLG�

LQJ D VXEVWLWXWLRQ XVLQJ D FRQWLQXRVO\ FKDQJLQJ

DOSKDEHW

6HH P\ ZHE SDJH IRU SLFWXUHV�

�
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FU\SWRJUDSK\� WKH DUW RU VFLHQFH HQFRPSDVV�

LQJ WKH SULQFLSOHV DQG PHWKRGV RI WUDQVIRUPLQJ

DQ LQWHOOLJLEOH PHVVDJH LQWR RQH WKDW LV XQLQWHO�

OLJLEOH� DQG WKHQ UHWUDQVIRUPLQJ WKDW PHVVDJH

EDFN WR LWV RULJLQDO IRUP

SODLQWH[W� WKH RULJLQDO LQWHOOLJLEOH PHVVDJH

FLSKHUWH[W� WKH WUDQVIRUPHG PHVVDJH

FLSKHU� DQ DOJRULWKP IRU WUDQVIRUPLQJ DQ LQ�

WHOOLJLEOH PHVVDJH LQWR RQH WKDW LV XQLQWHOOLJLEOH

E\ WUDQVSRVLWLRQ DQG�RU VXEVWLWXWLRQ PHWKRGV

NH\� VRPH FULWLFDO LQIRUPDWLRQ XVHG E\ WKH FL�

SKHU� NQRZQ RQO\ WR WKH VHQGHU UHFHLYHU

HQFLSKHU �HQFRGH�� WKH SURFHVV RI FRQYHUWLQJ

SODLQWH[W WR FLSKHUWH[W XVLQJ D FLSKHU DQG D NH\

�
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GHFLSKHU �GHFRGH�� WKH SURFHVV RI FRQYHUWLQJ

FLSKHUWH[W EDFN LQWR SODLQWH[W XVLQJ D FLSKHU

DQG D NH\

FU\SWDQDO\VLV� WKH VWXG\ RI SULQFLSOHV DQG PHWK�

RGV RI WUDQVIRUPLQJ DQ XQLQWHOOLJLEOH PHVVDJH

EDFN LQWR DQ LQWHOOLJLEOH PHVVDJH ZLWKRXW NQRZO�

HGJH RI WKH NH\� $OVR FDOOHG FRGHEUHDNLQJ

FU\SWRORJ\� ERWK FU\SWRJUDSK\ DQG FU\SWDQDO�

\VLV

FRGH� DQ DOJRULWKP IRU WUDQVIRUPLQJ DQ LQWHO�

OLJLEOH PHVVDJH LQWR DQ XQLQWHOOLJLEOH RQH XVLQJ

D FRGH�ERRN

�
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$V LQIRUPDWLRQ KLJKZD\V H[SDQG FU\SWRJUDSKLF

WHFKQLTXHV ZLOO SOD\ DQ LPSRUWDQW UROH LQ VDWLV�

I\LQJ ?XVHU�SULYDF\� UHTXLUHPHQWV� ,PSRUWDQW

DVSHFWV RI VHFXULW\ LQFOXGH

s $XWKHQWLFDWLRQ

s &RPPXQLFDWLRQ 6HFXULW\

s 'DWD 'LVWULEXWLRQ

s 'LJLWDO &DVK

s (OHFWURQLF 0DLO

s (OHFWURQLF 9RWLQJ

�
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,Q FRPPXQLFDWLRQ VHFXULW\ LW LV WKH VHFXULW\

RI UHDO�WLPH HOHFWURQLF OLQNV� ORFDO DQG ZLGH

DUHD QHWZRUNV� OLQN HQFU\SWLRQ� FHOOXODU DQG RU�

GLQDU\ WHOHSKRQ\� DQG ID[HV�

,Q GDWD GLVWULEXWLRQ LW LV FRQGLWLRQDO DFFHVV

�H�J�� 79�� VRIWZDUH GLVWULEXWLRQ� LQIRUPDWLRQ

EXOOHWLQ ERDUGV�

,Q GLJLWDO FDVK LW LV WKH FUHDWLRQ RI DQ HOHF�

WURQLF V\VWHP WKDW UHSODFHV SDSHU PRQH\ DQG

LV PRUH oH[LEOH WKDQ FUHGLW FDUGV�

,Q HOHFWURQLF YRWLQJ LW LV VHFXUH GLVWULEXWHG

FRPSXWDWLRQ� HOHFWLRQV LQ VKDUHKROGHUV PHHW�

LQJV�

��
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,Q FRPPXQLFDWLRQ VHFXULW\ WKH\ LQFOXGH� PHV�

VDJH SULYDF\� VHQGHU DQG UHFLSLHQW DXWKHQWLFD�

WLRQ� DQG QRQUHSXGLDWLRQ�

,Q GDWD GLVWULEXWLRQ WKH\ LQFOXGH EURDGFDVW

DQG PXOWLFDVW RSHUDWLRQV� PHVVDJH SULYDF\� DQG

VHOHFWLYH UHFHSWLRQ�

,Q GLJLWDO FDVK WKH\ LQFOXGH DQRQ\PLW\� XQ�

WUDFHDELOLW\� WUDQVIHUDELOLW\� IDLUQHVV� Rm�OLQH RS�

HUDWLRQV� DQG XQLYHUVDOLW\�

,Q HOHFWURQLF YRWLQJ WKH\ LQFOXGH DQRQ\PLW\�

IDLUQHVV� DQG DFFRXQWDELOLW\�

��



7RROV LQFOXGH� NH\�DJUHHPHQW SURWRFROV� SULYDWH�

NH\ FU\SWRV\VWHPV� SXEOLF�NH\ FU\SWRV\VWHPV�

GLJLWDO VLJQDWXUHV� FHUWLnFDWHV� VHFXUH KDUGZDUH�

XQWUDFHDELOLW\ SURWRFROV����� DQG EHDXWLIXO PDWK�

HPDWLFV�

5HVHDUFK LQ FU\SWRJUDSK\ LV D GLYHUVH DQG PDWK�

HPDWLFDOO\ VRSKLVWLFDWHG SUDFWLFH� 7RSLFV LQ�

FOXGH

s 'HVLJQ DQG $QDO\VLV RI &U\SWRJUDSKLF $O�
JRULWKPV

s 'HVLJQ DQG $QDO\VLV RI &U\SWRJUDSKLF 3UR�
WRFROV

s +DUGZDUH DQG 6RIWZDUH ,PSOHPHQWDWLRQV

s $SSOLFDWLRQV RI &U\SWRJUDSK\
��
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,Q W\SLFDO DSSOLFDWLRQV ZRUNVWDWLRQV DUH DWWDFKHG

WR /$1V� 7KH XVHU FDQ UHDFK RWKHU KRVWV�

ZRUNVWDWLRQV� DQG VHUYHUV LQ WKH VDPH /$1

WKDW DUH LQWHUFRQQHFWHG YLD EULGJHV DQG URXWHUV�

7UDQVPLVVLRQV IURP VWDWLRQ WR VWDWLRQ LV YLVLEOH

RQ WKH /$1 WR DOO VWDWLRQV� 'DWD LV WUDQV�

PLWWHG LQ WKH IRUP RI SDFNHWV ZKLFK FRQWDLQ

VRXUFH�GHVWLQDWLRQ ,'V� DQG RWKHU LQIRUPDWLRQ�

2Q WKLV EDVLV� DQ HDYHVGURSSHU FDQ PRQLWRU

DQG FDSWXUH WUDpF SDFNHWV� (DYHVGURSSHU QHHG

QRW EH D ORFDO /$1 XVHU� LW FRXOG EH DQ\RQH WR

ZKRP WKH /$1 RmHUV D GLDO�XS FDSDELOLW\�

(DYHVGURSSLQJ PD\ DOVR RFFXU LQ DQ\ RI WKH

FRPPXQLFDWLRQV OLQNV ZKLFK SURYLGH FRQQHFWLY�

LW\ WR WKH V\VWHP� H�J�� E\ WDSSLQJ ZLUHV XVHG

IRU WUDQVPLVVLRQ� DWWDFKLQJ D ORZ�SRZHU UDGLR

WUDQVPLWWHU DQG SLFN XS UHVXOWLQJ VLJQDOV� 7KLV

SUREOHP EHFRPHV ZRUVH LQ :$1V�

��
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/LQN (QFU\SWLRQ� (DFK YXOQHUDEOH FRRPXQL�

FDWLRQ OLQN LV HTXLSSHG RQ ERWK HQGV ZLWK DQ

HQFU\SWLRQ GHYLFH� 7KH PDLQ GLVDGYDQWDJH LV

WKDW LW LV HmHFWLYH RQO\ LI DOO SRWHQWLDO ZHDN

OLQNV IURP VRXUFH WR GHVWLQDWLRQ DUH VHFXUHG�

(QG�WR (QG (QFU\SWLRQ� 'DWD LV HQFU\SWHG

RQO\ DW WKH VRXUFH QRGH DQG GHFU\SWHG DW WKH

GHVWLQDWLRQ QRGH�

3UREOHP� 'DWD FRQVLVWV RI SDFNHWV� 3DFNHWV

KDYH D KHDGHU SRUWLRQ DQG D FRQWHQW SRUWLRQ�

<RX FDQQRW HQFU\SW WKH KHDGHU� �EHFDXVH

LW ZRXOG EH LPSRVVLEOH WR URXWH WKH GDWD�� ,W

IROORZV WKDW DOWKRXJK XVHU GDWD LV VHFXUH WKH

WUDpF SDWWHUQ LV QRW�

6ROXWLRQ� 8VH D FRPELQDWLRQ RI /LQN DQG (QG�

WR�(QG HQFU\SWLRQ�

��
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,Q WKH FRPPXQLFDWLRQ KLHUDUFK\� /LQN VHFXULW\

LV DW D ORZ OHYHO� ZKLOH (QG�WR�(QG VHFXULW\ LV

KLJK OHYHO�

/LQN HQFU\SWLRQ RFFXUV DW WKH SK\VLFDO RU OLQN

OD\HUV RI WKH 2SHUDUWLQJ 6\VWHP�

(QG�WR�(QG HQFU\SWLRQ RFFXUV DW D )URQW (QG

3URFHVVLQJ XQLW DQG WKH KHDGHU E\SDVVHV HQ�

FU\SWLRQ LQ LQWHUPHGLDWH VWDJHV�

RANDOM 

BITS

ENCRYPTION

KEY

PLAINTEXT CIPHERTEXT

��
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,W LV XVXDOO\ QHFHVVDU\ WR FRQFHDO

s ,GHQWLWLHV RI SDUWQHUV�

s +RZ IUHTXHQWO\ WZR XVHUV FRPPXQLFDWH�

s 0HVVDJH SDWWHUQV� H�J�� OHQJWK� TXDQWLW\�
WLPH� HWF�

s (YHQWV WKDW FRUUHODWH ZLWK VSHFLDO FRPPX�
QLFDWLRQV�

/LQN HQFU\SWLRQ FRQFHDOV KHDGHUV WKXV UHGXF�

LQJ WKH SUREDELOLW\ RI HmHFWLYH WUDpF DQDO\VLV�

(QG�WR�(QG HQFU\SWLRQ OLPLWV GHIHQFH SRVVLELO�

LWLHV�

��
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,Q FRQYHQWLRQDO HQFU\SWLRQ D NH\ PXVW EH VKDUHG

E\ WKH WZR FRPPXQLFDWLQJ XVHUV� 7KHUHIRUH

DQ\ FRQYHQWLRQDO FU\SWRJUDSKLF V\VWHP LV DV

JRRG WKH PHWKRG HPSOR\HG IRU GLVWULEXWLQJ NH\V�

s $ NH\ FDQ EH GHOLYHUHG E\ RQH XVHU WR WKH
RWKHU HLWKHU GLUHFWO\ �H�J�� SK\VLFDOO\� RU LQ�

GLUHFWO\ �H�J�� SK\VLFDOO\ E\ DQ LQWHUPHGL�

DU\��

s $ QHZ NH\ FDQ EH GHOLYHUHG E\ HQFU\SWLQJ
LW ZLWK DQ ROGHU NH\ DQG HLWKHU XVLQJ D GL�

UHFW VHFXUH FRQQHFWLRQ RU DQ LQGLUHFW VHFXUH

FRQQHFWLRQ YLD DQ LQWHUPHGLDU\�

7KH nUVW RSWLRQ LV DZNZDUG� 6RPH IRUP RI WKH

VHFRQG RSWLRQ XV ZLGHO\ DFFHSWHG�

��
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+LHUDUFKLFDO� $ KLHUDUFK\ RI .H\ &RQWURO &HQ�

WHUV LV HVWDEOLVKHG� (DFK FHQWHU UHVSRQVLEOH OR�

FDOO\ IRU D VPDOO V\VWHP� &RQWURO LV SDVVHG WR

D KLJKHU OHYHO IRU H[WHUQDO FRPPXQLFDWLRQ�

.H\ /LIHWLPH� 6DPH NH\ LV XVHG RQO\ IRU D

OLPLWHG OLIHWLPH�

'HFHQWUDOL]HG .H\ &RQWURO� )XOO GHFHQWUDO�

L]DWLRQ LV QRW SUDFWLFDO� +RZHYHU VRPH IRUP

RI GHFHQWUDOL]DWLRQ OLPLWV DEXVHV E\ D FHQWUDO

DXWKRULW\�

.H\ 8VDJH� ,W LV XVHIXO WR FODVVLI\ NH\V RQ WKH

EDVLV DQG W\SH RI XVDJH� (�J�� 'DWD (QFU\SWLRQ

NH\V �IRU JHQHUDO FRPPXQLFDWLRQ�� 3,1 NH\V

�IRU 3HUVRQDO ,GHQWLnFDWLRQ 1XPEHUV�� )LOH NH\V

�IRU HQFU\SWLQJ nOHV�� 7KLV PHWKRG OLPLWV SR�

WHQWLDO GDPDJH FDXVHG E\ FRPSURPLVHV LQ W\SH

RI WUDQVPLVVLRQ�

��
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5DQGRP QXPEHUV nQG QXPHURXV XVHV LQ FU\S�

WRJUDSK\� HVSHFLDOO\ LQ DXWKHQWLFDWLRQ VFKHPHV�

VHVVLRQ NH\ JHQHUDWLRQ� LQ FRQYHQWLRQDO DV ZHOO

DV SXEOLF�NH\ FU\SWRJUDSK\�

3HUIHFW UDQGRP JHQHUDWLRQ LV LPSRVVLEOH E\ D

GHWHUPLQLVWLF GHYLFH� OLNH D FRPSXWHU� 8VXDOO\

ZH KDYH WR JHQHUDWH SVHXGRUDQGRP QXPEHUV

ZLWK D GHWHUPLQLVWLF VRXUFH� 5HVXOWLQJ QXP�

EHUV PXVW EH XQSUHGLFWDEOH� LQGHSHQGHQW� DQG

XQLIRUPO\ GLVWULEXWHG�

/LQHDU &RQJUXHQFH *HQHUDWRU�

[ � D[� E PRG P

%OXP�%OXP�6KXE *HQHUDWRU S u T u � PRG �
DUH GLVWLQFW SULPHV�

[ � [� PRG ST

��
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$V EXVLQHVV DQG JRYHUQPHQW GHSHQG PRUH RQ

FRPSXWHUV DQG QHWZRUNV VR JURZV WKH WKUHDW

RI FRPPSXWHU FULPH�

,Q ����� 9� /� /HYLQ� D 5XVVLDQ FRPSXWHU KDFNHU

IURP 6W� 3HWHUVEXUJK� PDQDJHG WR LQoLWUDWH

&LWLEDQN DQG WUDQVIHU �� PLOOLRQ 86 GRODUV RYHU

nYH PRQWKV WR EDQN DFFRXQWV LQ &DOLIRUQLD�

)LQODQG� DQG *HUPDQ\�

�� \HDUV DJR FRPSXWHU V\VWHPV ZHUH UHODWLYHO\

XQDYDLODEOH� 1RZ WKH WD[RQRP\ RI XVHUV LQ�

FOXGHV PHPEHUV RI FULPH V\QGLFDWHV� LQGXVWULDO

HVSLRQDJH WHDPV� LQIRUPDWLRQV WKLHYHV� HWF�

2QO\ �� RI YLFWLP VLWHV DUH HYHQ DZDUH WKH\

KDYH EHHQ LQoLWUDWHG�

��
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'HWHFWLQJ DQRPDOLHV FDQ EH XVHG IRU ?HQKDQF�

LQJ� VHFXULW\�

&LWLEDQN ZLOO QRW UHYHDO KRZ /HYLQ ZDV FDXJKW�

+RZHYHU� PRUH LV NQRZQ DERXW ,%0
V )UDXG

DQG $EXVH 0DQDJHPHQW 6\VWHP �)$06��

)$06 VHSDUDWHV ELOOLQJ SDWWHUQV IURP XQXVXDO

RQHV E\ SURnOLQJ SURYLGHUV DJDLQVW RQH DQRWKHU

DQG FKHFNLQJ IRU XQXVXDO SDWWHUQV WKDW SRLQWHG

WR IUDXG LQ WKH SDVW�

%OXH &URVV�%OXH 6KLHOG FDXJKW D GRFWRU ZKR

ELOOHG WKHP ��� PLOOLRQ GROODUV IRU EURQFKRVFRSLHV

WKDW ZHUH QHYHU SHUIRUPHG� 7KH SURJUDP QR�

WLFHG WKDW WKH GRFWRU FODLPHG WR SHUIRUP RQH

RSHUDWLRQ SHU SDWLHQW SHU ZHHN �QRUPDOO\ WKLV

LV SHUIRUPHG RQFH RU WZLFH LQ D SDWLHQW
V OLIH�

WLPH��

��
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$ W\SLFDO FRPSXWHU XVHU H[HFXWHV D VWDQGDUG

SDWWHUQ RI FRPPDQGV�

)RU H[DPSOH� KHUH LV D VHTXHQFH RI FRPPDQGV

, QRUPDOO\ H[HFXWH LQ P\ 81,; DFFRXQW

FG ZRUN�
OV �OD)�
FG SXEOLFDWLRQV�
OV 
�WH[�
YL P\nOH�WH[�
ODWH[ P\nOH�WH[�
GYLSV P\nOH�
OSU �3IDFXOW\ P\nOH�SV�

7KLV VHTXHQFH RI FRPPDQGV FRXOG EH UHFRUGHG

DV SDUW RI D XVHU
V SURnOH� 2QFH FUHDWHG� DQ

DQRPDO\ GHWHFWRU FRQWLQXRXVO\ FRPSDUHV LW WR

WKH NQRZQ SURnOH WR REWDLQ D ?VLPLODULW\� VFRUH�

��
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$ V\VWHP FDQ HYHQ EH WDXJKW WR DGDSW RYHU�

WLPH� ,W OHDUQV WKH ?XVDJH� SDWWHUQV RI D XVHU

DQG DGDSWV�

,Q WXUQ� D PDOLFLRXV LQWUXGHU FDQ WU\ WR ?IRRO�

WKH V\VWHP E\ WHDFKLQJ LW WR ?DFFHSW� DQ ?LQ�

FUHDVLQJO\ DJJUHVVLYH QHZ� XVDJH SDWWHUQ�

7KLV LV RI FRXUFH K\SRWKHWLFDO� EXW KRVWLOH WUDLQ�

LQJ LV D GDQJHU�

'HWHFWLQJ DQRPDOLHV FDQ DOVR EH XVHG IRU ?EUHDN�

LQJ� VHFXULW\�

,Q ����� 3� .LUFKHU GHPRQVWUDWHG KRZ WR GH�

WHUPLQH D SULYDWH NH\ E\ NHHSLQJ WUDFN RI KRZ

ORQJ WDNHV WKH FRPSXWHU WR GHFLSKHU PHVVDJHV�

��
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2QO\ FHUWDLQ FRPSXWHUV DUH DFFHVVLEOH WR WKH

JHQHUDO SXEOLF �RXWVLGH WKH FRPSDQ\� IRUPLQJ

D VSHFLDO ?GHPLOLWDUL]HG ]RQH� RU '0=�

3RWHQWLDOO\ GDQJHURXV GDWD �H�J� LQWHUQHW� H�

PDLO� HWF� DUH nOWHUHG LQ D SUR[\ VHUYHU� 7KHVH

DUH WKHQ WUDQVIHUHG WR SUR[\ SURJUDPV WKDW FDQ

UXQ VDIHO\ DQG VXEVHTXHQWO\ GHOLYHUHG WR FRP�

SDQ\ HPSOR\HHV�

$ ODUJH FRPSDQ\ RU RUJDQL]DWLRQ PD\ UHTXLUH

PRUH WKDQ RQH nUHZDOO� $V WKH FRPSDQ\ JURZV

DGGLWLRQDO nUHZDOOV PD\ QHHG WR EH LQVWDOOHG�

)LUHZDOOV DOVR LQYROYH SDFNHW nOWHULQJ� WKXV SRV�

VLEO\ UHMHFWLQJ SDFNHWV FRPLQJ IURP FHUWDLQ LQ�

WHUQHW DGGUHVVHV� ,QWUXGHUV PD\ RI FRXUVH WU\

WR IRUJH WUXVWHG VRXUFH DGGUHVVHV� KHQFH DX�

WKHQWLFDWLRQ SULQFLSOHV SOD\ DQ LPSRUWDQW UROH�

��
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7R VHQG DQG UHFHLYH PHVVDJHV XVHUV PXVW KDYH
D SULYDWH DV ZHOO DV D SXEOLF NH\ �VWULQJV RI
OHQJWK DERXW ����� ELWV��
'LJLWDO VLJQDWXUHV DUH FUHDWHG IURP WKH PHV�
VDJH DQG WKH SULYDWH NH\ DQG DFFRPSDQ\ WKH
PHVVDJH�
6LJQDWXUH LV YHULnHG E\ XVLQJ SXEOLF NH\�
$ WUXVWHG DXWKRULW\ LV EHLQJ XVHG WR FUHDWH D
GLJLWDO FHUWLnFDWH WKDW FHUWLnHV WKDW D FHUWDLQ
SXEOLF NH\ EHORQJV WR D FHUWDLQ SHUVRQ�

�� -$9$ 6$1'%2;�
8QVFUXSXORXV GHYHORSSHUV FRXOG FUHDWH DSSOHWV
WKDW ZRXOG LQWHUIHUH ZLWK D XVHU
V FRPSXWHU
V\VWHP�
-DYD KDV D OD\HU RI VRIWZDUH �FDOOHG -DYD 9LUWXDO
0DFKLQH� ZKLFK H[HFXWHV DQ\ DSSOHW ZULWWHQ LQ
WKH ODQJXDJH�
7KH YLUWXDO PDFKLQH SUHYHQWV WKH SURJUDP IURP
JHWWLQJ DFFHVV WR WKH FRPSXWHU
V KDUG GULYH�
,W LV OLNH WKH DSSOHW VLWWLQJ LQ D FKLOG
V VDQG�
ER[ �ZKHUH LW FDQ GR QR GDPDJH�� ,W JHWV RXW
RQO\ ZKHQ WKH YLUWXDO PDFKLQH YHULnHV WKDW WKH
DSSOHW FDQ EH WUXVWHG�

��
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$ FU\SWRV\VWHP FRQVLVWV RI WKH IROORZLQJ nQLWH

VHWV

3� SODLQWH[W VSDFH

&� FLSKHUWH[W VSDFH

.� NH\VSDFH

(QFU\SWLRQ )XQFWLRQ (� )RU HDFK N � .�

(N � 3 � &

'HFU\SWLRQ )XQFWLRQ '� )RU HDFK N � .�

'N � & � 3

0DLQ 3URSHUW\� 7KH IXQFWLRQV (N�'N DUH LQ�

YHUVHV RI HDFK RWKHU� L�H� IRU DOO S � 3 DQG

N � .�

'N�(N�S��  S�

��
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s WKH HQFU\SWLRQ DQG GHFU\SWLRQ IXQFWLRQV DUH
HpFLHQWO\ FRPSXWDEOH IRU DOO NH\V N� L�H�� LW

VKRXOG EH UHODWLYHO\ HDV\ ERWK WR HQFU\SW

DQG GHFU\SW� JLYHQ WKH NH\� DQG

s LW VKRXOG FRPSXWDWLRQDOO\ LQIHDVLEOH WR GH�
FLSKHU WKH FLSKHUWH[W� L�H�� DQ RSSRQHQW XSRQ

VHHLQJ D FLSKHUWH[W VKRXOG EH XQDEOH WR GH�

WHUPLQH HLWKHU WKH NH\ N WKDW ZDV XVHG RU

WKH RULJLQDO SODLQWH[W VWULQJ�

s 8VXDOO\ DVVXPH WKH FU\SWRJUDSKLF V\VWHP
LV SXEOLF� DQG RQO\ WKH NH\ LV VHFUHW LQIRU�

PDWLRQ

��


