
1

Survivable, Real Time Network Services

Defense Advanced Research Projects Agency
Contract F30602-98-1-0225, DARPA Order G409/J175

Quarterly Progress Report
1 January 2002 - 31 March 2002

David L. Mills
Electrical Engineering Department

University of Delaware

1.  Introduction

This report covers the work done in support of the DARPA Information Technology Office pro-
gram in computer networking. Contributors to this effort include Prof. David L. Mills, graduate
student Harish Nair and undergraduate research student John Conner. MS student Tamal Basu has
graduated and taken a position at Acorn Networks. Phd student Qiong Li has graduated and taken
a position with Phillips Research.

The project continues research in network time synchronization technology funded by DARPA,
US Army ARL and NASA/JPL. The technology makes use of the Network Time Protocol (NTP),
widely used in the Internet, together with engineered modifications designed to improve accuracy
in high speed networks. Specific applications benefiting from this research include multicast
topologies, multimedia, real-time conferencing, cryptographic systems, and management of dis-
tributed, real-time systems and sensor networks.

This quarterly report is submitted in traditional report form on paper. As the transition to web-
based information dissemination of research results continues, almost all status information and
progress reporting is now on the web, either on pages belonging to the principal investigator or to
his students. Accordingly, this and future progress reports will contain primarily schedule and
milestone data; current status and research results are reported on web pages at
www.eecis.udel.edu/~mills in the form of papers, technical reports and specific briefings.

2.  Autonomous Authentication

Version 2 of the Autokey protocol currently uses self-signed certificates, which invites a vulnera-
bility to a middleman attack. In a middleman attack, an intruder could manufacture credentiials
which might be believed by a client, but not traceable to a trusted certificate authority (CA). The
conventional remedy for this vulnerability is a certificate trail ending at a trusted CA. However,
this may not be an option for a sensor network where clients may be several hops from one or
more CAs and where network traffic exposure must be held to a minimum.

In the NTP security model, primary servers (stratum 1) are presumed to be securely authenticated
using means not provided by the protocol. The servers at each stratum level authenticate the next
previous level using the Autokey protocol. In this way and by induction, the servers throughout
the NTP subnet are authenticated (more precisely proventicated) to the primary servers. The
poroblem is how to insure that every server in the chain of servers to the primary servers is a legit-
imate participant and not an intruder.
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One solution to the problem is to predistribute certificates for all subnet servers so that every
server can construct a certificate trail without having to exchange messages with other servers.
However, the security model allows new servers to come online and others to cease operations, so
some means must still be found to load new certificates from time to time.

A useful compromise is to provide some means where a legitimate client which has just come
online can ask a server to sign a certificate request and prove to the server that the request is from
a legitimate member of the population and not an intruder. If so, the server signs the request and
returns a legitimate certificate signed with its own private key. This makes every server at one
stratum level a CA for the next higher stratum level. Again leaning on the induction principle,
every server and client in the NTP subnet is proventic.

For the moment, the method for the server at one level to prove to the previous level that it is a
member of the legitimate population will be left for later. It could be It could be a private value
encrypted with a private key known only to the primary servers. Other servers would be provided
the corresponding public key, but this key would be considered a secret vakye. and not revealed.
computed like the Autokey session key, which involves a hash of the server addresses, a an enci-
phered value based on a private value known to the primary servers and the ...

Let Sn designate a server operating at stratum n. The Autokey protocol is modified so that:

1. Server Sn sends an identity request to server Sn-1, which responds with its host name, signature
scheme and possibly other related information.

2. Server Sn sends a request for certificate Cn-1 to server Sn-1, which responds with certificate Cn-

1 signed by server Sn-2.

3. Server Sn sends a request for certificate Cn-2 to server Sn-1, which responds with certificate Cn-

2 signed by server Sn-3. However, the certificate message itself is signed by Sn-1 so is pre-
sumed authentic. Server Sn verifies the signature of Cn-1 using the public key included in Cn-2
. The protocol now continues normally to authenticate Sn-1.

4. When the Autokey protocol completes, Server Sn sends a request to sign certificate Cn to
server Sn-1. It includes some method to securely identify itself as a member of the subnet
homed to the primary servers. Server Sn-1 responds with certificate Cn signed by server Sn-1.

5. Server Sn now has both Cn and Cn-1 to provide to server Sn+1.

The current state of Autokey development and plans are at www.eecis.udel.edu/~mills/
autokey.htm.

3.  Autonomous Configuration

Work continues on the development and test of the Manycast autonomous configuration scheme.
In this scheme a multicast client sends an ordinary request packet to a multicast group address and
potential multicast servers in TTL range have the opportunity to respond with an ordinary unicast
message. Each received message causes the client to mobilize an ephemeral association, which
then proceeds as if the server were originally explicitly configured.
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The problem reported previously with an incompatibility with the OpenSSL cryptographic library
has been found and fixed. This avoids the hassle of upgrading all CAIRN routers to FreeBSD 4.2
and, in particular, fixing an elusive bug in FreeBSD 3.4 with the T1 driver.

The current status of the Manycast mode and implementation is available via the web at
www.eecis.udel.edu/~mills/autocfg.htm.

4.  NTP and IPv6

Some progress has been made on the IPv6 port of NTP by the folks at Viagenie in Canada. Some
bugs have been fixed, but the Autokey and Manycast features still do not work. One important
contribution is a script that performs the same function as the ntptrace utility. That utility works
backwards through the NTP subnet from the client to the primary server and reveals each server
on the path. The problem is that the NTPv6 packet format does not provide the back pointer that
the NTPv4 packet does. The script uses the NTP control/monitoring protocol to extract the back
pointer. We expect to continue with this project in a collaboration with Viagenie and UCL.

5.  Timekeeping in the Interplanetary Internet

With support from Jet Propulsion Laboratories (JPL) and NASA, we are working on a study of
timekeeping issues in the Interplanetary Internet, specifically for Mars missions and supporting
infrastructure. Currently, the clocks for all space vehicles are coordinated on Earth using a soft-
ware library called SPICE. With new technology, timekeeping in space would be distributed so
that timed experiments could be accurately controlled autonomously and without intervention
from Earth. There are three issues which distance the new technology from current practice: bod-
ies are moving, connectivity between them is necessarily not continuous and transmission delays
can be very long. An outline of the proposed activity was presented in the last report.

In order to study the issues with interplanetary timekeeping, we are building a simulator using the
stock NTP software suitably modified to measure the response to programmed test variations in
time and frequency. The plan is to insert ahead of the NTP algorithms a software shim that simu-
lates range and range rate variations typical of spacecraft navigation. We plan to develop a test
script typical of current missions using SPICE. The script would include time and frequency vari-
ations for interplanetary distances and near-MARS orbits. Then, selective algorithms in the
SPICE library would be incorporated in the shim to normalize these real-time variations accord-
ing to ephemerides data available to the simulator. The object is to study the NTP response and in
particular the errors that may accrue.

We have completed an initial test vehicle for the NTP simulator. It includes provisions to program
step offsets in time and frequency, as well as a synthetic noise generator that was developed for a
previous project. The noise generator faithfully models the behavior of a typical computer clock
oscillator jitter and wander. A particularly attractive feature is that the stock NTP algorithms
required very few intrusive hooks and the statistical data collection provisions continue to work.

The current status of the Interplanetary Internet timekeeping project is available via the web at
www.eecis.udel.edu/~mills/ipin.htm.
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6.  Infrastructure

There have been a continuous stream of contributions to the NTP software distribution from the
developer’s group. Recent contributions include a driver for the TrueTime IRIG timecode reader
and a driver for the Japan time and frequency standard station JJY.

7.  Future Plans

Our plans for the next quarter include further work on the NTP book mentioned in the previous
report. All eleven chapters in about 150 pages have been converted from O’Reilly format to a
more friendly format which can be easily adapted to whatever book publisher takes the bait. The
chapter on time metrology been updated due to recent changes recommended by the International
Astronomical Union. Most of the other chapters are in good shape, but the theory sections need to
be fine tuned and verified. All the chapters need appropriate introduction and summary sections.

We plan to extend the Autokey protocol to include dynamic trust dependencies involving host
groups similar to PGP. We also plan to upgrade to version 3 of the X.509 certificate and include
provisions for automatically verifying the certificate trail. Eventual plans are to integrate a certifi-
cate discovery function in the manycast scheme, which is necessary for a field-deployable sensor
network.

We plan to continue work on the Autoconfigure scheme, in particular a rewrite of the configura-
tion code and name resolution code. This would allow certificates to be retrieved from other than
the manycast servers found, in particular from public repositories should this be useful. An inter-
esting problem yet to be resolved is how to develop a security metric which could be used in con-
junction with the current synchronization to refine the server selection algorithm.

We plan to continue investigation of timekeeping issues for the Interplanetary Internet, including
synchronization paradigms where connectivity between moving objects is not continuous.

We plan to continue the refining of the Autokey protocol specification, as defined in the current
Internet Draft, eventually to Internet Standard status. Eventual plans are to update the NTP Ver-
sion 3 specification to reflect the current NTP Version 4 architecture, protocol and algorithms.

8.  Publications

All publications, including journal articles, symposium papers, technical reports and memoranda
are now on the web at www.eecis.udel.edu/~mills. Links to the several publication lists are avail-
able on that page, as well as links to all project descriptions, status reports and briefings. All pub-
lications are available in PostScript and PDF formats. Briefings are available in HTML,
PostScript, PDF and PowerPoint. The project descriptions are cross-indexed so that the various
interrelationships are clearly evident. Also included are the documentation pages for various pub-
lic software distributions. Links to other related projects at Delaware and elsewhere are also
included on the various pages. Hopefully, the organization of these pages, which amount to a total
of about 300 megabytes of information pages and reference documents, will allow quick access to
the latest results and project status in a timely way.

Following is a retrospective list of papers and reports supported wholly or in part on this project
and the immediately preceding project “Scalable, High Speed, Internet Time Synchronization,”
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DARPA Order D012. The complete text of all papers and reports, as well as project briefings, sta-
tus reports and supporting materials is at www.eecis.udel.edu/~mills.
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