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Abstract

This report describes proposed changes in the security model and authentication scheme for the
Network Time Protocol Version 4, which is an enhanced version of the current Versing 3. The
changes are intended to replace the need to securely distribute cryptographic keys in advance,
while protecting against replay and man-in-the-middle attacks. As in other schemes described in
the literature, the proposed scheme is based on the use of a public-key cryptosystem to verify a
server secret and from this to generate session keys for each client separately. A particularly
important consequence of this design in the case of NTP is that the mechanisms for time synchro-
nization and cryptographic signature verification must be decoupled to preserving good timekeep-
ing quality. The schemes to do this are the main body of this report, which also includes an
extensive analysis of the vulnerabilities to various kinds of hardware and software failures, as
well as hostile attack.
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