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Abstract

This report describes a scheme for authenticating servers to clients for the Network Time Proto-
col. It extends prior schemes based on symmetric-key cryptography to a new scheme based on
public-key cryptography. The new scheme, called Autokey, is based on the premise that the
IPSEC schemes proposed by the IETF cannot be adopted intact, since that would preclude state-
less servers and severely compromise synchronization accuracy. In addition, the IPSEC model
presumes timestamps are always available using authenticated means; however, the authentic
timestamps requires interaction between the timekeeping function and authentication function in
ways not yet considered in the IPSEC model.

The main body of the report contains a description of the security model, approach rationale, pro-
tocol design and vulnerability analysis. A detailed description of the protocol states, events and
transition functions is included. Detailed packet formats and field descriptions are given in the
appendices along with a model for key generation and public values distribution. A prototype of
the Autokey scheme conforming to this document has been implemented, tested and documented
in the NTP Version 4 software distribution for Unix, Windows and VMS.
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