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Abstract

The Network Time Protocol (NTP) is widely deployed in the Internet to synchronize computer clocks to each
other and to international standards via telephone modem, radio and satellite. The protocols and algorithms
have evolved over more than a decade to produce the present NTP Version 3 specification and implementa-
tions. Most of the estimated deployment of 100,000 NTP servers and clients enjoy synchronization to within
a few tens of milliseconds in the Internet of today.

This paper describes specific improvements developed for NTP Version 3 which have resulted in increased
accuracy, stability and reliability in both local-area and wide-area networks. These include engineered
refinements of several algorithms used to measure time differences between a local clock and a number of
peer clocks in the network, as well as to select the best subset from among an ensemble of peer clocks and
combine their differences to produce a local clock accuracy better than any in the ensemble.

This paper also describes engineered refinements of the algorithms used to adjust the time and frequency of
the local clock, which functions as a disciplined oscillator. The refinements provide automatic adjustment of
algorithm parameters in response to prevailing network conditions, in order to minimize network traffic
between clients and busy servers while maintaining the best accuracy. Finally, this paper describes certain
enhancements to the Unix operating system kernel software in order to realize submillisecond accuracies with
fast workstations and networks.

Keywords: computer network synchronization, clock syn- However, as computers and networks become faster, there is

chronization, distributed protocol, disciplined oscillator. every expectation that future applications will require accura-
_ cies better than a millisecond. This requires in essence a
1. Introduction complete reexamination of all elements of the timekeeping

apparatus described originally in [9], including the protocols
which exchange timekeeping messages and the algorithms

. . . Swhich process the data and discipline the local clock. This
stable and reliable time-of-day function for the computer

. L . "~ paper examines in detail the various design issues necessary
operating system and _|ts clients. Inorderthatmultlple_ d|str|b? to achieve this goal and, in particular, describes a suite of
uted E{:_omput_ter:s shharltr;]g a nehtwor_k f_an syr:ch(rigmze dthe'ralgorithms designed to exchange data with possibly many
operations with €ach othesgnchronization protocas use redundant peer clocks and to select an accurate, stable and
to exchange time information and synchronize the clocks. INaliable set of clocks from among them. Besides some new

thlst_palper the t?rmcaldplgck |q|ehntg|efs the CIOfk Il<r'] a results, it contains some previous work published only in
particular computer as distinguished fronpeer clockin technical reports.

another computer with which it exchanges time information.
If the clocks are to agree with Coordinated Universal Time In this paper the Network Time Protocol (NTP) developed for
(UTC) (sic), a radio clock (usually a special-purpose radio or the Internet is used as an example application of the new
satellite receiver) must be provided to synchronize one oralgorithms, but others, such as the Digital Time Synchroni-
more of them to UTC as disseminated by various means [14]zation Service (DTS) [2] could be used as well. After a review

of terms and notation in Section 2, Section 3 gives an over-
Computer clocks can be synchronized typically within a few view of NTP. Section 4 summarizes the clock filter, clustering
tens of milliseconds in the global Internet of today [12].

A computer clocKor simplyclocK is an ensemble of hard-
ware and software components used to provide an accurat
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Figure 1. Network Time Protocol

and combining algorithms, which select the best measure-disciplining process and the second-order tBris ignored.
ment samples from among possibly several peers and comThe random nature of the clock is characterized lmgually
bine them to produce the best available time. in terms of phase or frequency spectra or measurements of

The main results of this paper are in Sections 5 through 7.var|ance [15]

Section 5 describes the intersection algorithm, which is usedn this paper thetability of a clock is how well it can maintain
to separate theuechimerswhich represent correct clocks, a constant frequency, theccuracyis how well its time
from falsetickers which may not. Section 6 contains an compares with UTC and thecisionis to what degree time
analysis of the local clock model, including the effects of can be resolved in a particular timekeeping system. These
oscillator jitter and wander. Section 7 details the local clock terms will be given precise definitions when necessary. The
discipline, which is implemented as a hybrid phase/fre- time offsebf clocki relative to clock is the time difference
quency-lock loop. These algorithms are primarily responsible between themj(t) = Ti(t) - Tj(t) at a particular epodhwhile
for the increased accuracy and reliability of the current pro- thefrequency offseas the frequency difference between them
tocol compared to previous versions. yij () = Ri(t) - Ri(t). It follows thatxj ==X, yij =-Y;i and
Section 8 contains a summary of related improvements and® ~ i = 0 for allt. When clear from context, the subscripts

I andj will be omitted. In this paper, reference to simply

extensions of previous algorithms, including those utilizing Y . O .
special PPS and IRIG signals generated by some radio clocks.Offset means time offset, unless indicated otherwise. The

It also contains a description of certain modifications to four term jitter refers to differences between the elements of a

different Unix operating system kernels which provide ex- series fd; simila_rly, wanderrefers to differ_ences iny{_},
tremely precise control of the clock time and frequency. Where the peersinvolved are understood. Fmalrl]yali_tdall-_
Section 9 discusses the present status of NTP in the Internefly Of @ timekeeping system is the fraction of the time it can

Section 10 outlines future plans, and Section 11 is a summanP€ kept connected to the network and operating correctly
of this paper. relative to stated accuracy and stability tolerances.

In order to synchronize clocks, there must be some way to
directly or indirectly compare them in time and frequency. In
Inthis paper the terngpoch, timescale, oscillator, tolerance, network architectures such as DECnet and Internet, local
clock, and timeare used in a technical sense. Strictly speak- clocks synchronize to designatéithe serverswhich are

ing, the epoch of an event is an abstraction which determinesimekeeping systems belonging tsymchronization subnet

the ordering of events in some given frame of reference orAt the root of the subnet are tipgimary servers which
timescale. An oscillator is a generator capable of precisesynchronize to external sources (e.g., radio clocks) and are
frequency (relative to the given timescale) within a specified assigned atratum numbenf 1. Secondary serversvhich
tolerance, usually expressed in parts-per-million (ppm). A synchronize to primary servers and each other, are assigned
clock is an oscillator together with a counter which records stratum numbers equal to the minimum subnet hop count
the number of cycles since being initialized with a given value from the root. In general, synchronization proceeds in a
at a given epoch. The value of the counter at epdefines hierarchical fashion from the root in increasing stratum num-
the time of that epoc(t). In general, time is not continuous  bers along the edges of a minimum spanning tree. In this paper
and depends on the precision of the counter. to synchronize frequenayeans to adjust the subnet clocks
to run at the same frequency,ggnchronize timeneans to

set them to agree at a particular epoch with respect to UTC
and tosynchronize clock#ieans to synchronize them in both

T(t) = T(to) + Rito)[t — to] + ¥2D(to)[t — to]® +(t), (1) frequency and time.
3. Network Time Protocol

2. Terms and Notation

Let T(t) be the time displayed by a clock at epocélative
to the standard timescale:

whereT(to) is the time at some previous epagtR(to) is the
frequency (rate) an®(to) is the drift (first derivative of  The Network Time Protocol (NTP) is used by Internet time

frequency) per unit time. In the conventional (stationary) servers and their clients to synchronize clocks, as well as
model used in the literatur&,andR are estimated by some automatically organize and maintain the time synchroniza-



tion subnet itself. NTP and its implementations have evolved To Ts
and proliferated in the Internet over the last decade, with NTP B
Version 3 adopted as a Internet Standard (Draft). A detailed
description of the architecture and service model is contained
in [9], while the current formal protocol specification is S
defined in RFC-1305 [10]. A

Figure 1 shows the overall organization of the NTP time T1 Ta
server modelTimestampsre exchanged between the client
and each of possibly several other subnet peers at intervals

ranging from a few seconds to several hours. These are used .\ <is is 00 long to repeat here, the results define the
to determine individual roundtrip delays and clock offsets, as '

. . ) . maximum error that can accrue under any operational condi-
well as provide error estimates. As shown in the figure, the yop

tion, called thesynchronization distanca, and the error
computed delays and offsets for each peer are processed bé/xpected under nominal operating conditions, calledid
the clock filter algorithm to reduce incidental jitter. '

persione. There are several componentsg,ahcluding:
The clock selection algorithm determines from among all 4

Figure 2. Measuring Delay and Offset

The maximum error in reading the local clock and each

peers a suitable subset capable of providing the most accurate
and trustworthy time. This is done using a cascade of two
subalgorithms, one based on interval intersections to cast out
falsetickers and the other based on clustering and maximun?.
likelihood principles to improve accuracy. The resulting off-
sets of this subset are first combined on a weighted-average
basis and then used to drive the clock-discipline algorithm,3
which is implemented as a feedback loop. In this loop the™
combined offset is processed by the loop filter to control the
variable frequency oscillator (VFO) frequency. The VFO is
implemented as a programmable counter using a combination

peer clock, which depends on the clock resolution and
method of adjustment.

The maximum error due to the frequency tolerance of the
local clock and each peer clock since the time either was
last set.

The estimated error contributed by each peer clock due
to delay variations in the network and statistical latencies
in the operating systems on the path to the primary
reference source, which depends on differences between

successive measurements for each peer clock. This is

of hardware and software components. It furnishes the time i .
called thepeer dispersion

reference to produce the timestamps used in all timing calcu-

lations. 4. The estimated error contributed by the combined set of

peers used to discipline the local clock, which depends
upon the differences between individual members of the
set. This is called theelect dispersian

Figure 2 shows how NTP timestamps are numbered and
exchanged between peé&@andB. Let Ty, To, T3, T4 be the
values of the four most recent timestamps as shown and,
without loss of generality, assumig > T2. Also, for the In practice, errors due to network delays usually domiate
moment assume the clocksAdfindB are stable and run at However, it is not possible to characterize these delays as a
the same frequency. Let stationary random process, since network queues can grow
and shrink in chaotic fashion and packet arrivals are fre-
a=T2-T1 and b=T3-Ty. quently bursty. However, the method of calculatingfined
in [10] represents a conservative estimate of the errors due to

If the network delay difference frofto B and fromB to A,
each of the above causes.

called differential delay is small, the clock offse® and
roundtrip delayd of B relative toA at timeT4 are close to

@)

In [11] it is shown that, giverg calculated as above,

at+b
2

9= A= g + € is a good estimate of the maximum error contribu-

and d=a-b.
tion due to all causes. In other wordsfiis the measured
Each NTP message includes the latest three timestBimps offset of the local clock relative to the primary reference
T2 and T3, while the fourthTs is determined upon arrival. ~ source, then the true off€ktrelative to that source must with
Thus, both peer& andB can independently calculate delay high probability be somewhere in the interval
and offset using a single bidirectional message stream. This B-A<Bp<B+A
is a symmetric, continuously sampled, time-transfer scheme T '
similar to those used in some digital telephone networks [6].which is called theonfidence interval.

Among its advantages are that errors due to missing orTh A d wics in th . lqorith
duplicated messages can be avoided. e andA are used as metrics in the various algorithms

presented in following sections. They determine the peers
In [11] an exhaustive analysis is presented of the time andselected by the intersection and clustering algorithms, the
frequency errors that can accrue as the data are processed amgight factors used by the clock combining algorithm, and
refined at various levels in the subnet hierarchy. While thethe calculation of various error statistics. While the basic

)



design of these algorithms is developed using sound engi- A
neering and statistical principles, there are a number of intri- 1
cate details, such as various weights used in the filter and B
selection algorithms, which can only be determined using
simulation and experiment. In general, however, the metrics I
used are based on the pragmatic observation that the highest
reliability is usually associated with the lowest stratum and
synchronization distance, while the highest accuracy is usu-
ally associated with the lowest stratum and dispersion.

Correct DTS

Correct NTP

4. Clock Filter, Combining and Clustering Algo-

rithms Figure 3. Confidence and Intersection Intervals

The clock filter, clustering and combining algorithms shown

in Figure 1 operate essentially as described previously in [9], Zaj
however all three have been refined and defined formally in Wi = j
[10]. In order to understand the other algorithms described in e’

this paper, it will be useful to briefly summarize the operation

of these three algorithms wherej ranges over all contributors. The algorithm then

computes ensemble averages

The clock filter algorithm operates on a moving window of g= _
samples to produce three statistical estimgiesr delay - _ZWJeJ
peer offsetand peer dispersionWe will usef, d ande for ! !

these quantities when their distinction from the previous uses  |ntersection Algorithm

is clear. A discussion of the design approach, implementation

and performance assessment is given in [9] and will not beWwhen a number of peer clocks are involved as in Figure 1, it
repeated here. However, the design described there, whicl not clear beforehand which are truechimers and which are
can be described aswnimum filter has been enhanced to falsetickers. In order to provide reliable synchronization,
include the peer dispersion contributions due to the frequencyNTP relies on multiple peers and disjoint peer paths whenever
tolerance of the local clock and the interval betweeand possible. Crucial to the success of this approach is a robust

the present tlme, which must be recorded with every dataalgonthm which finds and discards the falsetickers from
sample. among these peers. Criteria for evaluation include a suite of

sanity checks, consistency checks and the intersection algo-
There are usually some offset variations among the peergithm described in this section.
surviving the intersection algorithm (described later), due to Recall that the true offs€ of a correctly operating clock

ifferential del radio clock calibration error tc. Th - . . . .
differential delays, radio clock calibration errors, etc € Eelatlve to UTC must be contained in the confidence interval

clustering algorithm is designed to select the best subset o . ) . .
this population on a maximum likelihood basis. It first ranks 3)._Marzullo and O.W'Ck.' [7] devised z_in_algorlthm des'gf_‘ed
to find an appropriate interval containing the correct time

the peers by stratum, thenkyFor each peer it computes the §iven the confidence intervals mfclocks, of which no more

of that peer relative to all the others. It then ejects the outlyertha.mc are consml_ered mcorre_ct_. The qlgor_lthm finds the small-
tintersection intervatontaining points in at least— f of

peer with greatest select dispersion and repeats the proce%eﬁse iven confidence interval
until either a pre-specified minimum number of peers has 9 ¢ as.

been met or the maximum select dispersion is less than ofigyre 3 illustrates the operation of this algorithm with a
equal to the minimum peer dispersion for all peers in the scenario involving four clocka, B, C andD, with the peer
surviving population. offsetd (shown by the symbol) along with the confidence

o o ) o interval for each. For instance, any point inAtieterval may
The termination condition is designed to maximize the nuM- represent the actual time associated with that clock. If all

ber of peers for the combining algorithm, yet to produce the gjocks are correct, there must exist a nonempty intersection
most accurate time. Since discarding more outlyers can neiincluding points in all four confidence intervals; but, clearly
ther increase the select dispersion nor decrease the peghis is not the case in the figure. However, if it is assumed that
dispersion, further discards will notimprove the accuracy. As e of the clocks is incorrect (e.B), it might be possible to
incorporated in NTP Version 3, the increase in dispersion asijg a nonempty intersection including all but one of the
samples grow old helps to reduce errors resulting from localinteryals. If not, it might be possible to find a nonempty
clock instability. intersection including all but two of the intervals and so on.

and €= wg .

For each selected padhe clock combining algorithm con-  The algorithm used by DEC in DTS is based on these princi-
structs a weight ples. The algorithm finds the smallest intersection containing



Code Server (Location) Stratum  Source 6 o) € A Lower Upper

*  GPS 0 GPS 0.117 0.0 1.01 1.01 -0.89 1.13
churchy 2 pogo -1.080 0.42 1.36 4.07

+  rackety 1 GPS 0.563 3.83 0.73 2.65 -2.08 3.21
+ barnstable 1 GPS 0.618 4.04 0.60 2.62 -2.00 3.24
+ tick (USNO) 1 ATOM 0.357 49.84 3.42 28.34 —-27.98 28.70
+ time(NIST) 1 ACTS 0.635 101.72 4.14 55.00 —-54.37 55.64
X err (Switzerland) 1 DCF77 5.420 140.69 18.43 88.78 —-83.36 94.20
X lucifer (Germany) 1 GPS 9.863 183.36 36.62 128.30 -118.44 138.16
+ timel(Sweden) 1 ATOM 0.544 155.70 124.02 201.87 —-201.33 202.41
— terss(Australia) 1 OMEGA 1.088 767.40 69.05 452.75 —-451.66 453.84

Table 1. Peer Configuration for Seryergo

at least one pointin eachmof- f confidence intervals, where  upper endpoint. These entries are placed on a list sorted by
m is the total number of clocks aridis the number of increasingffset

falsetickers, as long as the % For the scenario illustrated  The job of the intersection algorithm is to determine the lower
and upper endpoints of an interval containing at leest

oot o oo Soneis s ot e eryaPeer OGS, AS before tbe he umbe of enties e
X sorted list and be the number of presumed falsetickers,

marked DTS is the smallest intersection containing points in:

three confidence intervals, with one interval outside the in- initially zero. Also, lefower designate the lower limit of the
. . S final confidence interval andipper the upper limit. The
tersection considered incorrect.

algorithm useendcounias a counter of endpoints amid-
There are some cases where this algorithm can produc€ountas the number of offsets found outside the intersection
anomalistic results. For instance, consider the case where thigiterval.
left endpoints oA andB are moved to coincide with the left
endpoint ofD, so thatf=0. In this case the intersection
interval extends to the left endpointfin spite of the fact 2. Starting from the beginning of the sorted list and working
that there is a subinterval that does not contain at least one toward the end, consider each entffdet typq in turn.
point in all confidence intervals. Nevertheless, the assertion  Aseach entry is considered, subttgpefrom endcount
that the correct time lies in the intersection interval remains If endcount m- f, the lower endpoint has been found.
valid. In this case sdbwer equal tooffsetand go to step 3.
Otherwise, iftype is zero, incremeninidcount Then
continue with the next entry.

1. Set botrendcountandmidcountequal to zero.

One problem is that, while the smallest interval containing
the correct time may have been found, it is not clear which
point in that interval is the best estimate of the correct time.3. At this point a tentative lower endpoint has been found;
Simply taking the estimate as the midpoint of the interval however, the number of midpoints has yet to be deter-
throws away a good deal of useful statistical data and results ~ mined. Set thendcountgain to zero, leavingidcount

in large jitter, as confirmed by experiment. Especiallyincases ~ asiis.

where the network jitter is large, some or all of the calculated
offsets (such as fd€ in Figure 3) may lie outside the inter-
section. For these reasons, in the NTP algorithm the DEC
algorithm is modified so as to include at least f of the peer
offsets. The revised algorithm finds the smallest intersection
of m—f intervals containing at least—f peer offsets. As
shown in Figure 3, the modified algorithm produces the 5. If lower< upper and midcount<f, then terminate the
intersection interval marked NTP and including the calcu- procedure and declare success ather equal to the
lated time forC. lower endpoint andpperequal the upper endpoint of the
resulting confidence interval. Otherwise, increnfefit

In a similar way as step 2, starting from the end of the
sorted list and working toward the beginning, add the
value oftype for each entry in turn tendcount If
endcount m- f, go to step 5. Otherwise tifpeis zero,
incremenmidcount Then continue with the next entry.

The algorithm starts with a set of peers which have passed m
several sanity checks designed to detect configuration errors 27, terminate the procedure and declare failure. If
and defective implementations._ In the NTP Version 3imple- neither case holds, continue in step 1.

mentation, only the ten peers with the loweste considered

to avoid needless computing cycles for candidates very un-The original (Marzullo and Owicki) algorithm produces an
likely to be useful. For each peer the algorithm constructs aintersection interval that is guaranteed to contain the correct
set of three tuples of the formffset, typg [0 — A, —1] for the time as long as less than half the clocks are falsetickers. The
lower endpoint,§, 0] for the midpoint, and[+ A, +1] for the modified algorithm produces an interval containing the origi-



nal interval, so the correctness assertion continues to hold.
However, so long as the clock filter produces statistically o

unbiased estimates for each peer, the new algorithm allows

the clustering and combining algorithms to produce unbiased S

estimates as well.

PD _— Clock Filter

Table 1 shows a typical configuration for NTP primary server
poga The data used to construct tables such as this are
collected by each server on a regular basis and automatically
retrieved by monitoring hosts using scripts and programs
designed for the purpose. Using these data, operators can ) . )
quickly spot trouble in either the servers or the network. Figure 4. Disciplined Oscillator Model

: . . . 6. Local Clock Models
The peers located in Europe, Australia, National Institute of

Standards and Technology (NIST) in Boulder, CO, and U.S.The local clock is commonly implemented using a hardware
Naval Observatory (USNO) in Washington, DC, are identi- counter and room-temperature quartz oscillator. Such oscil-
fied in the table; the others are located at the University oflators exhibit some degree of temperature-induced frequency
Delaware. The entry identified as GPS and assigned pseudanstability in the order of 1-2 ppm due to room-temperature
stratum zero is a precision timing receiver synchronized byvariations. The NTP clock discipline continuously corrects
the Global Positioning System (GPS) and connectpdda the time and frequency of the local clock to agree with the
Note that this receiver is treated like any other peer, so thatime as determined from the synchronization source(s).
possible malfunctions can be detected and avoided. The

synchronization source for each peer is shown by dissemina4 significant improvement in accuracy and stability is possi-
tion service if stratum 0 or 1, or by another peer if higher. ble by modelling the local clock and its adjustment mecha-
GPS, DCF77 and OMEGA use radio and satellite, ATOM is hism as a@lisciplined oscillator In this type of clock the time

a national standard cesium clock ensemble, and ACTS is th@nd frequency are controlled by a feedback loop with a

Automated Computer Time Service operated by NIST [4]. relatively long time constant, so the frequency is “learned”
over some minutes or hours of integration. Besides improving

The offsetd, delayd, dispersiore and synchronization dis-  accuracy, a disciplined oscillator can correct for the intrinsic
tanceA for each peer are shown in the table, as well as thefrequency error of the oscillator itself, so that much longer
lower and upper endpoints used in the clock selection algo-intervals between timestamp messages can be used without
rithm, all in milliseconds. Peechurchy is ineligible for significant accuracy degradation.
selection because itis operating at a stratum higheptigam )
so would not normally provide better time, and in addition, it A disciplined oscillator can be implemented as the feedback
is synchronized tpogg so would cause a synchronization 100p shown in Figure 4. The variahig represents the refer-
loop. This peer would be considered for synchronization only ence signal andx the variable frequency oscillatovKO)
if the GPS receiver and all other stratum-1 sources were tesignal, which controls the local clock. The phase detector
fail. (PD) produces a sign@ly representing the instantaneous
phase difference between andwc. The clock filter func-
The remaining peers are eligible for processing by the inter-tions as a tapped delay line, with the ouyitaken at the
section and clustering algorithms. The synchronization statussample selected by the clock filter algorithm. The loop filter,
is shown by the Code column. Those marked “x” have beenyith impulse responsk(t), produces a VFO correctidhk,
discarded by the intersection algorithm as falsetickers, whileyyhich controls the oscillator frequenay and thus its phase.
those marked “,” have been discarded by the clusteringThe characteristic behavior of this model, which is deter-

algorithm as outlyers. Note that the truechimer offsets all fall \;ineq by theF(t), is studied in many textbooks and summa-
within the smallest intersection interval, while the falseticker yized in [11].

offsets do not. Obviously, the ensemble average is improved

by discarding falsetickers and outlyers. As reported in [12], the major source of error in most con-
figurations is the stability of the local clock oscillator. The

The peers marked “*” and “+" have survived both algorithms stapility of a free-running frequency source is commonly

and the one marked “*” has been identified as the pick of thecharacterized by a statistic callatlan variance[1], which

litter. All of these peers will be considered by the combining s defined as follows. Consider a series of time offsets meas-

algorithm; however, the NTP Version 3 implementation in- yred between a local clock and some external standard. Let

cludes an option: If a designated peer has survived bothy, pe thekth measurement armt be the interval since the

algori_th_ms, it is t_he S(_)Ie source for synthonizati(_)n and 'Fheprevious measurement. Define fractional frequency
combining algorithm is not used. This is useful in special

cases where known differential delays are relatively severe Xk — X1 (4)
or when the lowest possible jitter is required. Y= w

Oc ]
~—  Loop FilterF(t)



Which is a dimensionless quantity. Now, consider a sequence ;
of N independent fractional frequency samples LN,
yk (k=0, 1,...,N-1). If the averaging interval =tk is the
same as the interval between measurements, the 2-sample g

.0

e
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2
e

Allan variance is defined 5 - N\
N-1 o \

1 1 o
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The Allan variance(t) (or Allan deviatioroy(t)) is particu- 100 B 100000

larly useful when designing the clock discipline, since it
determines the optimum impulse respof$8, time con-
stants and update intervals. Figure 5 shows the results of ai
experiment designed to determine the Allan deviation of a
typical workstation under normal room-temperature condi-
tions. For the experiment, the local clock was first synchro-
nized to a primary server on the same LAN using NTP to
allow the frequency to stabilize, then uncoupled from NTP
and allowed to free-run for about seven days. The local clock7, The NTP Clock Discipline

offsets during this interval were measured at the primary

server using NTP. This model is designed to closely duplicateThe Unix 4.3bsd timekeeping functions are implemented

actual operating conditions, including the jitter of the LAN Using a hardware timer interrupt produced by an oscillator in
and operating systems involved. the 100-1000 Hz range. Each interrupt causes an increment

o ) tick to be added to the kerrtehevariable. The value dick
Itis important to note that both th@ndy scales of Figure 5 ig chosen so thdime, once properly initialized, is equal to
are logarithmic, but the axes are labelled in actual valueshe nresent time of day in seconds and microseconds relative
Starting from the left at = 16 s, the plot tends to a straight 4 5 given epoch. Whelick does not evenly divide 1 sec
line with slope near -1, which is characteristic of white phase(lOOOOOQJ.S), an additional incremefittick is added tdime
noise [15]. In this region, increasingicreases the frequency  gnce each second to make up the difference.
stability in direct proportion. At aboat= 1000 s the plot has
an upward inflection, indicating that the white phase noise The oscillator can actually run at three different frequencies,
becomes dominated first by white frequency noise (slopeone at the intrinsic oscillator frequency, a second slightly
-0.5), then by flicker frequency noise (flat slope), and finally higher and a third slightly lower . The adjtime() system call
by random-walk frequency noise (slope +0.5). In other words, is used to select one of the three frequencies and how long
astisincreased, there is less and less correlation between ongt to run, in order to amortize the specified offset. The NTP
averaging interval and the next. clock discipline uses the adjtime() mechanism to control the

The Allan deviation can be used to determine the best clock’ O and implements the impulse respofi¢ using the
discipline method to use over the rangeliely to be useful  2/gorithm described below.

in practice. At the lowest the errors due to phase noise
dominate those due to frequency stability. A phase-lock loop

(PLL) clock discipline provides the best performance in such NTP specification and previous reports. It is based on an
cases. As the PLL time constant increases and withthie adaptive-parameter, hybrid PLL/FLL design which gives

PLL low-pass filter characteristic tends to reduce the phas ood performance with update intervals from a few seconds
: P ) P 0 tens of kiloseconds, depending on accuracy requirements
noise, as well as compensate for any systematic (constant

4 nd acceptable costs. As beforexlebe the time angik be
local clock frequency error. However, while the phase aver-the frequency at theh update. Leji be the mean oscillator
agingintervalin a PLL increases directly as the time constant q y P )

the frequency averaging interval increases as the square. Th‘féequency determined from p?St offsety an_d intervals i}
In the most general formulation, an algorithm that corrects

price paid for this at the longe&ris an extremely sluggish ; .
adaptation to oscillator frequency wander. for clock time and frequency errors computes a prediction

Figure 5. Allan Variance of Typical Local Oscillator

Bbout 1000 sec. However, itis apparent from (4) that the FLL
can become seriously vulnerable to phase spikesraich
below this. These conclusions were verified In a series of
experiments and simulations using the algorithms developed
in the next section.

The new clock discipline differs from the one described in the

On the other hand, at the higheghe errors due to frequency Xk = X1 + Vk-1T . (5)
stability dominate those due to phase noise. A frequency-lock

loop (FLL) clock discipline provides the best performance in The clock discipline operates as a negative-feedback loop to
such cases. In order to provide the most rapid adaptation taninimizexi for allk. As each update is measured, the clock
frequency wander, while avoiding spurious disruptions duetime is adjusted byx, so that it displays the correct time. In
to phase noise, the bastvould seem from Figure 1 to be addition, the mean frequengyis adjusted to minimize the



time adjustments in future. Subsequently, the oscillator runs

- - o _
at this frequency until the next update. and frequency. In practice, the damping facter 203 4

Between updates, which can range from seconds to hours, thf", 900d transient response. In order to simplify the presen-
clock discipline amortizes in small increments at adjust- tation, this model does not include the time constant, which

ment intervalga = 1 s, in order to prevent timescale discon- is used to control the loop response. The detailed design and

tinuities and to conform to monotonic requirements. At each behavior of the PLL is treated in great detail in [11] and will
. not be repeated here.
interval the value

(6) The new clock discipline is a hybrid PLL/FLL design in
which the original PLL is used far<=1024 s and the FLL

is added to the clock time, whexés a constant between zero used otherwise. The FLL design, adapted from [5], operates

and one &= 2% in the current implementation) amds a in a manner identical to the PLL, except that the mean

variable defined below. In the NTP daemon for Unix, these frequencyy(t) is determined as an average, rather than an

adjustments are implemented by the adjtime() system call;intégral. In the FLLy(t) is directly adjusted in order to

while, in the modified kernel described in [13], correspond- Minimize the time errok(t). While a number of methods

ingly scaled adjustments are performed at each timer inter.could be used to compufe a convenient one is the weighted

rupt. The constardtis used as a gain factor in the following average

way. Let the value be the residual in the adjustment whose _ _ _

initial value isx«. At each interval the time is adjusteddy Yk = Y1+ WYk ~ Yk-1) (8)

and the residual byax This provides a rapid adjustment

whenx is relatively large, together with a fine adjustment

(low jitter) whenx is relatively small.

ax+ ykta

wherew = 0.25 is a weight factor determined by experiment.
The goal of the c/l\ock discipline is to adjust the clock time and
frequency so that = 0 for allk. To the extent this has been
In the original type-Il PLL design of [9], the frequency is successful in the past, we can assume corrections prpr to

determined as past accumulations of time. In this case, are all zero and, in particulat-1 = 0. Therefore, from (4)
K 0 and (8) we have
Y=b z XTi , L Xk
= Y= P+ W ©

whereb is a constant between zero and dne 2 16 in the

current implementation). In order to understand the dynam-It may seem strange that the coefficeit (6) is used in both
ics, it is useful to consider the limit ampproaches zero. In  the FLL and PLL modes. The primary reason is to avoid
a type-1l PLL, the oscillator frequengjt) is determined by ~ discontinuities when the offsetis very large, e.g., over 100

the measured offs&t): ms. A secondary reason is to reduce the effects of phase noise,
. since in the NTP model the local clock of one stratum can be
y(t) = ax(t) + bf x(t)dt . used to discipline clocks at the next higher stratum. While in
0 the PLLa < 1 is necessary for stability, its affect on dynamics

. . . _ hen the FLL is i is minor.
Since phase is the integral of frequency, the integral of theW enthe 1S N USE 1S minor

right hand side represents the overall open-loop impulses ey feature of the NTP design is the selectiort di
response of the feedback loop. Taking the Laplace transformyegponse to measured local clock stability. When the PLL is

we get in use, the time constant is directly proportionalt toAt
x(9) b T =64s, this results in a 90-percent time response of about
89 ="g(@a+y). 900 sec and a 63-percent frequency response of about 3600
sec, which is a useful compromise under most operating
where the extra po% at the origin is due to the integration Egzdmons. The time constant is not used when the FLL is in
which converts the frequengys) to phasé(s). After some _ _ _ o
rearrangement, the magnitude of the right hand side can bdhe sum of the peer dispersion and select dispersion is used

written as a measure of oscillator instability in both the PLL and FLL
modes. If §] exceeds this sum, the oscillator frequency is
@H ,sO deviating too fast for the clock discipline to follow, B85
£ Q)ZE reduced. In the opposite case holds for some number of

updatest is increased. Under typical network conditions,
hovers close to the maximum; but, on occasions when the
oscillator frequency wanders more than about 1 ppm,
transfer function of a type-Il PLL which can control both time quickly drops to lower values until the wander subsides.

wherew; = g andw? = b. From elementary theory, this is the



8. Additional Improvements

100
T

In a perfect world, the NTP clock discipline would be imple-
mented as an intrinsic feature of the kernel with standardized
interfaces for the user and daemon processes and with a
precision oscillator available as a standard option. However,
during the development and deployment of NTP technology,
there was considerable reluctance to intrude on kernel hard-
ware or nonstandard software features, since this would im-
pede portability, maintainability and perhaps reliability. In

e o
addition, manufacturers were understandably reluctant to Sinll ! | ! !
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provide a precision oscillator option, since there were not MJD 49437 Time (5)
many customers to justify the development expense. Figure 6. Offset with Kemel PLL and PPS signal

We have explored both the kernel discipline and external

oscillator options. A Unix kernel implementation of the dis- An external clock for the Sun SBus has been constructed
cipline has been developed for four popular workstations, theusing FPGA technology. It includes a pair of counters that
Ultrix kernel for the DEC 5000 series, tSF/1 kernel for ~ ¢an be read directly in Unfimevalformat and an oven-com-
the DEC 3000 series, the SunOS kernel for the SunPensated precision oscillator with stability of a few parts in
SPARCstation series, and the HP-UX kernel for the Hewlett 10" In experiments where a host equipped with this device
Packard 9000 series. As described in [12], the kernel disci-Was synchronized to a primary server using NTP, the wander
pline provides a time resolution of s and a frequency —Was measured at a few parts |n8,1ﬁbout two orders of
resolution of parts in 13 (with an appropriately stable ex- magnitude better than the original undisciplined oscillator.

ternal oscillator). In addition,_ thg modified kernels provide Perhaps the most useful and inexpensive approach is an
new system calls so that applications can learn the local clockyyiliary feedback loop designed to discipline the oscillator
status and error estimates determined by the daemon. frequency directly to an external PPS signal. In this design,
A special pulse-per-second (PPS) signal is available fromtN€ PPS timestamps are used at intenviiism 4 to 256 sec
sources such as cesium clocks and precision timing receiverd® calculate a vernier frequency adjustment as in (9). This
It generally provides much better accuracy than the serial@djustmentis added to the mean frequeroy(6). The result
ASCII timecode produced by an ordinary radio clock. The is that the oscillator frequency is disciplined to the PPS signal
new kernel software uses a modem control lead of a seriafnd the wander considerably reduced. However, the external
port to produce an interrupt at each PPS pulse. The interrupgOrréctions provided by NTP continue to function as usual.
captures a timestamp from the local clock and computes thé/€asurements show that, using this scheme with a typical
offset modulo 1 sec. Assuming the seconds numbering of theVorkstation and PPS signal from a GPS receiver results in
clock counter has been determined by a reliable source, sucRerformance comparable to the precision external oscillator.

as the ASCII timecode or even other NTP peers, the PPSrigyre 6 shows the performance using the native oscillator,
offset is used to discipline the local clock. Using this feature kernel discipline and PPS signal over the Modified Julian Day
on a typical workstation with a PPS signal from a GPS (\v3D) 494377 In this experiment, measurements were made
receiver, jitter is reduced to few tens of microseconds [12]. apout every 64 sec of the local clock offset relative to the PPS
Some radio clocks can produce a special IRIG signal, WhichfSlgnal of a cesium CIOCI_( and the results graphed. The Server
encodes the day and time as a modulated audio signal C0m|_nvolved, a SPARCstatK_)n IPC, had abc_>ut 409 NTP clients
patible with the audio codec native to some workstations. A on the day of the experiment. The maximum jitter over the
particularly interesting feature of the NTP design described day Is about 43(s, primarily due to collisions between the

in [12] is an algorithm that processes codec samples totlmerlnterruptand PPS signal interrupt. This represents prob-

demodulate the signal, extract the time information and dis-ably t_he best performance possible with this generation of
cipline the local clock. The scheme requires very few externalmaCh'neS'
components, but achieves a jitter comparable to the PPS), Present Status and Deployment

signal.
g Software support for NTP is available for a wide variety of

However, neither the PPS or IRIG signals improve the stabil-workstations and mainframe computers manufactured by
ity of the local clock oscillator itself, since wander-induced DEC, IBM, Hewlett Packard, Sun Microsystems, Silicon
time errors usually dominate the error budget. We haveGraphics, Cray Research and many others. One manufacturer
experimented with external oscillators, both using commer- (Bancomm) markets a dedicated NTP server integrated with
cial bus peripherals and bus peripherals of our own designa GPS receiver and another (Cisco) markets a router with

4 MJD is derived from a scheme invented in the 16th century to number the days since an historically eclectic epoch
at noon on the first day of the year 4713 BC.



integrated NTP support. The software is available for public The earlier survey presented error measurements for various
access or as a standard option in some software products. paths between NTP primary servers in the U.S. and concluded
client running this software can synchronize to one or morereliable time synchronization could be obtained “...in the
NTP servers or radio timecode receivers and at the same timerder of a few tens of milliseconds over most paths in the
provide synchronization to a number of dependent clients, inInternet of today.” As reported in [12], while there are excep-
some cases in excess of 500, while requiring only a smalltions, this claim remains generally valid in the much larger
fraction of available processor and memory resources. worldwide Internet of today. With the software and hardware
improvements described herein for the NTP Version 3 speci-
In the most cherished of Internet traditions, the worldwide fication and implementations, and with suitable allowance for
NTP synchronization subnet is not engineered in any specificdifferential delays, most places in the worldwide Internet are
way other than informal, voluntary compliance to a set of gble to maintain an accuracy better than 10 ms and those on

configuration rules. To protect the primary servers, potential _LANs and high speed WANSs better than 1 ms.

stratum-2 peers are invited only if they serve a sizable popu-

lation of stratum-3 and higher peers. Operators are cautioned 0. Current Work and Future Plans

that reliable service is possible only through the use of redun- )

dant servers and diverse network paths. A typical configura-AS time moves on, so do NTP versions. A summary of current
tion for a campus serving several hundred clients includesOrk and future plans for Version 4 of the protocol are given
three stratum-2 servers, each operating with two differentin [13]. They include refinement of_ the broadcast/multlcast
primary servers, each of the other campus servers and at leaBfotocol modes, automated peer discovery and implementa-
one stratum-2 server at another institution. Department serviion of a new feature calledistributed mode

ers then operate with all three campus servers and each other, .
which simplifies configuration table management. Depart- In cases where a modferate loss in accuracy can be tolerated,
ment servers offer service to client hosts, either individually SUCh as most workstations on a LAN subnet, the NTP broad-

or using the NTP broadcast mode. cast mode greatly s_implifies cl_ient configuration and netyvork
management. In this mode, client workstations automatically
survey their environment and configure themselves without
requiring pre-engineered configuration files. After joining
ffie subnet, a client listens for broadcasts from one or more
servers on the LAN. Upon hearing one, the client exchanges
messages with the server in order to determine the best time

bESt' tHf(\)A(')e\'(le.lfl’D't |s_known that thelre atre dat thﬁ“p&? Xf WING 54 calibrate the broadcast propagation delay. When calibra-
abou primary servers focated In ™o METICA, tion is complete, generally after a few message exchanges,

Europe _and the Pacific, almost half of which are advertl_sedt e client again resumes listening for broadcasts. In broadcast
for public access. These peers are synchronized to nation

i tandard . Ik " dable time-di ode the NTP filter, selection and combining algorithms
Ime standards using all known computer-readable time- IS'operate as in the client/server modes, with resulting accuracy
semination services in the world, including the U.S. (ACTS

WWVB, WWV and WWVH), Canada (CHU), UK. (MSF), usually in the order of a few milliseconds on an Ethernet.

Germany (DCF77) and France (TDF), as well as the GPS,yq have recently extended the NTP broadcast mode to use
OMEGA and LORAN navigation systems, and the GOES |p mylticast facilities [3] for wide-area time distribution. The
environmental satellite. In addition, NTP primary servers at NTp multicast mode operates in the same way as the broad-
NIST and USNO, as well as the national time standardscast mode, so that clients can discover servers wherever IP
laboratories of Norway and Australia, are directly synchro- o, jsicast facilities and connectivity to the Internet MBONE
nized to national standard clock ensembles. are available. At the present time, experimental servers have
been established in the U.S., U.K. and Germany, with clients
It is difficult to estimate the number of NTP secondary in these and other countries. The accuracies that have been
(stratum-2 and higher) peers in the global Internet. A recentachieved vary widely, depending on the particular server and
informal estimate puts the total number of Internet hosts overpath. For instance, with typical U.K. servers and clients in the
1.7 million. An intricate check of the monitoring information U.S., the accuracies vary from 10 to 100 ms, depending on
maintained by some public NTP servers reveals about 8,00(articular server configuration and ambient network traffic
stratum-2 and stratum-3 dependents; however, this surveyevels.
grossly undercounts the population, since only a fraction of
the servers retain this information and many thousands ofWhile we have proof of concept that time distribution using
known dependents are hidden deep inside corporate netlP multicast is practical, there are many remaining problems
works, either independently synchronized or carefully peek-to be resolved, such as how to avoid sending messages all
ing out through access-controlled gateways. Informal over the world from possibly many multicast servers, how to
estimates based on anecdotal information provided by vari-authenticate and select which ones a particular client or client
ous network operators suggest the total number of hostgpopulation chooses to believe, and how to allocate and man-
running NTP is probably in excess of 100,000. age possibly many multicast group addresses.

In a previous paper [8] the number of NTP-synchronized
peers was estimated at 1,000 on the basis of an systemat
survey of all known Internet hosts. Today, such a survey
would be very difficult and probably be considered rude at
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In other future plans, we expect to make use of IP multicast4. Levine, J., M. Weiss, D.D. Davis, D.W. Allan, and D.B.
to maintain timekeeping data not only between peers, but  Sullivan. The NIST automated computer time sendce.
between other members of the synchronization subnet as  Research National Institute of Standards and Technol-
well. This scheme, called distributed mode, will allow addi- ogy 94, 5September-October 1989), 311-321.

tional opportunities to discover potential peers, as well as ) ) . .

reduce errors due to differential delays. In addition, we expect®>:  -€vine, J. An algorithm to synchronize the time of a
to participate in a comprehensive design exercise involving ~ COMPuter to universal iméEEE Trans. Networks 3, 1
the Domain Name System to discover domain-based time  (February 1995), 42-50.

servers and to distribute authentication information. 6. Lindsay, W.C., and A.V. Kantak. Network synchroni-

zation of random signallEEE Trans. Communications
11. Summary COM-28, 8(August 1980), 1260-1266.
This paper has presented an in-depth analysis of certain issuef
important to achieve accurate, stable and reliable time syn- - " . .
chronization in a computer network. These issues include the gls;rl?utlzcégysét&r_\?fM Operating Systems Review 19,
design of the synchronization protocol, the local clock, and (July ): :

the algorithms used to filter, select and combine the readingg,  wjlls, D.L. Measured performance of the Network Time
of possibly many peer clocks. The intersection algorithm Protocol in the Internet syste&CM Computer Commu-
presented in this paper is designed to distinguish truechimers  pjcation Review 20, January 1990), 65-75.

from among a population possibly including falsetickers. The

local clock is modelled as a disciplined oscillator and imple- 9. Mills, D.L. Internet time synchronization: the Network
mented as a hybrid PLL/FLL feedback loop. The behavior of Time ProtocollEEE Trans. Communications COM-39,

Marzullo, K., and S. Owicki. Maintaining the time in a

the model is controlled automatically for oscillators of vary- 10 (October 1991), 1482-1493. Also in: Yang, Z., and
ing stability and network paths of widely varying charac- T.A. Marsland (Eds.)Global States and Time in Distrib-
teristics. uted System3EEE Press, Los Alamitos, CA, 91-102.

The NTP Version 3 implementations have been widely de- 10 Mi_IIs, D.L. Netvvork_Time Protocol _(Version 3) specifi-
ployed to probably over 100,000 installations in the Internet cation, implementation and analysis. DARPA Network
of today. Surveys using previous versions of NTP have found ~ Working Group Report RFC-1305, University of Dela-
synchronization to UTC can be generally maintained to ware, March 1992, 113 pp.

within a few tens of milliseco_nds. With NTP Version 3_and_ 11. Mills, D.L. Modelling and analysis of computer network
the hardware an_d S(_thware Improvements des_crlk?ed In t_h|s clocks. Electrical Engineering Department Report 92-5-
paper, synchronlzatlc_)n can be gener_ally maintained with 2, University of Delaware, May 1992, 29 pp.

some exceptions to within 10 ms on typical Internet paths and
within 1 ms on LANs and WANs with high speed (over 1 12. Mills, D.L. Precision synchronization of computer net-
Mbps) transmission paths. The exceptions are in all known  work clocks.ACM Computer Communication Review
cases due to either severe network congestion or differential 24, 2(April 1994). 16 pp.

path delays, which in principle can be calibrated out. i ) )
13. Mills, D.L. Network time protocol version 4 proposed

changes. Electrical Engineering Department Report 94-
10-2, University of Delaware, October 1994, 46 pp.
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