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We present a strategy for designing fast and practical methods of response to cyber attacks and infection
spread on complex weighted networks. In these networks, vertices can be interpreted as primitive ele-
ments of the system, and weighted edges reflect the strength of interaction among these elements. The
proposed strategy belongs to the family of multiscale methods whose goal is to approximate the system
at multiple scales of coarseness and to obtain a solution of microscopic scale by combining the infor-
mation from coarse scales. In recent years, these methods have demonstrated their potential for solving
optimization and analysis problems on large-scale networks. We consider an optimization problem that
is based on the susceptible-infected-susceptible (SIS) epidemiological model. The objective is to detect
the network vertices that have to be secured (or immunized) in order to keep a low level of infection in
the system.

Keywords: mathematical and numerical analysis of networks; structural analysis of networks; networks
and epidemiology; technological and infrastructural networks; infection spread.

1. Introduction

Networks are a widely used type of abstraction for complex data of scientific interest for which one may
want to emphasize the relationships between primitive components of the system (such as vertices) by
connecting them with edges (either directed or undirected). Examples can be found in domains such
as cyber networks, food webs, social and metabolic networks. Recent growth of large-scale, real-world
network data available for scientific analysis has promoted significant theoretical and practical advances
in many areas of natural sciences and engineering [1]. Optimization of different quantitative objectives
on networks often plays a crucial role in network science, not only when a practical solution is needed,
but also for a general understanding of structural and statistical features of networks.

In recent decades, a significant amount of research in the networks science has been done in
analysing infection spreading. Examples can be found in domains such as epidemiology [2], cyber
security [3] and social sciences [1]. Developing strategies and formulations of response policies to
the infection propagation is crucial for real-life applications. Usually, such response strategies can be
formulated as optimization models that consider applying some operation (e.g. rerouting of network
connections, updating the antivirus software, immunization of individuals) on network primitives (such

(© The authors 2013. Published by Oxford University Press. All rights reserved.

£T02 ‘ST Joquieldas uo A1SIoAIuN UosWwa|D 1e /610°S[euIno [pIo X0 puwod;/:dny Wwoi) pepeo|jumod


http://comnet.oxfordjournals.org/

20f 17 S. LEYFFER AND I. SAFRO

as vertices, edges and communities) at different resolutions. Often, such optimization models must con-
sider that the number of available resources is limited, and performing all possible operations for better
response results is not feasible.

Cybersecurity in open grids and peer-to-peer networks is a typical motivating example of an emerg-
ing area and corresponding real-life situations in which solving such optimization models on large-scale
data are vitally important. Open grids and peer-to-peer networks represent collaborations among thou-
sands of users and hundreds of organizations. Spreading the malicious attacks over them through the
grid middleware is not the hardest task for the attacker because the grid middleware is designed to
cross the boundaries between collaborators and their organizations seamlessly. When an unanticipated
attack occurs, it is hard to mobilize the immediate response at all vertices of the network as well as it
is often impossible to shut down the entire network. For details, see [3]. Another example is an infras-
tructure network massively damaged by the real attack or disaster. It can be hard to send engineers to
all damaged places. Similar problems happen when epidemics occurs, i.e. it is impossible to immunize
everybody immediately. Instead, we have to formulate the policies that can help to achieve a particu-
lar goal given partial immunization with limited resources. In this paper, we propose an approach for
designing efficient and practical methods for response optimization problems on large-scale networks.
Implementation of the method is available for download at [4].

The proposed strategy belongs to the family of multiscale methods whose goal is to approximate the
system at multiple scales of coarseness and to obtain a final solution by combining the information from
different scales. Heterogeneity is one of the key advantages of the multiscale framework that is, in par-
ticular, relevant to the discussed model. In the context of optimization model solvers, it is expressed in
the ability to incorporate external optimization algorithms in the main framework at different scales. In
other words, if for a particular model exceptionally suitable algorithm of higher than linear complexity
was developed, one may consider to apply it as a local refinement in the multiscale framework (will be
demonstrated in Section 3.2) for a better complexity and possibly better numerical quality (for details
see [5]). The contribution of this work is providing a scalable method that is able to obtain numerical
results of usually better quality but orders of magnitude faster than the existing methods. Computa-
tional complexity of the proposed optimization model along with the lower bounds and relevance to the
previous deterministic models is presented in [6].

We introduce the optimal response model, notation and necessary definitions in Section 2. The mul-
tiscale framework and the algorithm are described in Section 3. Evaluation of the method on different
artificial and real-world networks is presented in Section 4. In Section 5, we conclude and provide future
research directions.

2. Optimal response model

We consider a traditional infection spread model in which network vertices can be in one of the two
possible states, namely infected and susceptible (SIS model; see [7]), and each vertex i is associated
with a probability of being infected at time #, ¢;,. Introduced as a simplification of the susceptible-
infected-recovered (SIR) model in [8], the SIS model has been extensively analysed in epidemiology
and adapted in the cyber security area for analysis of computer virus propagation [9]. In this paper we
follow that general model and the probabilistic version of the optimal response model (formulated in
[6]) that takes into account the status of all individuals in the network at one particular snapshot of the
network.

The SIS model considers the following quantities: S, number of susceptible vertices; /, number
of infected vertices; B, infection transmission rate; and 8, rate of recovery from infection. The model
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describes an evolution of the two classes of population of infected vertices / and susceptible vertices S
at time f as

dI
L s —sr

gg 2.1
2 51— as,

dr

where A = B(k)I/(S + I) reflects the rate at which susceptible vertices become infected and (k) is aver-
age vertex degree. One of the most important consequences of (2.1) is the notion of an epidemic thresh-
old t, a measure to predict when the infection outbreak disappears, that is, the value that has to be
compared with B/§. Chakrabarti et al. proposed a topology-independent, non-linear dynamical system
model of SIS [10]. Their model,

1 —¢ir=0—i—Dhiy +8¢is—1hiy, i=1...n, (2.2)

describes the probability that vertex i is susceptible, where A;, is the probability that vertex i is not
infected from its neighbours at time . We assume that the probabilities of vertices being infected in
the previous round 7 — 1 are independent; see [10] for more details. Often, the infection transfer rate
cannot be represented by a single parameter 8; thus, without loss of generality it is replaced by a matrix
P = {p;;}, where p;; is the probability of vertex i being infected by vertex j. The probability of an
uncompromised vertex i not being infected at time 7 is

hio =11 =Py (2.3)

jer

where [ is a set of neighbours of i.

In [3], Altunay et al. modelled the optimal response to network attacks for one snapshot of the net-
work at time 7 in which each vertex can be in one of the two possible states (similar to SIS). Their mul-
tiobjective optimization model has two competing goals: reduction of the infection at uncompromised
vertices as much as possible, and minimization of the impact of the response on the grid (or maximizing
the utility of the network). In that model the infection accumulated at each vertex was estimated by the
weighted sum of infections from neighbours.

We now formulate a more complicated version of their model in which the amount of infection is
measured probabilistically based on (2.3). In our optimization problem, the goal is to maximize the
(weighted) number of connections between those vertices that will not be considered by the policy as
‘requiring special attention” while keeping the level of infection' at each vertex low. This is motivated
by the infection-spread response policies in different domains that are often driven by the number of
resources available for the realization. Given an appropriate definition of vertex weight, one may also
consider similar maximization objectives for the vertices. If we define a vertex weight to be propor-
tional to the weight of working edges, then the problems will be just equivalent. On the other hand, a
simple counting of open nodes in the objective may lead to a contradiction between good solution of the
maximization problem and the connectivity of a network. We note, however, that even if such model
changes can be more appropriate for some real-life applications, it is likely that they will not change the
principles of the proposed strategy.

! Note that the level of infection can accumulate both the existing infection at vertex i and the infection received from neigh-
bours. Both can be represented in constant b; in (2.4).
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We denote the graph underlying a given network by G = (V, E, w), where V is a set of vertices, E is
a set of edges and w: E — Ry is a weighting function on E that represents the strength of connectivity
between two vertices (such as the number of shared users between sites in a cyber system). Assuming
that the probabilities of infection transition from 7 to i are independent, the problem is formulated as

maximize, E WiiXiX;
ijeE

subject to x; — [ [(1 = pyeh1x) <bi VieV, (2.4)
JET;

xe{0,1} VieV,

where wj; is the edge weight between vertices i and j; b; is a threshold for bounding the level of allowed
probability of infection at vertex #; and x; are binary variables (1, if we decide to leave the vertex
i functioning, 0 closed, requiring special attention). If for some ij € E, one of the vertices i or j is
decided to be closed, that edge does not contribute its weight w;; to the objective. In general, (2.4) is
a non-convex integer non-linear programme and known to be NP-complete [6]. There exist a number
of deterministic solvers for (2.4), including BARON [11] based on a branch-and-reduce strategy that
employs piecewise linear underestimators of the multilinear functions on (2.4) to construct a convex
relaxation, and then branches either on an integer variable or on a non-convexity creating a branch-
and-bound tree-search. The open-source solver Couenne [12] implements a similar strategy. However,
these solvers cannot handle problems with tens of thousands of vertices (typically they work well for
problems with a few hundred variables and non-linear expressions), because the search tree explodes
exponentially. Therefore, in this paper, we propose a strategy for designing fast, suboptimal multiscale
methods for this class of problems. Such methods are often more useful in practice than optimal ones that
take a long time to converge even for small instances. It is important to mention that, in practice, models
with linear constraint in (2.4) (such as in [6]) poorly approximate the optimal solution on many real
large-scale networks and do not describe the independence of events to absorb an infection propagation
from different neighbours. If such event are dependent, the model constraint should be reformulated
appropriately (see details in [3,6]).

3. Multiscale strategy

In many practical situations, it is often noticeable that when elementary parts of a system have a com-
plicated behaviour, their ensembles can often be much more structured. The multiscale computational
methodology [5,13] is a systematic approach for achieving efficient calculations of systems containing
many degrees of freedom (such as network vertices, image pixels and particles). From the relation-
ships among the given microscopic parts of the system, the rules for the system at increasingly coarser
scales are derived. The idea behind multiscale methods is to collect the relevant information regard-
ing the system at different scales and then to obtain the solution at the microscopic scale by adapting
the information inherited from coarse scales. Realizations of the multiscale frameworks are attractive
in practice, because they can be naturally combined with other computational and analysis techniques,
making them suitable for applying on large-scale instances [5]. For many applications with underly-
ing computational structural problems on networks (or graphs), the introduction of multiscale methods
has led to breakthroughs in the quality of computational and data analysis results. Examples include
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FiG. 1. V-cycle scheme for US roads infrastructure network. Circles in the left and right columns of images illustrate initially
compromised and closed areas (solutions of (2.4)), correspondingly. The network along with its compromised areas is coarsened
by graduate AMG-like projections (see (3.2)).

structural analysis problems [14,15], graph partitioning [16], clustering [17], segmentation [18], VLSI
design [19] and linear arrangement [20].

Our method is inspired by algebraic multigrid (AMG) [5] approach for solving optimization prob-
lems on large-scale graphs [20]. In this framework, a hierarchy of decreasing-size network graph Lapla-
cians {L;}*_, is created by a process called coarsening, starting from the original network Lo. When a
small-enough (or easy-to-solve) Laplacian L; is created, the problem is solved exactly for L;; and the
solution is prolongated to the original L, by interpolating it scale after scale. Each interpolation is then
followed by refinement, that is, by local processing that improves the solution (see Fig. 1).

Addressing the optimization problem at multiple scales of the complex network is beneficial, in
particular, when it is known that the topology of many complex networks is hierarchical and thus might
be described at multiple resolutions. The structural properties of the network can often be different at
different scales, as evidenced by the finding that complex networks are self-dissimilar across scales
[21-23]. These dissimilarities can naturally be reflected in the proposed multiscale framework.

3.1 Coarse problem

The construction of a coarse problem on a network consists of two main phases: defining the sets of
coarse vertices and edges. For both phases, it is important to be able to describe how ‘close’ the two
given fine-level vertices are to each other at the stage of switching to the coarse level. In particular,
it is crucial in the context of infection spread on real networks when the weights on the edges can
be noisy and the measure of closeness must take into account the neighbourhoods of vertices, instead
of looking at one particular direct connection. A recently introduced approach of algebraic distance
between vertices [20,24] has proved itself being successful in AMG-based methods [25]. We define the
distance between vertices i and j as

R 1/p

k k, k,r

of =D I =% (3.1)
r=1
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where the superscript®” refers to the kth iteration on the rth initial random vector, namely x %" =
H*yx©" and H is a Jacobi over-relaxation iterator of the Laplacian (see Appendix A.1). This approach
substitutes edge weights and redefines the ‘closeness’ between two vertices by measuring how well
their values are correlated at the coarsening stage. Technically this is done by several relaxation sweeps
which take into account the connectivity of the respective neighbourhoods of two vertices [20]. In the
context of our optimization problem, two correlated vertices (i.e. well connected) are more likely to
exhibit a higher diffusion conductance of an infection spread (which can also lead to similar solutions)
and, thus, can be located in the same coarse aggregate. The coarse-level solution of this aggregate will
be interpolated to its components as initialization of the current level.

The set of coarse vertices V. is created by the aggregation of fine vertices V; into small clusters
based on the strength of connectivity estimated by using the algebraic distance. Initially V; =V and
V. = . The vertices from V; are traversed one by one and divided into two sets C and F such that (a)
CU F =V;; and (b) vertices in F are strongly coupled to C (see Appendix A.2). Then vertices in F are
divided among some of their neighbours in C to form future coarse vertices. The vertices are traversed
in the ascending order of the infection level. By doing so we localize small areas of high connectivity
that can potentially propagate the infection rapidly (and, thus, have to be be determined as ‘closed’ in
the solution).

The coarse network Laplacian L. is defined by the restriction operator L. = RTL;R, where R € RV
is a matrix of connections between variables in ' and C, where n=|V¢| and N = |C|. Finally, the
optimization problem is formulated for aggregated (coarse) variables as

maximizex E WIJXIXJ+ E A[X[
lJeE, IeV,

subjectto  X; — H (1 —Py®;, X)) <B, VIEV,, (3.2)
Jely

X, €{0,1} VIeV,,

where X; are binary decision variables that correspond to coarse vertices; W;; and Pj; are accumulated
strengths of connectivity and infection spread probabilities between aggregates / and J in V., respec-
tively; @, are infection probabilities for coarse vertices; and B; are accumulated thresholds for infection
level for coarse vertices (see Appendix A.3).

The main difference between the fine and the coarse problems is the new linear term Iev, ArX;.
It takes into account the fine-level edges between vertices aggregated into the same coarse vertex.
Indeed, when the small subset of vertices represented by aggregate / € V. remains open (i.e. contains
low level of infection and does not spread too much of it) in the solution of (3.2), we assume that at the
next-finer scale the endpoints of contracted edges will be (at least initially) open as well.

3.2 Uncoarsening

During the coarsening process, we recursively form the hierarchy of smaller problems until a small-
enough level is reached. The size of this level depends on the external optimization solver one can use
(see Appendix A.5). After the coarsest problem is solved, the solution is gradually prolongated back
to the original scale. It consists of three phases: C-vertices interpolation, F-vertices interpolation and
refinement.
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FIG. 2. Localized refinement. Dashed squares correspond to subgraphs induced by small subsets of vertices for localized refine-
ments.

Initially, all seed vertices i € C are initialized by x; = X;, where X is a corresponding coarse variable
seeded by vertex i € C. Next, all F-vertices are interpolated by maximizing their contribution to the
current objective. This is equivalent to solving (2.4) when all x;’s are fixed except the vertex i that
is being currently interpolated. As a result of these two phases, we obtain the first solution of the fine-
scale problem. This solution is then improved by Gauss—Seidel-like relaxation in which for every vertex
the contribution of the opposite solution to the objective (or/and number of satisfied constraints) is
compared with its current contribution. This process is realized by (sequential or parallel) graph traversal
sweeps in which the contribution of all nodes is maximized deterministically.

The refinement phase consists of the collective improvement of the solution for sufficiently small
subsets of variables. For this purpose we have formulated a localized refinement procedure, which
extracts from the entire system small subproblems and solves each separately. We note that this phase
can easily be performed in parallel by using for example the red-black order of the refinements [5] (see
Fig. 2). Single subset refinement solves problem (3.3) for a subset of vertices S by choosing a connected
subgraph and fixing the boundary conditions for the rest of the vertices. The single localized refinement
is formulated as

maximize, E WiiXix; + E WiiXiX; + E a;x;

ijes ieSjes icS
subjectto  x; — k; H(l —p,;jd)_,-,t_lx_j) <b; VieV, (3.3)
JeT;
jes

x;€{0,1} VieV,

where ¥; is a fixed solution for vertex j &€ S,

k=[] (- pigj1%,

JeTijgs
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and q; are the accumulated edges in node i at the current level (similar to A;, with a; = 0 for all 7 at the
finest level). We realized this by traversing all vertices and randomly fixing a small subset of neighbours
S to solve (3.3) around each vertex. The localized refinement was solved with external optimization
toolkit described in Appendix A.5.

4. Computational results

We evaluate our method on a set of small networks with known optimal solutions, two case studies (HIV
spread and cyber infrastructure networks), and one large-scale data set. The two case study networks
are typical complex network instances on which solving this particular optimization is of great practical
importance. The connection between epidemiological models and analysis of cyber attacks has been
extensively investigated during the past two decades [9,10,26]. The massive data set evaluation contains
networks of different structures and sources, including some that arise in applications that are not related
immediately to the response problem but can potentially represent hard structures for the method. In all
experiments, we compared average results of optimization objectives for feasible solutions only, namely
> _ijer Wiixix;. Each average was calculated over 50 evaluations with different random seeds.

We compare our computational results to those produced by a combination of different iterated
local searches (ILSs). This was the only (linear) scalable method to produce the objectives that are
comparable to those computed by the multilevel algorithm. We note that even if one would find some
efficient and effective method of solving (2.4) we can always use it at the refinement stage of the
framework and, thus, potentially improve it even more by inheriting its own solution from the coarse
scales. One of the main goals of this work was to demonstrate the effectiveness of the multiscale method
on this class of problems. The combination of different strategies in our ILS includes deterministic and
randomized Gauss—Seidel-like point-wise relaxations, localized refinements of small subsets of nodes
described in (3.3) and their heat-bath and simulated annealing versions. Switching between different
types of ILSs almost always helped to escape local attraction basins (see example in Section 4.2).

We have implemented and tested the algorithm using standard C++-, and LEDA libraries [27] on
Linux 2.4 GHz machine. The implementation is non-parallel and has not been optimized. The results
(objectives and running times) should only be considered qualitatively and can certainly be further
improved by a more advanced implementation.

4.1 Networks with known optimal solutions

Before analysing the proposed method on large-scale instances that cannot be solved to prove optimality
(even using commercial solvers) reasonably fast, we evaluated how good the results of the multiscale
method are on small networks (up to 70 vertices and 350 edges) that can be solved exactly. Although
these networks are too small to demonstrate the power of the multiscale approach, we can still create
up to five levels in the hierarchy of the algorithm. For this purpose, we generated Erdos and Rényi [28],
Barabasi and Albert [29] and R-MAT [30] networks (200 of each type) with randomly initiated w;; and
¢is—1 (see (2.4)). The results are demonstrated in Fig. 3. Typically in such settings almost half of the
instances are optimally solved while others are close enough to the optimum (between 90 and 100%).
Barabasi and Albert and R-MAT models are solved slightly better than Erdos and Rényi model.

4.2 HIV spread network

We demonstrate our algorithm on a network created from data collected by Potterat et al. [31] related to
the HIV spread over individuals who were in contact through sex or injection drug use. The original data
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FiG. 3. Comparison with optimal solutions for 200 small networks. Each point represents a ratio between the objectives of MA
and optimal solutions, respectively, for one network. Solutions of MA are feasible. Circles, squares, and triangles correspond to
Erdos-Rényi, R-MAT, and Barabasi-Albert models, respectively.

FiG. 4. Infection spread network (|V|=25,090, |E| = 28,284) constructed by sparse random connections among 100 generated
networks that are similar to real HIV spread data.

contains a network with 250 vertices, where each vertex corresponds to an individual. We generated 100
similar networks by using a multiscale network generator [32] and connected them by several random
edges in order to create one big network (see Fig. 4). We simulated an immediate outbreak of the
infection in which initially 5% of vertices were associated with high level of infection (¢; € [0.8, 1]) and
each edge had the same rate of infection transmission. Then five iterations of the infection spread were
performed; at each iteration, all vertices released their infection to the neighbours, and the updated ¢ was

VieV ¢V =min | 1M+ Y <L g0
el Zkeﬂ Pik
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FI1G. 5. Computational results on the infection spread network. Each point corresponds to the feasible solution of ILS. The dashed
line corresponds to the objective found by MA.

Typical computational results comparing the multiscale algorithm (MA) and a combination of different
types of ILS with restarts are presented in Fig. 5. We experimented with several state of the art
algorithms implemented in and linked to MINOTAUR optimization toolkit [33]. We found that no
single algorithm (other than MA) was able to provide better result than ILS (in a reasonably comparable
time) on large-scale scale instances.

The MA reached the objective 13,404 in just five iterations of the refinement, while ILS was able
to achieve the objective 12,870 being more than 100 times slower than MA. We note that the content
of the two solutions was different. The number of vertices suggested to consider as ‘closed’” by MA
(8159) was bigger than those chosen by ILS (7864). In contrast to ILS, MA left ‘open” more high-
degree vertices. We observe that introducing the linear penalty term — » ., Zje I, WiXi to the objective
of (2.4) may reverse this situation in favour of closing more high-degree vertices. Such a term can be
coarsened similarly to the aggregated edge coefficients A; in (3.2).

4.3  Peer-to-peer network

Peer-to-peer systems (P2Ps) are a type of technology for collaborative environments in which each
participating computer can play roles of both server and client. At the core of such systems lies an
infrastructure for sharing computational resources such as storage space and CPU time. Data streams
in such networks are often associated with mutually anonymous (for users) source and target vertices
which brings the realization of a strong cyber security system to one of the system’s central issues.
Examples of P2P systems include Napster, Gnutella and SETIHome. Altunay ef al. analysed one such
system [3], namely the Open Science Grid, and proposed an optimization model for manipulating col-
laboration policies to prevent the fast spread of cyber attacks. Unfortunately, methods proposed in [3]
are too slow for large-scale networks.

We evaluated our method on the biggest connected component of the Gnutella P2P network [34,35].
As in the previous case, we compared our results with those of ILS. We observed that ILS rapidly
reaches slow improvement zones; however, in contrast to the previous case there was a significant gap
in the objective between MA and ILS on this type of network, and thus the evaluation consists of 30
trials with different random initial seeds. The results are shown in Fig. 6. Each bar corresponds to the
ratio between MA and ILS objectives for one initial random seed. The difference in running time is
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F1G. 6. Computational results on the Gnutella P2P network. Each bar represents a ratio between the objectives of MA and ILS
solutions, respectively, for one network. Solutions of MA and ILS are feasible.

similar to the previous case (between 100 and 200 times) in favour of MA. In addition, MA typically
finds a better solution, as shown in Fig. 6. The difference in solution quality can be as much as 20%.

4.4  Massive simulations

We also demonstrated the robustness of the proposed method on a test set of 100 large-scale graphs
(up to |V| + |E| &~ 10M) taken from different sources such as [34,36,37]. Most of the graphs can be
downloaded at [4]. In contrast to HIV and P2P networks, the connection of many of these graphs to
the infection spread response problem is not straightforward (if at all), but their structural complex-
ity presents a particular difficulty for optimization methods. The results of comparison with ILS are
presented in Fig. 7, where each point corresponds to the ratio between objectives of MA and ILS.

For approximately one-third of the test set, the difference in the objective is practically significant
(more than 10%) while the running time of MA is still between 50 to 200 times faster. The difference
in running time depends mostly on the size of refinement subproblems (3.3) because in many cases the
external solvers such as [33] that ensure upper bounds are not of linear complexity.

We note that, according to the results, the most difficult for ILS instances are networks with high
average degree. The biggest difference detected between MA and ILS ratios was 132 for a graph with
average degree 240. We generated 100 graphs by high-entropic multiscale editing [32] and confirmed
that MA still improves the objective over ILS with a factor between 70 and 150 for all of them.

4.5 High-degree nodes immunization

Immunization of high-degree nodes (in the situations when the amount of resources is limited) is
one of the well-known target immunization strategies. In contrast to computationally difficult epi-
demic threshold-based methods [10] in which the largest eigenvalue of the adjacency matrix has to
be decreased, the target strategies (that are based on the degree and other similar centrality metrics)
are usually much faster. We experimented with the degree-based target immunization strategy in two
settings.
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FIG. 7. Large-scale data experiments on various graph structures. For a better visualization, the networks are ordered by the
ratios of resulting objectives. Each point represents a ratio between the objectives of MA and ILS solutions, respectively, for one
network. Solutions of MA and ILS are feasible.

In the first setting (HDAIlg) the algorithm included initial assignment x; = 1 for all i € V with one
pass over all nodes in the order of decreasing degree. At each step of the pass if node i did not satisfy
the constraint in (2.4) the node was closed (x; <— 0). The computed objectives of this algorithm were at
least twice (and usually even more) worse than those obtained by MA. In the second setting the results
of HDAIg were used as initial assignment for ILS. However, no significant differences in the objective
in comparison to other initializations of the ILS were observed.

5. Conclusions

We propose a fast multiscale method for optimizing the response policies to infection spread in large-
scale, complex weighted networks. The method is flexible and can be easily adapted for different
changes in the model formulation such as changing the model to link-based immunization [3,38] and
adding penalty function to the objective and new constraints. Similar to many methods in the large
family of MAs, our approach is scalable and suitable for parallelization on HPC systems.

As key future work directions we identify two branches: theoretical and applied. Theoretical work
involves rigorous analysis in order to identify upper and lower bounds. In the applied branch we suggest
to introduce similar optimization problems for the SIR model, where the ‘recovered’ states of vertices
will be introduced and PDE-based constraints will describe time series of the data. Other interesting
prospective directions include an application of the multiscale strategy to minimize the expected number
of infections in the network and to delay the epidemic peak.
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Appendix: Technical details

For complete understanding of the coarsening process, we recommend the reader to begin with [20].

A.l1 Algebraic distance

The algebraic distance can be based on different types of stationary iterative relaxations such as
Gauss—Seidel and Jacobi [24]. We experimented with the Jacobi overrelaxation iterator H = (1 — w)I +
@D™'W in order to validate the ability to make the implementation fully parallel (in contrast to Gauss—
Seidel which is difficult to parallelize). Here I is a diagonal matrix with ones on the diagonal, W is a
weighted adjacency matrix with entries w;; and D is a diagonal matrix with entries d;; = jev Wij-
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In general, the Jacobi overrelaxation converges on graph Laplacians L =D — W which allows to
take into account long-range edges. However, since we work in the multiscale framework, we postpone
capturing long-range distances to coarse scales and allow the overrelaxation to work for only a very
limited number of iterations based on Theorem 8 in [24] that ensures that the relaxed values x *" are
stabilized quickly and no significant change is expected between two iterations after sufficiently small
number of iterations.

A.2 F-C coupling and restriction operator

The selection of vertices to C is done by traversing all vertices starting with those that are highly
infected. Similar to other multigrid methods, we observed that an exact sorting of nodes by their cor-
responding ¢; values does not play an important role. Results of the same quality can be obtained by
using rough sort with buckets. In our experiments (with networks up to 10M nodes) the influence of an
exact sort to the algorithm’s running time was negligible.

The set C is formed as follows. Initially we set F'=V; and C = ¢. Then the vertex is added to C if

Yoot/ eitze.

jeC JEVy

The default value for the parameter ® is 0.5. Increasing it will usually lead to slower coarsening and
potentially better results, as more scales are created during the coarsening and more refinement is done.
Decreasing ® will lead to the opposite effects. However, unless one fixes extremely small value for &
no significant change will be observed.

Similar to many multigrid methods, our coarsening depends on several random factors. We exper-
imented with series of tests in which each setting was solved 50 times. The standard deviations of the
results were small. Same results were confirmed in many AMG methods for combinatorial optimiza-
tion problems [5,20,39]. Moreover, we can state that our method is ‘more deterministic’ than the AMG
algorithms that are based on the real edge weights. This is because in the real-world problems the dis-
tribution of edge weights can be less wide than the distribution of algebraic distances (not to mention
unweighted graphs).

A.3  Aggregated variables and constants

Coarse vertices represent small clusters of fine vertices and, thus, edge weights between coarse vertices
are

Wi = Z RiwiRiy
k1

where R is an operator of restriction reinforced by the algebraic distance (see Equation (3.7) and
Algorithm 3 in [20]). In order to reduce the complexity of the coarse problems, the number of non-zeros
in rows of R has to be bounded by a sufficiently small number. In the experiments we determined that
one non-zero entry with the strongest algebraic distance coupling [20] is enough for practical purposes.
Coefficients Pj; can be derived similarly if p;; are not inverses of w;;, namely,

Py = ZRkkalRIJ and Py =P,/ Z Py,
Py Kel

£T02 ‘ST Joquieldas uo A1SIoAIuN UosWwa|D 1e /610°S[euIno [pIo X0 puwod;/:dny Wwoi) pepeo|jumod


http://comnet.oxfordjournals.org/

16 of 17 S. LEYFFER AND I. SAFRO

In the presented experimental settings p; are normalized inverses of the given connection strengths.
We also experimented with random p;;. The results were not principally different than the presented
ones.

Coefficients A; in (3.2) accumulate weights of edges w;; whose endpoints are aggregated into /,

namely,
A[ = Z Wij.
ijel
Aggregation of scalars ¢;,_; and b; into @, ,_; and By, respectively, has to be done according to the
application, because in some situations the probability of infection in coarse vertex J may not depend

linearly on those in fine-level vertex. In our simplified models, they are accumulated from the corre-
sponding fine-level vertices as their restricted contribution to the aggregates. For example,

/ _ . . _ / /
Py = E Riy¢ji—1 and @,y = (pl,t—l/mjax((pl,t—l)’
jeJ

where the sum runs over all fine nodes j that are aggregated into J, and Rj; are the corresponding
interpolation weights. In our experiments, each fine node was entirely attached to some seed, i.e. Rj; =
1. However, any construction of R with higher interpolation order is possible. We experimented with
higher orders of interpolation, namely 2 and 3, and found no significant difference in the results.

A4 Interpolation

Algorithm A.4 describes the stage of interpolation given a solution for coarse level. It consists of initial
assignment of all seeds at the current level with the solutions of the respective coarse variables (lines
1-3) and one pass over the fine nodes with attempts to leave them working (x; = 1). If either ith or one
of its neighbour’s constraints are not satisfied (line 7) then we close node i (x; = 0).

Interpolation
1: forallie Cdo

2:  x; < X, where X; is a corresponding aggregate seeded by i

3: end for

4: forallie F do

55 I'() < {jeV]x£-1}

6 x; <1

7. ifx; — Hjer,/ (1 —pi,quxj) >bjordjel] st xj— erq/ (1 —pjkcpkxk) > b;j then
8: xi <0

9:  end if

10: end for

A.5 External optimization solver

The recently developed mixed-integer non-linear optimization toolkit MINOTAUR [33] has proved
itself as particularly suitable for such problems. MINOTAUR compares favourably with other state-
of-the-art MINLP solvers such as BONMIN [40]. We used MINOTAUR as both a coarsest level and
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local-processing solver for the problems in (3.3). The sizes of the coarsest level and local processing
problems were 40 and 15 variables, respectively. During our experiments, all small problems of the type
(3.3) were solved exactly. The number of sweeps for solving (3.3) for all nodes and the respective small
neighbourhoods was 3 in MA.

A.6 Refinement and relaxation

In our problem, the Gauss—Seidel-like relaxation is a point-wise optimization process in which the
contribution of each node to the total objective is maximized. Its complexity is significantly better than
that of the localized refinement defined in (3.3). The difference between them depends on the sizes of
subsets S in (3.3) and on the external solver. We found that the best results can be achieved by applying
both relaxation and localized refinement. If the running time of the algorithm is critical, one can omit
the localized refinement as the most time-consuming component of the framework. In this case, we
observed worsening of final results by 7% on the average but the running time is improved by factor 10.

£T02 ‘ST Joquieldas uo A1SIoAIuN UosWwa|D 1e /610°S[euIno [pIo X0 puwod;/:dny Wwoi) pepeo|jumod


http://comnet.oxfordjournals.org/

	Introduction
	Optimal response model
	Multiscale strategy
	Coarse problem
	Uncoarsening

	Computational results
	Networks with known optimal solutions
	HIV spread network
	Peer-to-peer network
	Massive simulations
	High-degree nodes immunization

	Conclusions
	Algebraic distance
	F--C coupling and restriction operator
	Aggregated variables and constants
	Interpolation
	External optimization solver
	Refinement and relaxation



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.284 790.866]
>> setpagedevice


