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Abstract— While current Peer-to-Peer (P2P) systems facilitate
static file sharing, newly-developed applications demand that
P2P systems be able to manage dynamically-changing files.
Maintaining consistency between frequently-updated files and
their replicas is a fundamental reliability requirement for a P2P
system. In this paper, we present SCOPE, a structured P2P system
supporting consistency among a large number of replicas. By
building a replica-partition-tree (RPT) for each key, SCOPE
keeps track of the locations of replicas and then propagates
update notifications. Our theoretical analyses and experimental
results demonstrate that SCOPE can effectively maintain replica
consistency while preventing hot-spot and node-failure problems.
Its efficiency in maintenance and failure-recovery is particularly
attractive to the deployment of large-scale P2P systems.

Keywords: structured P2P systems, replica consistency, hierar-
chical trees.

I. INTRODUCTION

Structured P2P systems have been successfully designed
and implemented for global storage utility (such as PAST
[29], CFES [9], OceanStore [17], and Pangaea [30]), publishing
systems (such as FreeNet [7] and Scribe [4]), and Web-
related services (such as Squirrel [14], SFR [33], and Beehive
[21]). Among all these P2P-based applications, replication
and caching have been widely used to improve scalability
and performance. However, little attention has been paid to
maintaining replica consistency in structured P2P systems. On
one hand, without effective replica consistency maintenance, a
P2P system is limited to providing only static or infrequently-
updated object sharing. On the other hand, newly-developed
classes of P2P applications do need consistency support to
deliver frequently-updated contents, such as directory service,
online auction, and remote collaboration. In these applications,
files are frequently changed, and maintaining consistency
among replicas is a must for correctness. Therefore, scalable
consistency maintenance is essential to improve service quality
of existing P2P applications, and to meet the basic requirement
of newly-developed P2P applications.

Existing structured P2P systems rely on distributed hash
tables (DHTSs) to assign objects to different nodes. Each node
is expected to receive roughly the same number of objects,
thanks to the load balance achieved by DHTs. However, the
system may become unbalanced when objects have different
popularities and numbers of replicas. In a scalable replica
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updating mechanism, the location of a replica must be trace-
able, and no broadcasting is needed for the propagation of
an update notification. Current structured P2P systems take
a straightforward approach to track replica locations [32],
[24]—a single node stores the locations of all replicas. This
approach provides us with a simple solution of maintaining
data consistency. However, it only works well if the number of
replicas per object is relatively small in a reliable P2P system.
Otherwise, several problems may occur as follows.

o Hot-spot problem: due to the different objects’ populari-
ties, the number of replicas per object varies significantly,
making the popular nodes heavily loaded while other
nodes carry much less replicas.

e Node-failure problem: if the hashed node fails, update
notifications have to be propagated by broadcasting.

e Privacy problem: the hashed node knows all replicas’
locations, which violates the privacy of original content
holders.

To address the deficiencies in existing structured P2P
systems, we propose a structured P2P system with replica
consistency support, called Scalable COnsistency maintenance
in structured PEer-to-peer systems (SCOPE). Unlike existing
structured P2P systems, SCOPE distributes all replicas’ loca-
tion information to a large number of nodes, thus preventing
hot-spot and node-failure problems. It also avoids recording
explicitly the IP address or node ID of a node that stores a
replica, thus protecting the privacy of the node. By building
a replica-partition-tree (RPT) for each key, SCOPE keeps
track of the location of replicas and then propagates update
notifications. We introduce three new operations in SCOPE to
maintain consistency.

e Subscribe: when a node has an object and needs to keep
it up-to-date, it calls subscribe to receive a notification of
the object update.

e Unsubscribe: when a node neither needs a replica nor
keeps it up-to-date, it calls unsubscribe to stop receiving
update notifications.

e Update: when a node needs to change the content of an
object, it calls update to propagate the update notifica-
tion! to all subscribed nodes.

linvalidation message or the key itself.



In SCOPE, we allow multiple writers to co-exist, since the
update operation on a key can be invoked by any node keeping
a replica of that key. In contrast, in some practical applications,
usually only one node is authorized to update a key. SCOPE
can be easily applied to single-writer applications.

Since SCOPE directly utilizes DHTs to manage object repli-
cas, it effectively supports consistency among a large number
of peers. As a general solution, SCOPE can be deployed
in any existing structured P2P systems, such as CAN [24],
Chord [32], Pastry [28], and Tapestry [36]. Our theoretical
analyses and simulation experiments show that SCOPE can
achieve replica consistency in a scalable and efficient manner.
In an N-node network, each peer is guaranteed to keep at
most O(log N) partition vectors for a single key, regardless
of the key’s value and its popularity. Due to the hierarchical
management, only O(1) nodes are updated when a node joins
or leaves, and only O(log® N) messages are transmitted to
recover a node failure.

The remainder of the paper is organized as follows. Section
2 surveys related work. Section 3 presents the RPT structure
in SCOPE. Section 4 describes the operations defined in
SCOPE. Maintenance and recovery procedures are introduced
in Section 5. We evaluate the performance of SCOPE using
Pastry routing algorithm in Section 6. In Section 7, we briefly
discuss SCOPE design alternatives. Finally, we conclude the
paper in Section 8.

II. RELATED WORK

Replication is effective to improve the scalability and ob-
ject availability of a P2P system. However, most proposed
replication schemes are focused on how to create replicas.
Maintaining consistency among a number of replicas is not
fully investigated, posing a challenge for building a consistent
large-scale P2P system. Different from all proposed solutions,
our approach utilizes the nature of DHTs to organize the
replicas in a distributed way. Therefore, it has better scalability
and higher efficiency.

Some existing file-sharing P2P systems assume that the
shared data are static or read-only, so that no update mech-
anism is needed. Most unstructured P2P systems, including
centralized ones (e.g., Napster) and decentralized ones (e.g.,
Gnutella), do not guarantee consistency among replicas. Re-
searchers have designed several algorithms to support con-
sistency in a best-effort way. In [10], a hybrid push/pull
algorithm is used to propagate updates to related nodes,
where flooding is substituted by rumor spreading to reduce
communication overhead. At every step of rumor spreading,
a node pushes updates to a subset of related nodes it knows,
only providing partial consistency. Similarly, in Gnutella, Lan
et al. [18] proposed to use the flooding-based active push
for static objects and the adaptive polling-based passive pull
for dynamic objects. However, it is hard to determine the
polling frequency, thus essentially no guaranteed consistency
is provided. In [27], Roussopoulos and Baker proposed an
incentive-based algorithm called CUP to cache metadata—
lookup results—and keep them updated in a structured P2P

system. However, CUP only caches the metadata, not the
object itself, along the lookup path with limited consistency
support. So, it cannot maintain consistency among the replicas
of an object. Considering the topology mismatch problem
between overlays and their physical layers in structured P2P
systems, [25] proposed an adaptive topology adjusting method
to reduce the average routing latency of a query. In [13],
a network of streaming media servers is organized into a
structured P2P system to fully utilize local cached copies of
an object, so that the average streaming start-up time can be
reduced.

For applications demanding consistency support among
replicas, different solutions have been proposed in various P2P
systems. Most proposed P2P-based publish/subscribe systems
record paths from subscribers to publishers, and use them
to propagate updates. As an anonymous P2P storage and
information retrieval system, FreeNet [7] protects the privacy
of both authors and readers. It uses a content-hash key to
distinguish different versions of a file. An update is routed
to other nodes based on key closeness. However, the update is
not guaranteed to reach every replica. Based on Pastry, Scribe
[4] provides a decentralized event notification mechanism for
publishing systems. A node can be a publisher by creating
a topic, and other nodes can become its subscribers through
registration. The paths from subscribers to the publisher are
recorded for update notifications. However, if any node on
the path fails, some subscribers are not reachable unless
broadcasting is used.

Being a major P2P application, a wide-area file system
relies on replication to improve its performance. In [8], a
decentralized replication solution is used to achieve practical
availability, without considering replica consistency. PAST
[29] is a P2P-based file system for large-scale persistent
storage service. In PAST, a user can specify the number
of replicas of a file through central management. Although
PAST utilizes caching to shorten client-perceived latency, it
does not maintain consistency of cached contents. Similarly,
CFS [9] is a P2P read-only storage system, and avoids most
cache inconsistency problems by content hashes. Each client
has to validate the freshness of a received file by itself, and
stale replicas are removed from caches by LRU replacement.
OceanStore [17] maintains two-tier replicas: a small durable
primary tier and a large, soft-state second tier. The primary
tier is organized as a Byzantine inner ring, keeping the most
up-to-date data. The replicas in the second tier are connected
through multicast trees, i.e., dissemination trees (d-tree). Pe-
riodic heartbeat messages are sent for fault resilience, which
incurs significant communication overhead. Similar solutions
have been used in P2P-based real-time multimedia stream-
ing (e.g., Bayeux [37] and SplitStream [5]). Pangaea [30]
creates replicas aggressively to improve overall performance.
By organizing all replicas of a file in a strongly-connected
graph, it propagates an update from one server to the others
through flooding, which does not scale well with a large
number of replicas. Automatic replica regeneration [35] has
been proposed to provide higher availability with a small



number of replicas, which are organized in a lease graph.
A two-phase write protocol is used to optimize reads and
linearize the read/write process.

Most newly-proposed Web services on P2P structures still
employ the time-to-live (TTL) mechanism to refresh their
replicas. For example, Squirrel [14] is such a system based on
the Pastry routing protocol. The freshness of a cached object
is determined by the Web cache expiration policy (e.g., TTL
field in response headers). In order to facilitate Web object
references, Semantic Free Reference (SFR) [33] has been
proposed to resolve the object locations. Based on DHTs, SFR
utilizes the caches of different infrastructure levels to improve
the resolving latency. Beehive, designed for domain name
systems [21], [22], provides O(1) lookup latency. Different
from widely used passive caching, it uses proactive replication
to significantly reduce the lookup latency. In [12], Gedik et
al. used a dynamic passive replication scheme to provide
reliable service for a P2P Internet monitoring system, where
the replication list is maintained by each Continual Queries
(CQ) owner.

III. THE BASE OF SCOPE PrOTOCOL

The SCOPE protocol specifies: (1) how to record the
locations of all replicas; (2) how to propagate update noti-
fications to related peers; (3) how to join or leave the system
as a peer; and (4) how to recover from a node’s failure.
This section describes how to record the replica locations by
building a replica-partition-tree (RPT)—a distributed structure
for load balancing in SCOPE. The operation algorithms and
maintenance procedures will be presented in Sections 4 and
5, respectively.

A. Overview

In DHTs each key is assigned to a node according to its
identifier, and we call this original key-holder the primary
node of the key. To avoid the primary node becoming the hot
spot, SCOPE splits the whole identifier space into partitions
and selects one representative node in each partition to record
the replica locations within that partition. Each partition may
be further divided into smaller ones, in which child nodes are
selected as the representatives to take charge of the smaller
partitions. As the root of this partition-tree, the primary node
only records the key existence in the partition one level
beneath, while its child representative nodes record the key
existence in the partitions two levels below the root; and so
on and so forth. In this way, the overhead of maintaining
consistency at one node is greatly reduced and undertaken
by the representative nodes at lower levels. Since the hash
function used by DHTs distributes keys to the whole identifier
space, the load of tree maintenance is balanced among all
nodes at any partition level. Note that the location information
at any level is obtainable from representative nodes at lower
levels, the partition-tree also provides a recovery mechanism
to handle a node failure.

(a)

Fig. 1. (a) A 3-bit identifier space; (b) The same identifier space with two
partitions; (c) The same identifier space with four partitions.

B. PFartitioning Identifier Space

A consistent hash function (e.g. SHA-1) assigns each node
and each key an m-bit identifier, respectively. If we use
a smaller identifier space, the key identifier can be easily
calculated by keeping a certain number of least significant bits.
By adding different most significant bits, the same key can be
mapped to multiple smaller equally-sized identifier spaces with
different identifier ranges. A partition can be further divided
into smaller ones, and it records the existence of all keys in
its sub-partitions. Figure 1(a) shows an identifier space with
m = 3. Suppose there is a key 5 in the space. If the original
space is split into two partitions as shown in Figure 1(b), one
with space [0, 3] and the other with space [4, 7], the key can be
hashed to 1 in the first partition and 5 in the second partition,
respectively. If we further split each partition into two sub-
partitions as Figure 1(c) illustrated, the identifiers of the same
key can be located in the smaller spaces at 1, 3, 5, and 7,
respectively. Figure 2 shows the root of key 5 (101) in the
original 3-bit identifier space and its representative nodes in the
two-level partitions. At the top level, the root node is located at
5 (101). At the intermediate level, the two least significant bits
(01) are inherited from the root, while the different value (0 or
1) is set at the most significant bit to locate the representative
nodes R1 and R2 in the two partitions, respectively. At the
bottom level, only the least significant bit (1) is inherited from
the root but two most significant bits are set to four different
values (00/01/10/11) in order to determine the locations of
representative nodes R11, R12, R21, and R22, respectively.
Note that the partitioning is logical and the same node can
reside in multiple levels. For example, the root node (101) is
used as the representative node in all partition levels.

C. Building Replica-Partition-Trees (RPTs)

1) Basic Structure: After partitioning the identifier space
as mentioned above, we build an RPT for each key by
recursively checking the existence of replicas in the partitions.
The primary node of a key in the original identifier space
is the root of RPT(s). The representative node of a key in
each partition, recording the locations of replicas at the lower
levels, becomes one intermediate node of RPT(s). The leaves
of RPT(s) are those representative nodes at the bottom level.
Each node of RPT(s) uses a vector to record the existence of
replicas in its sub-trees, with one bit for each child partition.
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Fig. 2. Key 5 (101) in a 3-bit identifier space and its representative nodes
at different levels of partitions.

Figure 3(a) shows an example with the identifier space of
[0, 7]. The nodes 0, 4, and 7 in the space keep a replica of key
5. The RPT for key 5 is shown in Figure 3(b). At the top level,
a 2-bit vector is used to indicate the existence of replicas in the
two sub-trees. At the bottom level, four 2-bit vectors are used
to indicate the existence of key 5 in all eight possible positions
from O to 7. In general, if the identifier space is 2, the height
of RPT(s) for any key is O(M). Consider that most DHTSs use
a 160-bit SHA-1 hashing function, which may result in tens
of partition levels. For example, if we split each partition into
64 (2%) pieces, we will have 20 levels. Obviously, too many
levels of partitions would make the RPT construction and the
update propagation inefficient.

2) Scalable RPT: Since the number of nodes is much
smaller than the identifier space, our goal is to reduce the
heights of RPTs to the logarithm of the number of nodes. In
the partitioning algorithm presented above, each partition is
recursively divided into smaller ones until only one identifier
remains. The leaf nodes of RPTs record the existence of keys
at the corresponding identifiers. However, if a partition only
contains one node, there is no need for further partitioning
to locate the node. For example, as shown in Figure 3(a),
only node O exists in the partition of [0,3]. During sub-
scribe/unsubscribe operations, node 0 only needs to inform the
primary node of key 5, which records the first level partition
[0, 3] and [4, 7]. When the key is modified, it can directly notify
node 0 by sending an invalidation message to the first identifier
in [0, 3], which is 0. By removing the redundant leaf nodes,
we can build a much shorter RPT. The RPT after the removal
of redundant leaf nodes, is shown in Figure 3(c).

The method given above can significantly reduce the par-
tition levels if nodes are distributed sparsely. However, even
if the total number of nodes is small, the number of partition
levels could still be large when most nodes are close to each
other. Figure 4(a) shows an example with the identifier space
of [0,7], where two nodes 6 and 7 subscribe key 5. The RPT is
illustrated in Figure 4(b). Both nodes are in the same partition
until the identifier space is decreased to 1—the bottom level
of the partition. The height of this RPT is 3, and it cannot be
condensed by reducing leaf nodes. In general, if the nodes’
identifiers happen to be consecutive and we only remove the

1d:5
Space: [0, 7]
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1d: 1 1d: 3 ;5
Space: [0, 1] Space: [2,3] Space: [4, 5]

1d: 7
Space: [6,7]
(a)
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Fig. 3. (a) In the identifier space of [0,7], nodes 0, 4, and 7 subscribe key
5; (b) The RPT of key 5; (c) The RPT after removing redundant leaf nodes.

leaf nodes as above, the height of RPT(s) will still be O(M).

We resolve this problem by removing the redundant inter-
mediate nodes. If all nodes in a partition are clustered in
one of its lower-level partitions, it is possible to reduce the
intermediate nodes. Figure 4(c) shows one optimized RPT.
The intermediate node for the partition [4, 7] is removed since
only one of its lower-level partition [6, 7] has nodes. Thus, the
height of the RPT is decreased from 3 to 2.

Id: 5 1d:5

Space: [0, 7] [o] 1] spacezio.?

1d: 5
Space: [4, 7]

1d:7 1d: 7
Space: [6, 7] Space: [6, 7]

(a)
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Fig. 4. (a) Nodes 6 and 7 subscribe key 5; (b) The RPT for key 5 after
removing redundant leaf nodes; (c) The RPT after removing both redundant
leaf nodes and intermediate nodes.

Theorem 1: For an N-node network with partition size of
2™, the average height of RPTs is O(loi Ny regardless of the
size of an identifier space.

Proof: Suppose the whole identifier space is 2. Every
partitioning generates 2" smaller equally-sized partitions,
each with size of 1/2™ of the previous partition range. After
LeN time partitioning, the identifier range of each partition
is reduced to 2M /218 N = 2M /N The height of RPT grows
to %, with maximal height log N at m = 1. Note that the
expected number of node identifiers in the range of this size
is 1. Due to identifier randomness induced by SHA-1 hash

function, the average height of all RPTs is O(%). ]

D. Load Balancing

RPT effectively balances the load across the network, dis-
regarding the key values and their popularities. By using RPT,
we conclude that:

Theorem 2: In an N-node network with partition size of
2™ for a key with C' subscribers, the average number of
partition vectors in its RPT is O(log N - C).

Proof: In the RPT of the key, only one root is located
at the top level. At the second level, at most min (2™, C)
representative nodes have one partition vector. At the xth level



of the RPT, at most min (2°™, C) representative nodes are
involved. The total number of vectors S of the RPT is:

S = 14 min(2",C)+ min (22"”7 )

log N
+... +min (27m ™, )

log N
a—1 3

- Seneye
=0 i=a

2¢™m — 1

= (lOgm N — a)C + ﬁ’

for 20e~V™ < 0 < 2%™ 1 < g < 18N

Compared with the number of subscribers C, the number

of vectors is increased to (log N — a) + ﬁ Since
20 1 gom _ gm L

oo < @@ m = FeoT which is less than 2

(m > 1), the maximal value is achieved when a = 1, and

the total number of vectors in the RPT is O(log N) times of

the number of subscribers.

IV. OPERATION ALGORITHMS
A. Subscribe/Unsubscribe

The subscribe/unsubscribe procedures are initiated by sub-
scribers and proceed toward the root of an RPT. The process
can be implemented in an iterative or recursive way. With
iteration, the subscriber itself has to inform all representative
nodes one by one. With recursion, each representative node is
responsible for forwarding the subscriptions to the next higher
level until the root node is reached. In SCOPE, we implement
the subscribe/unsubscribe operations recursively for routing
efficiency.

At the beginning, each subscriber locates its immediate
upper-level partition from its predecessor’s and successor’s
identifiers. Then, the node sends subscribe/unsubscribe re-
quests to the upper-level representative node. The repre-
sentative node checks if it has a vector allocated for the
key. If so, it sets/unsets the corresponding bit, and the sub-
scribe/unsubscribe procedure terminates there. Otherwise, it
creates/deletes the vector of the key, sets/unsets the bit, and
continues forwarding subscribe/unsubscribe requests to the
representative node at the next upper-level partition. This
process proceeds until it reaches the root of the RPT. The
routing algorithms of the operations depend on the type of the
specific structured P2P systems. In this section, we use Pastry
as the base routing scheme for the purpose of analysis. Note
that similar analysis is applicable to other hypercube routing
algorithms as well.

Figure 5 illustrates a subscribe/unsubscribe process
in a 3-bit identifier space, where node 2 (010) sub-
scribes/unsubscribes key 5 (101). At first, node 2 notifies the
representative node 3 (011) at the bottom level, then node 3
informs the representative node 1 (001) at the intermediate
level. Finally, node 1 informs the root node 5, which is the
representative node of the whole space.

In order to improve routing efficency, every node maintains
level indices to indicate the node’s partitions at different

3-bit ID space
101
root

Fig. 5. Node 2 (010) subscribe Key 5 (101) in a 3-bit identifier space.

levels. As we have pointed out before, reducing intermediate
partitions makes the height of RPT different from the depth of
partitioning. The level index is used to record the change of
the RPT height with the increase of partitioning. Its maximal
length is equal to M for an identifier space with size of 2.
The ‘" entry in a level index is the height of the RPT at i'"
partition level.

27
‘\ .
a1
(a) (b)

Fig. 6. Level index changes after node 3 joins in a 3-bit space.
Figure 6 shows an example of the level index in a 3-
bit identifier space. Before node 3 joins, nodes 1 and 4 are
identified after first-time partitioning. Both of them have the
same level index {1,U,UU}, where LI represents an empty
space. With the participation of node 3, the whole space needs
to be partitioned twice to identify nodes 0 and 3, and no
redundant intermediate partition exists. The RPT grows as
partitioning proceeds, and the level indices of nodes 0 and
3 become {1,2,U}. Comparatively, node 4 is identified after

the first-time partitioning and its level index is {1,L), L}.
With the Pastry routing table and leaf set, a node can reach
any other node in a range of 2*™ within O(log(w%)) hops.
When a node initiates a subscribe/unsubscribe operation, it
also forwards its level index to the representative nodes at
upper levels. Each intermediate representative uses the level
index to derive the location of its higher level representative.
Lemma 1: For an N-node network with partition size of 2™
in a 2M identifier space, in any range of 22, on average a
node can find the successor of a key in O(log (5w~ )) hops.
Proof: We use Pastry as the base routing algorithm, and
assume that a node’s routing table is organized into [logys M|
levels with 2° — 1 entries each. Due to the usage of the
SHA-1 hash function, node and key identifiers are randomly



distributed and the number of nodes in a range of 2% is
2M¢M on average. Suppose that node n wants to resolve a
query for the successor of k, k > n and 0 < k —n < 277,
Node n forwards its query to the close predecessor of k in its
routing table. Suppose key k is in the i** (0 < i <= xm/b)
level j** (0 < j < 2°) interval of node n. If this interval
is empty, node n has found the successor of k. Otherwise, it
fingers some node f in this interval. The distance between n
and f is at least 2*™*®_ Since f and k are both in 4’s level,
the distance between them is at most 2™ %?  less than half
of the distance from n to k.

After log(5) forwardings, the distance between
the current query node n and key k£ is reduced to
2em /210g(lejm) = 2M/N. Because the expected number
of node identifiers in this range is 1, the successor of key k
can be reached in O(log( 5w~ )) hops on average. If n > k
and 0 < n —k < 2™, we can obtain the same result. ]

Theorem 3: For an N-node network with partition size of
2™, on average the subscribe/unsubscribe operations can be
finished in O(log N hops.

As we have learned from the previous section, the av-
erage height of RPT(s) is O(%). In order to finish a
subscribe/unsubscribe operation, O(%) levels are traversed
on average. From Lemma 1, at each level, on average a query
node can reach the successor of a key in the same partition
at level [ in log N/2!™ hops, the average routing length of a
subscribe/unsubscribe operation (hop(sub/unsub)) is:

hop(sub/unsub) = log N + log 2% + log 2]2\;
4.+ log W
= logN + (log N —m) + (log N — 2m)
+...+ (log N — lOgNm)
m
log? N _log N
- 2m 2

Therefore, on average a subscribe/unsubscribe operation can
be finished in O(Iog ) hops.

While the upper bound of subscribe path length is longer
than that of the centralized solution, the subscribe/unsubscribe
operations in SCOPE are efficient if multiple subscribers
exist. The subscribe/unsubscribe process terminates at any
representative node that has recorded the same key at the
same level. When a node subscribes a key with C' replicas,
the average length of the subscribe/unsubscribe process can
be expressed as follows:

hop(sub/unsub) = log N + log QEW + ... +log 21(];;]1\1

N
—(log N + log om + ... + log

log C
0
log

Z 8 5
= z’": log (N/2"™)

log C )
log N

= 1
0g 2'Lm

i=

2

B. Update

The update procedure is launched by the root node after it
receives update requests from a replica, and proceeds toward
every subscriber. The root node first checks its vector of the
key. Then, it sends notifications to the representative nodes of
the partitions with corresponding bits set. Every intermediate
representative is responsible for delivering the notifications to
its lower-level representatives. When the notification reaches
a leaf node, it is forwarded to the subscribers directly.

Theorem 4: For an N-node network with partition size of
2™ on average, update operations can be finished in O( logmN)
hops.

Although the update path to a single subscriber in SCOPE is
longer than that in the centralized solution, the average number
of update routing hops in SCOPE is smaller. This is because
in SCOPE all replicas can be notified in O(log® N') hops,
but the centralized solution needs O(C') hops to finish. For
a sufficiently large C, the latter incurs much longer delay.

Similar to subscribe/unsubscribe operations, the update op-
eration in SCOPE is efficient if multiple subscribers exist. The
total number of hops (hop(update)) for an update of a key
with C replicas is:

hop(update) = ClogN — (C —2™) log N + Clog QE
m C m
log C ) loeC,, m
—27m (0/2 m -2 )log E
+O10g ~ g o+ Clog
log N log c
= C Z log 2zm + Z o(it1)m log
i 105 C +1

Comparatively, the centralized solution needs O(C'log N)
hops to conduct an update operation. Our analysis above is
based on the base SCOPE protocol, in which we do not record
the IP addresses of descendant nodes explicitly. To further
reduce the latency of update operations, a parent node may
directly record the IP addresses of its RPT children. If so,
SCOPE can reduce the average update hops to O(log N),
which is much smaller than that of the centralized solution
for a sufficiently large C.

V. MAINTENANCE AND RECOVERY
A. Node Joining/Leaving

This section describes how to maintain the RPT when a single
node joins. A similar method can be applied to the situation
where a node leaves.

Besides maintaining the predecessor/successor and routing
tables, a newly-joining node in SCOPE needs to take two
actions to maintain the RPT : transferring partition vectors
and updating level indices. With a node joining, part of RPT
vectors under the charge of the node’s successor should be
transferred to the newly-joined node, similar to transferring
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Fig. 7.

keys. The operation is straightforward: the newly-joined node
n informs its successor n’, then node n’ moves the related
vectors at every level to node n.

A node joining may cause further partitioning to distinguish
itself from other existing nodes. If node n changes the structure
of any RPTs, it also needs to inform the affected nodes to
update their level indices accordingly. Figure 7 illustrates the
level index maintenance when node 2 joins a 3-bit identifier
space. Figure 7(a) shows the node distribution. Originally,
only node 0 is in the partition [0, 3], and its level index is
{1,U,U}. Figure 7(b) shows the RPT of key 5, where node
7, the primary node of key 5, can read the first bit of its
vector and know the existence of key 5’s replica at node 0.
After node 2 joins, node 0 is no longer the only node in the
partition [0, 3], thus further partitioning within [0, 3] becomes
necessary to differentiate node O from node 2. Subsequently,
node 0 updates its level index to {1,2, L1} and subscribes key
5 via node 2—the representative of the new partition. The
modified RPT of key 5 is illustrated in Figure 7(c). Note that
a newly-joined node triggers at most one partitioning. The
newly-generated partition consists of the newly-joined node
and at least one existing node.

Lemma 2: In an N-node network, when a node joins, on
average only O(1) nodes need to update their level indices.

Proof: According to the design of RPTs, we do not
need to partition at a level if only one of its lower partitions
has nodes. If the newly-joined node makes the partitioning
a necessity, only the existing nodes in that lower partition
need to update their level indices. Considering that nodes are
randomly distributed among partitions, the average number of
nodes in that partition is O(1). [ |

Theorem 5: In an N-node network with partition size of
2™, on average, any node joining or leaving requires O(1)
messages to update the corresponding RPTs and level indices.

When a node joins/leaves, both RPTs and level indices
can be updated with O(1) messages. The total number of
maintenance messages is still O(1).

B. Node Failure

One advantage of multi-level partitioning is fault tolerance.
The records at any level partition can be restored from its
lower-level partitions. SCOPE has a recovery process invoked

(a) Node 2 (010) joins in a 3-bit identifier space; (b) The RPT of key 5 before node 2 joins; (c) The RPT of key 5 after node 2 joins.

periodically after the stabilization process. When one peer
fails, the recovery process is executed by the new node that
takes over the failed one. The new node sends queries to its
lower-level partitions, then restores every key’s vectors based
on their responses.

Suppose a node fails in an N-node network with partition
size of 2™. In order to recover the RPTs, another node
taking over the failed node needs to collect all subscription
information from all 2™ lower-level partitions at all %
levels. On average, the total number of messages (Message)
is:

N

N
Message = 2™ (log N + log o + log Jom

+...+ log W)

mlog? N ogmlog N
2m 2
Thus, vx;hen a node fails, the recovery process only needs
O(Zm%) messages.

Comparatively, a centralized approach can recover the
replica locations by broadcasting the re-subscription requests
to all nodes or by requiring all subscribed nodes to periodically
communicate with the hashed nodes. Obviously, neither of
these methods is as effective as the method that SCOPE uses.

= 2

VI. PERFORMANCE EVALUATION

In this section, we validate the efficacy of SCOPE through
simulations. In our experiments, all nodes and keys are
randomly-selected integers. They are hashed to a 160-bit
identifier space via SHA-1. The number of partitions at each
level is 16. Specified as the Pastry default parameters, the
routing table of each node has 40 levels and each level consists
of 15 entries; the leaf set of each node has 32 entries.

A. Structure Scalability

A scalable P2P system should distribute the whole storage
load to a large number of nodes to avoid the hot-spot problem.
We consider a network consisting of 10* nodes, and vary the
total number of replicas of a key at 1, 10, 102, 10% and 10%.
In order to record a key and its locations, a record [key_id,
partition_level, partition_vector] is kept at each representative
node. We measure the number of nodes involved and the
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number of records stored on each node to evaluate scalability.
The experiments are repeated 20 times and the mean values are
plotted in Figure 8(a). With the increase of total replicas, the
number of records on a node is slowly increased. For example,
when there are 10* replicas, it is rare for a node to have more
than three records.

The height of an RPT determines the latency of operations
in SCOPE. By varying the number of nodes, we measure the
level of partitions for each node, which is equal to the height
of RPTs of all replicas on one node. Figure 8(b) plots the
mean, the 1st, and 99th percentiles of the height of RPTs with
the increase of number of nodes. The RPT heights of all keys
residing in different nodes exhibit small variations, and they
grow logarithmically with the increase of the number of nodes.

Assume subscribers follow a Zipf’s distribution, and there
are 10* and 10° keys in a 10*-node network. The number
of subscribers of i*" most popular key is equal to 1/i of
total number of nodes. Figures 9(a) and (b) plot the storage
load on each node when the number of total keys is 10* and
10°, respectively. The storage load is measured by the number
of records kept on one node. Compared with the centralized
solution, SCOPE can effectively distribute the storage load
to all nodes, thus avoiding the hot-spot problem. In these
two experiments, the maximal records on a single node are
reduced from 10004 and 10078 in the centralized solution to
105 (1/95) and 387 (1/26) in SCOPE, respectively.

Next we consider a query distribution obtained from Web
proxy logs [1]. We randomly selected 10* and 10 hostnames,
and the distribution of the number of subscribers is equal to
that of requests collected during one week period (Nov. 02
- Nov. 08, 2003). Figures 9(c) and (d) plot the storage load
on each node when the number of total keys is 10* and 10,
respectively. Again, the maximal number of records on a single
node are reduced to 418 and 1937 in SCOPE, which are 24
and 10 times less than 10098 and 19548 in the centralized
solution, respectively.

1st and 99th p‘ercentiles‘ —e—i

Average Node Height
S (o]
——
—
[EDN—
—
——

1000 10000 100000 1e+06 1e+07
Number of Nodes

1 10 100

(a) The storage distribution of different nodes; (b) The average RPT height with the change of number of nodes.

B. Operation Effectiveness

In this section, we evaluate the effectiveness of new op-
erations in SCOPE. We focus on subscribe operations only,
since the other two kinds of operations (unsubscribe/update)
are similar to subscribe operations. Figure 10(a) plots the
dynamics of the subscribe path length with the increase of total
number of nodes. SCOPE has longer paths to finish a subscribe
operation than the centralized solution, because multiple repre-
sentative nodes should be contacted before the primary nodes
are reached. In practice, when numerous subscribers exist, the
subscribe operation may terminate at a representative node,
leading to a reduced path. Figure 10(b) illustrates the effects
of multiple subscribers on the path length. If the number of
subscribers is larger than 200 in a 10*-node network, the path
length is shorter than the centralized solution.

Assume subscribers follow a Zipf’s distribution. Fig-
ures 11(a) and (b) plot the distribution of the messages
sent/received by each node in a 10*-node network with 10*
and 10° keys, respectively. Although the maximal path length
in SCOPE is longer than that of the centralized solution, the
messages from the subscribe operations are much more evenly
distributed among all nodes, instead of clogging at a few
nodes. As the simulation results shown, when the number of
keys is 10%, the maximal number of messages on a single
node is 412 in SCOPE, only about 1/25 of 10445 in the
centralized solution. When the number of keys is 10, the
maximal number of messages on a single node increases to
1410 in SCOPE, but still only about one seventh of 10406 in
the centralized solution.

When the subscriber distribution is obtained from proxy
logs [1], Figures 11(c) and (d) illustrate the distribution of the
messages sent/received by each node in a 10*-node network
with 10* and 10° keys, respectively. The maximal number of
messages on a single node in SCOPE is only one sixth (1906
vs. 11218) and one fourth (7925 vs. 33068) of the centralized
solution in these two cases, respectively.
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Fig. 9. With the Zipf’s distribution, the number of records kept by each node in: (a) 10*-key, 10*-node network; (b) 10°-key, 10*-node network; with the
distribution obtained from proxy logs, the number of records kept by each node in: (c) 10%-key, 10%-node network; (d) 10%-key, 10%-node network.
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Fig. 10. (a) The subscribe operation path length in SCOPE compared with the centralized solution; (b) The changes of subscribe operation path length with
the variance of number of subscribers.

C. Maintenance Cost induced by SCOPE. The first part of maintenance, transferring

RPT, can be completed through a regular operation in Pastry.
The second part of maintenance, further partitioning, needs
additional operations. Figure 12(a) illustrates the number of
affected nodes when a new node joins. On average, a newly-
joined node only invokes 0.5 node to update its level index,

The maintenance cost includes node joining and leaving,
and node failure recovery. Besides the maintenance routines
in Pastry, node joining/leaving needs additional operations
to maintain an RPT. We focus on the additional overhead
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Fig. 12. (a) The number of nodes to update their level indices at a node joining; (b) The number of maintenance messages in a network with certain node
failure rate.

disregarding the size of a P2P system. only count the additional messages in the network to recover

One important feature in SCOPE is its efficient recovery from node failures. In SCOPE, the new representative nodes
mechanism when a node failure is detected. As in Pastry, in communicate with the lower-level representatives to recover
order to detect node failures, the neighboring nodes periodi- RPTs in case of a node failure. On the contrary, the centralized
cally exchange keep-alive messages. In our experiments, we solution has to broadcast the recovery information to all nodes.
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Fig. 13.
Zipf’s and proxy log-based distributions.

Figure 12(b) shows the message rate in a 10*-node network
with given node failure rates. Compared with the centralized
solution, SCOPE only consumes about one fifth of messages
to recover under different failure rates.

D. Fault Tolerance

When a node fails, in order to propagate the update, a cen-
tralized scheme relies on broadcasting to reach the destination
nodes. In contrast, SCOPE only needs to send the update
notifications to representative nodes at the lower levels. We
simulate a network with 10* nodes and 10* keys. Figure 13(a)
plots the total number of messages of an update operation with
the increase of failed nodes. Note that the update is made on
an object with 10, 100, or 1000 replicas, respectively. In all
cases, the number of messages for the update is proportionally
increased with the fraction of failed nodes. Assume subscribers
follow either Zipf’s or proxy log-based distribution, Figure
13(b) plots the total number of messages if all keys are updated
once. The number of messages in SCOPE is about 5%-10%
of the message overhead in the centralized scheme for both
Zipf’s and proxy log-based distributions.

VII. DESIGN ALTERNATIVES

Selected Representative Nodes

Frequent node joins and leaves, which is not uncommon in
practice [2], could significantly degrade the performance of
SCOPE. However, we can mitigate this performance degra-
dation by pre-selecting representative nodes in RPTs. Not all
nodes are eligible for being representative nodes; only those
trusted and stable ones are selected as representatives for each
partition. Since transient nodes join at the bottom level, the
higher-level partitions are relatively stable and the cost of
maintaining RPTs is minimized.

Direct Notification

In the base SCOPE protocol, the update process needs to
traverse multiple partitions even if only one replica remains
in the P2P system. If privacy is not a concern, SCOPE can be
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(a) The number of messages for an update in a 10*-node network; (b) The total messages for updates in a 10%-key, 10*-node network for both

easily extended to record subscribers’ IP addresses to shorten
the latency of update notifications. If a node/partition is the
first one to subscribe a key in the upper-level partition, this par-
tition records its IP address in addition to the partition vector.
When the upper level receives an update notification, it directly
forwards the message to the node with the corresponding IP
address without traversing the partition tree.

Dynamic Partitioning

The partition number at each level is predefined and
fixed in the base SCOPE. A large number of partitions
may reduce the total number of levels, thus lower sub-
scribe/unsubscribe/update latency, but at the expense of high
space overhead caused by a large number of partition vectors.
On the other hand, a small number of partitions may increase
the number of levels with low space overhead. Considering
the tradeoff between routing latency and storage overhead, our
partitioning scheme could be dynamic, in which the number of
partitions is adaptively changed with respect to the popularity
of a key. In this scheme, the root of the RPT for a key
decides the appropriate number of partitions for that key. Since
subscribers of the key do not know the number of partitions,
subscribe/unsubscribe operations always start from the root
RPT vectors.

VIII. CONCLUSION

The challenges to building a consistent P2P system are
twofold: large scale and high failure rates. In this paper, we
proposed a scalable, consistent structured P2P system, called
SCOPE. Based on structured DHTs, SCOPE builds a replica-
partition-tree for each key to distribute its replica location
information among peers. In an N-node network, each peer
is guaranteed to keep at most O(log N) partition vectors for
a single key, regardless of the key’s value and its popular-
ity. Three new primitives, subscribe/unsubscribe/update, are
introduced specifically to maintain the replica consistency.
Due to hierarchical management, these operations can be
committed efficiently with minimal maintenance cost. Only



O(1) nodes are updated when a node joins or leaves, and
only O(log® N) messages are transmitted to recover a node
failure. Our theoretical analyses and simulation experiments
have shown that SCOPE scales well with the number of
nodes, maintains consistency effectively, and recovers from
node failures efficiently.
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