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•  Today: Focus on Interactions Among Nodes & Across Layers   
–  Among Nodes: 

•  Competition 
•  Collaboration 
•  Cooperation  

–  Across Layers: 
•  MAC-PHY 
•  NET-PHY 

•  APP-PHY ← Information Transmission & Statistical Inference 
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•  PHY Security in Wireless Communication Networks 

         Motivated by Secure Information Transmission   

•  Distributed Learning 

  Motivated by Statistical Inference in Wireless Sensor Networks 

•  Finite-Blocklength Capacity 

         Motivated by Multimedia Information Transmission 

•  Message Delivery in Small-World Networks 

     Motivated by Social Networking (Information & Inference) 
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•  Key Techniques for Improving Capacity & Reliability:   
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–  Cooperation & Relaying 

–  Cognitive Radio  
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•  Key Techniques for Improving Capacity & Reliability:   

–  MIMO 

–  Cooperation & Relaying 

–  Cognitive Radio  

•  What About Security?   

–  Traditionally a higher-layer issue (APP or Presentation) 

–  Encryption can be complex and difficult without infrastructure   

–  Information theoretic security examines the fundamental ability 

of the PHY to provide security 

–  Caveat: This is still largely a theoretical issue 
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PHY Security in Wireless Communication Nets 

•  Relay Channels [e.g., w/ Aggarwal, Sankar, Calderbank – JWCN’09 & w/ Kim – 
IT’11]:  Source and relay cooperate to improve security. 

•  MIMO [e.g., w/ Liu, Liu, Shamai – IT’10]: Use of multiple transmit & receive 
antennas allows simultaneous secure broadcast without rate penalty. 
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Distributed Learning 
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•  m learning agents   (i.e., sensors) 

•  n training data  
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–  d 
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A Collaborative Algorithm 
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•  50 sensors uniform in [-1, 1] 

•  Sensor i observes yi = f(xi) + ni 

–  {ni} is i.i.d. N(0,1) 

–  regression function f is linear  

–  i and j are neighbors: |xi-xj| < r 

•  Sensors employ linear kernel 

Experiment 
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•  Consistency w. Limited Capacity 

              [w/ Predd, Kulkarni - IT’06] 
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•  Judgment Aggregation  

     [w/ Osherson et al. - Decision Analysis ’08, ’11] 

•  Attribute Distributed Data  

       [w/ Zheng et al. – SP’11] 

Distributed Learning 
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Finite-Blocklength Capacity 

Encoder Channel Decoder Source 

1, 2, … , M W Xn Yn Ŵ 

n  C    (capacity) 
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Analysis of Codes 
(normalized to the approx.; ε = 10-4) 

ARQ: Optimal ε vs. n 
(AWGN; SNR = 0 dB) 

More generally: information theory for finite n? 
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•  Milgram’s 1967 experiment:  

–  Two striking conclusions:  

•  people are connected through short chains of acquaintances 

•  these chains can be found via local information 

•  Analysis can help explain this 
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Message Delivery in Small-World Nets 

•  Source and target nodes 
are placed at arbitrary 
positions. 

•  Their separation is d. 

•  n other relay nodes are 
distributed uniformly over 
the domain. 

•  Each node has local 
communication range r.  

•  Each node has one long-
distance neighbor. 

•  Greedy geographic routing.   

Local neighbors 

Long-distance 
neighbor 



•  Define  

•  Recursive equation: 

•  Solution for the recursion:  
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•  Effects of Short-cuts on Packet Delay:  
–  short distances: message delivery grows linearly  
–  long distances: message delivery time saturates to a constant 
–  Observation of Travers & Milgram [Sociometry ‘69]: “Chains which 

converge on the target principally by using geographic information reach 
his hometown or surrounding areas readily, but once there often circulate 
before entering target’s circle of acquaintances.”  
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On the Circle On the Sphere 
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•  PHY Security in Wireless Communication Networks 

         Motivated by Secure Information Transmission   

•  Distributed Learning 

  Motivated by Statistical Inference in Wireless Sensor Networks 

•  Finite-Blocklength Capacity 

         Motivated by Multimedia Information Transmission 

•  Message Delivery in Small-World Networks 

          Motivated by Social Networking (Information & Inference) 
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Thank you! 


