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Overview

* Introduce SemanticPrism

 The application of SemanticPrism
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SemanticPrism

* Aims to analyze large-scale high dimensional
cyber security datasets

* Three different perspectives:
— Spatiotemporal distribution

— Overall temporal trends
— Pixel-based IP address blocks



CISC850
Cyber Analytics

Geospatial-temporal visualization

Regular . time slider
Branch Office[..— =
1E3

regional  _
headquarters
headquarters| Off-line
anddata T computers
centers

Time A Sxzxaizen:

zone -+ I —




CISC850

Cyber Analytics

Geospatial-temporal visualization
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/oom and navigate
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/oom and navigate
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/oom and navigate

Level3:

number of
computers

25-14

8 d S@s
-

R25-3
97

' Bl P L
R25-

% '
6 r:) = ;
0 T X =
40 = Evd) ,’/ L 3 A 4'\‘
0 ) 0 S M N

0 . Ay ) (s N\&s. A
2 N . f/ \\ ¢3
10 & R25:2 # 5
0 9 (_h {\/:... ﬁ ,rJ

o B 8& 8 8 3¢
g

temporal - \ﬁfvt
direction @ .




Level4:

CISC850

Cyber Analytics

/oom and navigate

history status of each individual computer within

the office
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Time series curves

The linear
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Time series curves

The logarithmic
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Time series curves
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Time series curves
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Pixel-based visualizations
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Pixel-based visualizations

e The user can choose to see the curves of NOCs statuses
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The application of SemanticPrism

e Detection of problematic computers at an early stage
* Overall trend of policy violations and activities
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Detection of problematic computers at an early stage
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Overall trend of policy violations and activities
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Thank You!



