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Overview

• Introduce  SemanticPrism

• The application of SemanticPrism
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SemanticPrism

• Aims to analyze large-scale high dimensional 
cyber security datasets

• Three different perspectives:

– Spatiotemporal distribution

– Overall temporal trends

– Pixel-based IP address blocks
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Geospatial-temporal visualization

Choose Activity
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Use blinking squares indicates to 
the analyst the trends of the policy 
status and activity 



Geospatial-temporal visualization

Kernel density estimation 
(KDE) heat map.
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Zoom and navigate 
Level1:
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Zoom and navigate 
Level2:

the percentage of 
computers with different 
policy statuses

total number of
computers in 
the office

to mark if computers 
with certain policy 
statuses exist 
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Zoom and navigate 
Level3:
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Zoom and navigate 
Level4:

history status of each individual computer within 
the office The history of a 

computer’s 
policy status 

NOCs 
activities
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Time series curves 
The linear

Too small to 
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Time series curves 
The logarithmic
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Time series curves 
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Time series curves 
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Pixel-based visualizations 
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showing the selected policy 
status and activity



Pixel-based visualizations 
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Pixel-based visualizations 
•
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Pixel-based visualizations 
• The user can choose to see the curves of NOCs statuses
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The application of SemanticPrism

• Detection of problematic computers at an early stage

• Overall trend of policy violations and activities
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Detection of problematic computers at an early stage 

Time series 
curve

Previous and future 
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Overall trend of policy violations and activities

Know there is a 
growth

Know the spatial 
pattern of the 
spread

see that
more and more IP 
blocks are affected 

And
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Thank You!
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