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Overview

* Dynamic analysis
e Results abstracted into small summaries

* Visualized using
— Treemaps
e Relative frequency of system calls

— Thread graphs

* Temporal behavior
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Method

e Run in CWSandbox for two minutes
* Record all system-level activity to an XML file

* Perform abstractions (next slide)
e 2,500 to 4,000 reports per day are generated
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Data Organization

* API calls with similar functionality grouped
together in sections

* Arguments of each API sorted in order of
decreasing relevance
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Abstraction

e Abstraction levels
1. Sections only
2. + names of API calls in each section

3. +information about most the most significant
arguments

4. + information about additional arguments
e Levels 2 and 3 are the most useful
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Treemap

* Nested rectangles

— Width proportional to percentage of section’s API
calls

— Height proportional to APl operation frequency

e Sections are plotted in fixed colors and order
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Treemap Colors, Left to Right

Red Com

Blue DLL handling
Green / Light Green File system
Royal Blue Ini

Dark Blue / Purple Registry

Magenta / Grey / Light Green  Process info

Green System info
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Thread Graph

e X axisis time
* Y indicates section or operation
* Different threads are shown in different colors

— Operations have to exceed a threshold to be
displayed
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Hookshell Treemap

HOOKSHELL-207706_1265393




api-call sections

Hookshell — sections only
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Visual Clustering

* Based on 13 families from 2,000 samples of
known malware

e Authors conclude is that visual matching is of
limited use
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Treemaps by Family

ADULTBROWSER-227364_1265996 LOOPER-146883 1264370 SRAMLER-77234 1264075 BAGLE-207556_1265374

section section section secti
ADULTBROWSER-227370_1266029 LOOPER-154080_1264697 SRAMLER-77768_12640 BAGLE-207223 1265368
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Visualizing Data Files

* One can visualize a data file by opening it with
its intended application

* Analyzed 17 malicious and 200 benign PDF
files
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Results

e Adobe Acrobat Reader does not show the
same behavior for all the benign PDF files

* Nor does it show the same behavior for all
malicious PDF files
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Both Benign PDF
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Both Malicious PDF

pdf-538460_878305 - pdf-1779344 1557883
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Benign & Malicious PDF

pdf-1518717_1535157 _ pdf-538460_878305
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Conclusions

 Treemaps and thread graphs are useful
visualizations of malware

* Visual clustering is interesting, but the authors
were unclear about its utility



