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- Sigmal as a malware detection framework 
- Results of testing Sigmal on samples 

Abstract 



● Static, dynamic and statistical analyses

● Malwares variants

● N-gram feature extraction

Introduction
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Signal processing based features

• Feature extraction,  Feature computation
Section aware feature extraction
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Comparison
• N-gram based detection

• PE structure based detection

• Control flow graph-based detection
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• Benign, Malicious and real world datasets collected
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Fig 5: Feature robustness against noise.

Evaluation
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Fig. 6 : Nearest neighbor distribution for a 100 thousand samples
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Fig. 7 : Comparison of malware detection algorithms
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Fig. 8 : Query performance comparison.



Real world experiments
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Fig. 10: Precision and recall of the Sigmal detection on the real world samples.

Results:
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Limitations and Related Work:

• Signal Processing 

• Static malware similarity
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Conclusion:

• Sigmal detection framework.
• Heuristics based features
• High precision capability. 


