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1. Introduction

• mutations of only a few malware programs 

• reduce time

• 10,922 randomly chosen executable files
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2. BACKGROUND: ANALYSIS TIME
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3. REDUCING THE OVERALL ANALYSIS TIME

• Checkpoint time Tc

• te(b): Tc << te(b)

• tpre−empted(b) = ts(b) + Tc

• ta(b)− tpre−empted(b) 

CISC850
Cyber Analytics



3.1 Behavioral Profiles

• Timing information ( timestamp value )
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3.2 Comparison

• dist(bp(a), bp(b)) < d

• Jaccard distance:
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• Extended Jaccard Distance  



3.3 Efficient Nearest Neighbor Search

• Locality Sensitive Hashing (LSH)
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3.4 The Analysis Process
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4.1 Prototype Implementation

• On-the-fly generation of the behavioral profile

• Timestamps

• LSH

• Mapping feature strings to integer values

• LSH configuration
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4.2 Experiment with a Reference Set

• Virut

• Allaple.1

• Allaple.2

• Trojan-PWS.Win32.LdPinch
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4.3 Real-World Experiments
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5. LIMITATIONS

• do not reveal true behavior during the short 
period

• against specific attacks
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6. CONCLUSIONS

• 10,922 randomly chosen executable files

• 2,747 files (25.25%)

• 190.8 hours saved 
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