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1. Introduction

• Robust and efficient approach

• Malware  behavior  at API-level.

• Achieving high accuracy  and  low false 
positive rates.
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2. Approach



3. Feature Extraction and Refinement

• Extraction of Dangerous APIs

• Extraction of Package Level Information

• Extraction of APIs Parameters



3.1 Extraction of Dangerous APIs

• Generate a list of distinct API calls.

• Format of a distinct API- Class Name, Method  
Name,  and  Descriptor.



3.2 Extraction of Package Level 
Information

• Removing all common packages

• Checking if the API is invoked by a third party 
or not.



3.3 Extraction of API parameters 



4. Insights in API-Level Malware 
Behavior



4.1 Types of APIs

• Application-specific

• Android framework resources

• DVM related resources APIs

• System resources APIs

• Utilities APIs



4.2 Parameters Features



5. Classification and Evaluation

• Data Set and classification of models

• Permission based feature set

• API based feature distribution 

• Comparison of Models. 

• Processing time.



5.1 Data Set and classification of 
models 

• Analyzed around 20,000 apps.

• ID3 DT , C4.5 DT, KNN, and linear SVM models.

• C4.5 and ID3 are  related   to  decision  trees  
and  KNN  belong  to  Lazy  classifiers.



5.2 Classification Models

• How is TPR calculated:  TP/ (TP + FN)

• How is TNR Calculated : TN/ (TN + FP) 

• Accuracy: ( TP + TN)/ (TP + TN + FP + FN)



5.3 Permission-Based Feature Set



5.4.1 API-Based Feature Accuracy



5.5.1 Models Comparison- Accuracy



5.5.2   True Positive Ratio  



5.5.3   True Negative Ratio 



5.6 Processing Time



Conclusion

• Extracted API calls that malware invoke and 
performed classification

• Achieve a better accuracy, TPR and TNR than 
the permissions-based feature  models.  


