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What is Dynamic Analysis?

Dynamic or behavioral analysis is observing the behavior of the 
malware while it is actually running on a host system
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Uses Cases

• Computer security incident management

• Malware research

• Indicator of compromise extraction
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YARA

• Helping malware researchers to identify and classify 
malware samples
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MAEC

• “A standardized language for encoding and 
communicating high-fidelity information about 
malware based upon attributes such as behaviors, 
artifacts, and attack patterns”

• A standard is necessary to provide a common way 
to share malware analysis results among 
organizations to avoid duplicate, inaccurate work

https://maec.mitre.org/index.html
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Sandbox Goals

Visibility

Resistance to detection

Scalability
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Necessary Questions

• What kind of files do I want to analyze?

• What volume of analyses do I want to be able to 
handle?

• Which platform do I want to use to run my analysis 
on?

• What kind of information I want about the file?
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Environment Setup

• What operating system should I use? Hardware?

• Intentional traces of normal usage
• browsing history
• Cookies
• Documents
• Images 

• Necessary applications for malware to execute
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Features

• Traces of calls performed by all processes spawned by the 
malware.

• Files being created, deleted and downloaded by the malware 
during its execution.

• Memory dumps of the malware processes.
• Network traffic trace in PCAP format.
• Screenshots taken during the execution of the malware.
• Full memory dumps of the machines.
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Examples of Features
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Examples of Features cont.
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Dynamic Downfalls

• Dynamic malware analysis is not deterministic
• Success depends on a billion factors

• Anti-sandboxing malware
• Environmental awareness
• Obfuscating internal data
• Timing based evasion
• Simulated Randomness
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What tools are available?
https://github.com/rshipp/awesome-malware-analysis


