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Overview 
• Supervised classification 

•  perceptron, support vector machine, loss 
functions, kernels, random forests, neural 
networks, and deep learning 

• Supervised regression 
•  ridge regression, lasso regression, SVM 

regression 
• Unsupervised learning 

•  Nearest Neighbor, PCA 
• Excellent 
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Example 1 
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Example 2 



CISC 849 : CyberAnalytics 

Classifier Learnt from Data 
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Example 3 
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Example 4 
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Three Learning Problems 
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Three Learning Problems 
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Cybersecurity Examples? 

•  What are some examples of 
cybersecurity problems that can 
be phrased as a machine 
learning problem? 
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Cybersecurity Examples? 

•  Is a file being downloaded malware? 
•  What family does a malware belong to? 
•  What are the capabilities of a malware? 

•  File Encryption? Password stealer? 
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Cybersecurity Examples? 

•  What is malware severity? 
•   Predict from 1 to 100, where 1 is benign 

and 100 is really really bad 
•  What is the risk score of an organization? 

•  Depends on vulnerabilities, attacks, 
protection?  
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Break 
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Supervised Learning 
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K Nearest Neighbor Classifier 
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Sampling Assumption 
• Assume training examples are drawn 
independently from set of possible examples 
 
• Makes it unlikely that strong regularity in the 
training data will be absent in the test data 
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Sampling Assumption 
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K=1 
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K=7 
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Properties and Training 
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Regression 

y 

x 
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Regression 
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How to set parameters? 
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Malware Detection ML Data 

… 

…
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Malware Detection ML Data 

… 
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Malware Detection ML Data 

… 


