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Abstract 
In this paper we present a new method of embed- 

ding information within digital images, called Spread 
Spectrum Image St eg anograp h y (SSIS) . St eg an ogra- 
phy, which means “covered writing” in Greek, is the 
science of  communicating in a hidden manner. SSIS 
conceals a message of substantial length within digi- 
tal imagery while maintaining the original image size 
and dynamic range. The hidden message can be recov- 
ered using the appropriate keys without any knowledge 
of the original image. Image processing, error control 
coding, and spread spectrum techniques used to conceal 
the hidden data are described, and the performance 
of the technique is illustrated. The message embedded 
b y  this method can be in the form of text, imagery, 
or any other digital signal. Applications for  such a 
data-hiding scheme include in-band captioning, hid- 
den communication, image tamperproofing, authenti- 
cation, invisible map overlays, embedded control, and 
revision tracking. 

1 Introduction 
The prevalence of multimedia data in our electronic 

world exposes a new avenue for communication using 
digital steganography. Steganography, where the oc- 
currence of communication is concealed, differs from 
cryptography in which communication is evident but 
the content of that  communication is camouflaged. 
To be usdful a steganographic system must provide 
a method to embed d a t a  imperceptibly, allow the data 
to be readily extracted, promote a high information 
rate or capacity, and incorporate a certain amount of 
resistance to removal [1][2]. 

There are many applications for techniques that 
embed information within digital images. The dis- 
patch of hidden messages is an obvious function, but 
today’s technology stimulates even more subtle uses. 
In-band captioning, such as movie subtitles, is one 
such use where textual information can be embedded 
within the image. The ability to deposit image cre- 
ation and revision information within the image pro- 
vides a form of revision tracking. Authentication and 
tamper proofing as security measures are yet other 
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functions that could be provided. These are but a few 
of the possible uses of image steganography. 

Schemes where the original cover signal is needed 
to reveal the hidden information are known as cover 
escrow. In many applications it is not practical to re- 
quire the possession of the unaltered cover signal in 
order to extract the hidden information. More prag- 
matic methods, known as blind or oblivious schemes, 
allow direct extraction of the embedded data from 
the modified signal without knowledge of the original 
cover. 

A block diagram of a blind image steganographic 
system is depicted in Figure 1. A message is embedded 
in a digital image by the stegosystem encoder which 
uses a key or password. The resulting stegoimage is 
transmitted over a channel to the receiver where it is 
processed by the stegosystem decoder using the same 
key. During transmission the stegoimage can be mon- 
itored by unintended viewers who will notice only the 
transmittal of the innocuous image without discover- 
ing the existence of the hidden message. 
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Figure 1: Overview of Steganographic System 

2 SSIS 
Our method is a data-hiding steganographic 

method that uses digital imagery as a cover signal. 
SSIS provides the ability to hide a significant quan- 
tity of information bits within digital images while 
avoiding detection by an observer or computer anal- 
ysis. Furthermore, by incorporated image processing 
techniques the original image is not needed to extract 
the hidden information, thereby resulting in a more 
pragmatic system. The proposed recipient need only 
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possess a key in order to  reveal the message. The very 
existence of the hidden information is virtually unde- 
tectable by human or computer. 

Techniques of spread spectrum communication, 
error-control coding, and image processing are com- 
bined to  accomplish SSIS. The SSIS encoder and de- 
coder are shown in Figures 2 and 3. The fundamental 
concept of SSIS is the embedding of the hidden in- 
formation within noise, which is then added to the 
digital image. This noise is typical of that inherent to 
the image acquisition process [3] and, if kept a t  low 
levels, is not perceptible to  the human eye nor is it 
susceptible to detection by computer analysis witli- 
out access to  the original image. In order for SSIS 
to be a blind steganography scheme, a version of the 
original image must be acquired from the stegoimage. 
To accomplish this, image restoration techniques are 
used. An estimate of the embedded signal that was 
added to the original cover image is recovered by tak- 
ing the difference between the restored image and the 
stegoimage. Finally, because the noise is of low power 
and the restoration process is not perfect, the estima- 
tion of the embedded signal is poor, resulting in a high 
embedded signal bit error rate (BER). To compensate, 
a low-rate error-correcting code is incorporated in to  
the system. This conglomeration of communication 
and image processing techniques provides a method 
of reliable blind image steganography. 
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Figure 2: SSIS Encoder 
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3 Performance 
We illustrate the performance of SSIS using the 

original 512 x 512 image appearing in Figure 4, enti- 
tled Sunflower. We strive for total error-free recovery 
of the hidden data, presuming that the hidden message 
will be compressed using methods that are intolerant 
to  errors. 

As an example we have hidden a message within 
the image of Figure 5. The steganographic signal-t,o- 
noise ratio (SNR), the ratio of embedded signal power 
to cover image power, for this image is -34 dB. The re- 
sulting stegoimage yields a capacity of approximately 
5 kilobytes of hidden information. 

4 Conclusions 
We have presented a novel steganographic method- 

ology that uses error control coding, image processing, 
and spread spectrum techniques. This process pro- 
vides a method for concealing a digital signal within 
a cover image without increasing the size of the im- 
age. Additionally, cover image escrow is not needed 
due the image restoration resulting in a more practical 
system. A level of security is provided by the necessity 
that both sender and receiver possess the same pub- 
lic or private keys. Furthermore, the embedded signal 
power is insignificant compared to  that of the cover 
image. This insignificances provides low probability 
of detection, and thereby leaves an observer unaware 
that the hidden data exist. 
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Figure 3: SSIS Decoder 
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Figure 4: Original Image - Sunflower 

Figure 5: Images With Embedded Signal 
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