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ABSTRACT

Network anomalies such as packet reordering andydgpikes
can result in spurious retransmissions and degradermance of
reliable transport protocols such as TCP and S®EBt research
showed that in certain networks or paths, such atiemwere
fairly common. The result was a series of propog#iel,
DSACK-based, F-RTO) targeted towards making a fraris
robust to such events. Most of the proposals fateseTCP and
assumed applicability to SCTP. This paper focuseSGTP and
makes three contributions. First, the effect of rigus
retransmissions in SCTP is shown to be more agtgdvhan in
TCP, leading to a problem of congestion window guewth.
Second, it is shown that most but not all of thiitsmn space is
shared between TCP and SCTP. An extension to tffiel Ei
algorithm is proposed. Third, a microscopic as wels
macroscopic comparison of the Eifel algorithm anel DSACK-
based algorithm is presented. Such a comparisohpnavide
implementers and vendors a clearer view of theiegdmlity and
tradeoffs involved in different algorithms.

1. INTRODUCTION

Network anomalies that may degrade the performarice
reliable transport protocol are manyfold. This pafszuses on
two such anomalies: packet reordering and deldgespi

The statistics on packet reordering caused by avamkt
element have been the cause of much debate dhengpst years.
Some work shows that packet reordering is fairlynown in
certain paths on the Internet, with measuremertsvisly that as
many as 90% of the connections experience reogi¢BRS99],
while others show that packet reordering is a eaent with the
degree of reordering below 2% [Pax97]. Nevertheladlspast
work recognizes that packet reordering is a netvpodperty (one
of the causes being a naive load balancing schesed hy a
router), and that there may be networks/paths @& Ititernet
where an unacceptable amount of reordering is sstee [BPS99,
Pax97]. A granularity of packet reordering excegdithe
duplicate ack threshold of the fast-retransmit atgom may cause
a sender to retransmit data and trigger congestiatrol [APS99,
Jac88] unnecessarily.

A sudden increase in the end-to-end delay is refeto as a
delay spike. The case for delay spikes is moreqamoeoed and can
be caused in the Internet by events such as rbppény [AllOO,
AP99, Bol93]. If seen from a transport perspectasm aggressive
retransmission timer calculation can result in nfoeguent delay
spikes. It is well accepted that wireless links eahibit delay
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spikes quite frequently due to link layer ARQ [LR@k reactive
resource allocations, besides others [Gur01, YKB2hdovers or
cell changes in wireless cellular networks are lagiotause for
highly variable delays [GP®2, KAG'01]. A delay spike can
cause an expiration of the retransmission timethatsender (a
spurious timeout), leading to unnecessary retrassions and
triggering of congestion control [LKOO].

The studies described above spun a series of obseark
targeted towards making a transport robust to sawEnts. The
Eifel algorithm [LMO3] uses the timestamp option FCP
[JBB92] as an explicit signaling mechanism, andhfe to detect
spurious fast retransmits as well as spurious titeeoThe
DSACK-based algorithm [BAO4] uses the DSACK notfion
[FMM™00], a signal from the receiver indicating it haseived a
packet more than once, to detect both spuriousrésinsmits
and spurious timeouts. Forward RTO (F-RTO) [SKRl]a
heuristic algorithm which changes the retransmisgiattern of a
sender after a timeout event, and watches the iimgprcks to
detect spurious timeouts. The above schemes haredreposed
within the IETF. The Eifel and DSACK-based algonith are
already experimental RFCs. The purpose of havintjipfels such
algorithms is to give implementers and vendors @icehto use
whichever algorithm is more appropriate and robfest their
networks while keeping in mind the tradeoffs inadv

The Stream Control Transmission Protocol (SCTRhisETF
standards track transport layer protocol [SX®] that is gaining
acceptance both as a general purpose transporasiral next
generation signaling transport [CI23, SMO01]. Like TCP, SCTP
provides an application with a full duplex, reliaplconnection-
oriented transmission service. The congestion obptinciples in
SCTP are broadly derived from TCP. Unlike TCP, S@T®vides
additional transport services such as multistregmimultihoming
and preservation of message boundaries.
mechanisms in loss recovery and congestion comtales SCTP
also vulnerable to the problem of spurious retrassions. The
Eifel algorithm has been proposed only for TCP. TH®ACK-
based algorithm has been proposed for both TCP S@@P
(SCTP has a counterpart to DSACK known as DupTSiNsanin
the SCTP context we refer to the algorithm as Duypb&sed
algorithm). F-RTO is currently being revised to swoler SCTP
[SKRO4]. However, two items missing in the past kvare (a)
research regarding interaction and applicability dfese
algorithms with SCTP, and (b) a comparison of tHmve
algorithms for TCP or SCTP.

In this paper, we address these missing items. tgy she
problem space of spurious retransmissions with SGfiE show
that the effects of spurious timeouts are morerseveSCTP than
in TCP. We discuss the features of SCTP that madtificult to
directly apply TCP based algorithms to SCTP. Weppse an
extension of the Eifel algorithm for SCTP, and fipave present
comparisons of the Eifel algorithm and the DupTSiddd
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algorithm both from a microscopic and macroscopcspective
(this comparison is relevant to both SCTP and TARjs paper
does not consider the F-RTO algorithm for two reasd-irst, F-
RTO caters solely to the problem of spurious tinte@nd not to
spurious fast retransmits. Second, at the timeriing this paper
F-RTO has not been modified completely to work @mjanction
with SCTP.

The rest of this paper is organized as follows.tiSec2
discusses the different proposals for detection spfirious
retransmissions. Section 3 gives a background &fFSteatures
related to the work described in the paper. A reéamiliar with
SCTP may skip this section. Section 4 illustrates problem
space and discusses the more serious implicatibrepurious
timeouts in SCTP. It also presents an extensionhto Eifel
algorithm for SCTP. Section 5 brings out a micrgsco
evaluation of the Eifel and DupTSN-based algorith®saction 6
discusses the metrics used for macroscopic evatuand the
results obtained. Section 7 concludes the paper.

2. RELATED WORK

The Eifel algorithm was originally proposed in [L8J0 The
algorithm as initially proposed could either use #xisting TCP
timestamp option [JBB92], or called for a new flagthe TCP
header. Due to the limited number of available Tefader bits,
the consensus in the IETF was to use the timestgptipn. An
Eifel-enabled sender [LMO3] stores the timestamjue/af the
first retransmission sent in loss recovery in thetr&8smitTS
variable. On the receipt of the first acceptablk, dbe sender
compares the value of timestamp echoed in that \aith
RetransmitTS. If the echoed timestamp value is dotm be
earlier, the sender concludes that the earlieamstnission (either
due to a timeout or a fast retransmit) was spuridhs advantage
of the Eifel algorithm, intuitively, is that it igble to detect a
spurious retransmission soon enough to avoid futhaecessary
retransmissions, and is a complete solution caetim the
problem of packet reordering, delay spikes as \asllpacket
duplication. The disadvantage is that the Eifebatgm requires
the timestamp option to be enabled for the conoectivhich is a
12 byte overhead per packet. The Eifel algorithndesned in
[LMO3] does not consider SCTP; it only targets TCP.

The DSACK-based algorithm [BAO4] uses DSACK
information in TCP [FMMOO] to detect if a retransmission was
spurious. A DSACK tells a sender that the recehas received a
packet more than once (if a sender had only senp#itket once,
a DSACK implies that duplicates were created in riieéwork).
The algorithm calls for maintaining sender sidetestep store
meta-information about the retransmitted segments particular
loss recovery phase. On receiving DSACK notifigasio the
sender updates the data structure corresponditfglie sender
finds that all retransmitted segments have alsa leported in
DSACKSs, it concludes that all retransmissions (fastansmits or
timeout-based) were spurious. The DSACK-based #fgnrdoes
not add packet overhead. The disadvantage ishbatltjorithm is
not robust to packet duplication within the netwaakd to loss of
acks (as a DSACK is reported only once). Also, BRACK
information comes only after loss recovery hasegiiso a sender
cannot detect a spurious retransmission while énldss recovery
phase. Further, local state at the sender (folingtathe meta-
information of retransmissions) has to be main@&in8CTP’s
analogy to DSACK is called DupTSN (Duplicate TSN)e

proposed DSACK-based algorithm applies to both T&wl
SCTP.

F-RTO is a heuristic algorithm that changes a seésde
transmission pattern after a timeout. On a timeausender
retransmits the oldest unacknowledged segmenth@ditst ack
arrives, the sender transmits new data segmerappased to the
normal timeout recovery of sending retransmissidhsghe next
ack covers a segment that was not retransmittesl, sénder
concludes that the timeout was spurious. The adgantf F-RTO
is that it adds no packet overhead and is a sesider only
algorithm. The disadvantage is that the algorithrarks on
heuristics leading to corner cases and becomes|oataa if the
application has no new data to send when called byd=-RTO.
F-RTO caters only to the problem of spurious tinteand not to
spurious fast retransmits. F-RTO is in the procddseing revised
for use with SCTP.

The above mentioned schemes can “detect” spurious
retransmissions. Also required is a response algorilLGO03,
BDAO3] for correcting or undoing the previous costien control
changes. Explicitly out of scope of this paperhis eévaluation of
the different response algorithms. The interestedier is pointed
to [BA02, GLO3] for such evaluations.

Note that packet reordering in SCTP can also beezhdue to
application initiated changeovers [IG#8] or transport layer
Concurrent Multipath Transfer (CMT) [ISA3]. Solutions to
transport reordering attempt to avoid spuriousaretmissions in
the first place. On the other hand, spurious remassions caused
by network reordering are often unavoidable. Tliggr discusses
the latter, i.e. the problem of packet reorderirgised by the
network.

3. SCTP BACKGROUND

We briefly describe two SCTP features that the eeatiould
be familiar with to understand the discussion fiolows in this

paper.

« Chunk Based Transmissiof8CTP [SXMO0Q] is a message-
oriented protocol, in contrast to the byte-streaymiature of TCP.
An application write is treated as a message amislated into
one or more SCTP DATA chunks, depending on whether
message fits in one Path Maximum Transmission (RITU).
Each DATA chunk is assigned a Transmission Sequisinceber
(TSN). While TCP assigns sequence numbers to b@es,P
assigns TSNs to chunks. If the application is wgtismall
messages, more than one DATA chunk can be “bundied"the
same SCTP packet. This concatenation mechanismawrk as
chunk bundling. Further, SCTP incorporates conttalnks such
as SACK, HB (Heart Beat), ECNE (ECN Echo), etc.jolitan
also be bundled with DATA chunks.

¢ Multihoming: A host is said to be multihomed if it can be
addressed by multiple IP addresses. TCP as a tdrdpes not
support multihoming. At any point in time during BCP
connection, if an endpoint's IP address becomezésaible (say,
due to interface/link failure), TCP's connectionllwimeout
multiple times and eventually abort, thus forcihg tapplication
or user to recover (assuming the application iviging data to
TCP). On the other hand, SCTP has a built in faitletection and
recovery system, known as failover [SX00], which allows
associations to dynamically send traffic to anraliee peer IP
address when needed without losing the end-to-ssdcation or
requiring the application to intervene. This faBowccurs after a
threshold number of consecutive timeouts to theinfary”



destination have occurred. SCTP also exploits path/interface
redundancy in its retransmission policy.

The following definitions are applicable throughotttis
paper. (&) Aprimary destinationis an interface at an SCTP
endpoint, which the peer SCTP endpoint uses to semd data
transmissions. The primary destination can be #kéereby the
peer application at any time in the associatiogtiliie, or chosen
by the peers SCTP stack during the establishmentaro
association. (b) Aprimary pathis a path followed to reach the
primary destination. (c) Aalternate destinatiofs an interface at
an SCTP endpoint that is used for redundancy pespdsl) An
alternate paths a path followed to reach an alternate destinati

The current retransmission policy in SCTP statest il
retransmissions, resulting from fast retransmia timeout, should
go to an alternate destination. The expectatidhas if the paths
are diverse, then sending retransmissions viatamate path will
avoid the congestion on the primary path. Howetrez,question
of how to determine if a chosen alternate destnatesults in an
alternate and diverse path is an open researclte.isSume
research provides evidence that sending retranemss®n the
primary path is better even if the paths are da€gGAI'03].
Further note that SCTP (a) maintains congestiortrgbstate,
timers, etc., per destination, and (b) continuatipnitors the
reachability of idle alternate destinations usingaitbeats;
however, the recommended rate of sending heartbeats every
thirty seconds provides minimal feedback.

4. THE PROBLEM, EFFECTS AND SOLUTION

Simulation Setup

The graphs presented in this paper are a resgitraflations
done using the Network Simulator (ns2.1b8) [NS]eTBCTP
module used in ns, currently part of the latestdisgibution, was
developed at [PEL]. For the purpose of studying rispis
retransmissions, the “hiccup” module was used [LK86hO0OQ],
which artificially introduces packet reordering addlay spikes
with script-specified parameters.

Unless mentioned otherwise, the following simulat&etup
was used. All links (corresponding to end-to-endhgp are
1Mbps duplex with a propagation delay of 100ms &che
direction. The delayed ack timer is set to a vati@00ms. The
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bottleneck buffer for each path can hold up to p@ékets, and
the PMTU for each path is 1500 bytes.

A singlehomed simulation corresponds to an SCTcsoand
an SCTP sink connected via a 1Mbps duplex link kEitmg the
end-to-end path. A multihomed simulation corresmgonad the
setup shown in Figure 1.

SCTP
Sink

SCTP
Source

Figure 1: Multihoming setup used for simulations

In Figure 1, both endpoints have two interfacesffia for
pathl is routed between the first (upper, in Figlijeset of
interfaces, and traffic for path2 is routed betwdba second
(lower, in Figure 1) set of interfaces (separat¢hpacan be
assumed for reasons such as path diversity, pbhsgd routing,
load balancing). We have assumed the paths aresdiee., do
not share any bottleneck queue), and all retrarssonis go on the
alternate path.

Spurious Fast Retransmits

Packet reordering (not due to loss) with a graitylar
exceeding the duplicate ack threshold causes arP€enhder to
infer that a packet was lost. An SCTP sender thigigers loss
recovery by retransmitting the packet, and triggeosgestion
control by cutting back its congestion window aridws start
threshold [APS99, SXKD0]. This behavior is inappropriate as
there was no loss due to congestion, just a paeketlering. The
problem of spurious fast retransmits is shown iguke 2(a).
Sequence number 21 is reordered such that enoughingi
reports are generated for the sender to retrariZmiThe sender
cuts back its congestion window, unnecessarily towge its
offered load.

Spurious Timeouts

We show the problem of spurious timeouts in both
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Figure 2: Singlehomed configuration: (a) a spuriougast retransmit (b) a spurious timeout
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(the problem of congestion window overgrowth)
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Figure 4: Spurious timeout for multihomed SCTP endpints (a) primary interface (b) secondary interface
(the case of a long delay spike)

singlehomed and multihomed scenarios. The illustnabf a
delay spike can be seen in Figure 2(b) and Figuras 3he
difference in time between ‘Data Buffered’ and ‘Bafend'.
Singlehomed SCTP is fairly similar to TCP in thentext of
spurious timeouts. Figure 2(b) demonstrates thecetif a single
spurious timeout. As acks for the original transioiss arrive at
the sender, more retransmits are triggered ungil Glo-Back-N
recovery is complete. Thus the sender transmitsnhecessary
retransmissions over the network and severely task its
congestion window, unnecessarily reducing its load.

Figure 3 shows a similar problem in a multihomed
environment. SCTP’s current retransmission polieyes that all
retransmissions should go to alternate destinagtiand new data
should continue to be transmitted to the primargtidation. In
our simulation setup the retransmissions go orltamate path as
well (as we assumed diverse paths, see Figureslihéacks for
original transmissions are received from the primaath (Figure
3(a)), the sender sends more retransmits on tleenate path
(Figure 3(b)). In the same simulation (Figure 8)aggravate the
problem, we simulated a link outage on the alterpatth (causing

all packets on the alternate path to be dropped)tfie sender was
unable to detect before the spurious timeout oedurBecause
heartbeats are infrequent, it may take a signifi¢eme (several

consecutive timeouts) for an SCTP sender to defeat the

alternate path has failed. (Note: Transient congeson the

alternate path is another scenario where a simitaation will be

experienced.)

In such a situation, a sender is doing what isdatongestion
window overgrowth, i.e. the sender is increasing tbngestion
window of the alternate path on receiving acks fwoiginal
transmissions. All the retransmissions sent onalternate path
are lost (see Figure 3(b)), but the sender is enttbbetect their
loss. If the alternate path was witnessing congestithis
congestion window overgrowth could add severely the
problem. The root cause is that the sender is erabdlistinguish
between acks corresponding to original transmissiamd those
corresponding to retransmissions; this is calledrdtransmission
ambiguity first defined in [KP87]. Congestion window
overgrowth as described above can be seen as emdext effect
of this ambiguity.



Another situation of a spurious timeout in a mutired
SCTP association is demonstrated in Figure 4. Rueither
significantly different round trip times on the imary and
alternate paths or due to an extended delay spikihe primary
path, it is possible that the SCTP sender doestitiee Go-Back-
N retransmissions on the alternate path before #veroriginal
transmissions reach the SCTP receiver. In Figuaedélay spike
of sufficient length is introduced to cause thisrsario.

A Solution: Extending the Eifel Algorithm

The Eifel algorithm [LMO03] uses TCP’s timestamp iopt
[JBB92] to resolve the retransmission ambiguity determine if
a retransmission was spurious. The original prdpokthe Eifel
algorithm [LKOO] also had the option of using a nieitvcalled the
“retransmit bit” to resolve the retransmission agulity. SCTP on
the other hand lacks both of these signaling mashem

We propose either adding a per-packet timestammichu
extension to SCTP (first described in [CBB]), or a new
“retransmit bit” in the SCTP DATA and SACK chunks.
Timestamps cost 12 bytes overhead for every pabkéthave the
advantage of being useful for other mechanismstdpamn the
Eifel algorithm, such as Round Trip Time Measurem(&T TM)
defined in [JBB92]. We have developed extensionshio Eifel
algorithm for SCTP considering both of these sigmgl
mechanisms. The algorithm using either a timestammk or a
retransmit bit is outlined in Figure 6. Also spéaif in Figure 6
are the rules for transmitting and echoing thearesmit bit.

The first extension to the Eifel algorithm introésc“cover
acks” (see Figure 6). A “cover ack” is an ack theknowledges
(via the cum-ack field) all data up to the highe€BEN
retransmitted. A “cover ack” is required to avoidcarrectly
interpreting congestion-based losses as spuriausotits, as
chunk bundling in SCTP allows retransmitting mohart one
TSN in the same packet (restricted by the PMTUQuFgé 5
depicts a scenario where an SCTP sender using tfeé E
algorithm as described in [LMO3] would incorrectigterpret
congestion loss as a spurious fast retransmissiorigure 5,
when SACK 11(2-5) is received (an acceptable ACGKg, Eifel-
enabled sender would conclude that the retransmnissintaining
DATA 11 and DATA 12 was spurious. However, this Wbu
suppress the real congestion based loss of DATAwhich had
been bundled and retransmitted with DATA 1A)‘cover ack”
ensures that false positives as described in ttample are not
generated.

The second extension to the Eifel algorithm isdtecto the
retransmission policy in multihomed hosts in SCAB.shown in
Figure 4, it is possible to do a complete Go-Backebiovery on
an alternate path even before the series of otigiaasmissions
reaches an SCTP receiver. An SCTP sender will blanto
detect the timeout spurious until duplicate nodifions arrive
from the receiver. The solution is an optional egten that calls
for integrating the DupTSN-based algorithm as defiim [BA04]
with the Eifel algorithm to yield a more robust spus
retransmission detection algorithm.

Apart from the above, we have further added a neates
“AckRcvd” to the Eifel Algorithm (the timestamp vant) that
avoids any known corner cases, and also makes Igjogithm
robust for the case where all acks for the origin@hsmissions
are lost (see section 3.3 in [LMO3]).

Host A Host B

DATA 11

DATA 13

DATA 12 tj

<

e

SACK10(3-3)
SACK40(3-4)
SACK 10(3-

DATA 14

DATA 15

4

DATA 16

DATA 11, DATA 12

Acceptable
Ack. Eifel
returns TRUE

Figure 5: Chunk bundling may result in congestion lsed
losses being incorrectly interpreted as spurious
retransmits.

5. A MICROSCOPIC EVALUATION

We now verify the functionality of the Eifel algtrim for
SCTP on a micro basis, and compare it with the [BNvbased
algorithm. We have implemented both algorithmss@.hb8 [NS]
with the SCTP module [PEL].

The simulations described follow the topology aridk |
characteristics described in section 4. For thelEifgorithm, we
implemented and simulated the timestamp variant. Blain
SCTP and SCTP with DupTSN-based detection, a datakcsize
of 1448 bytes was used. For SCTP with the Eifebrtlgm, a data
chunk size of 1436 bytes was used to allow roomtHer12 byte
timestamp chunk.

Responding to Spurious Retransmissions

The IETF came to the consensus to separate thetidetand
response algorithms for spurious retransmissiond, ta let the
response be independent of the detection. Thus, adinthe
response algorithms [BDAO3, LGO03] can be used wittetection
algorithm [LMO03, BA04, SKR04], and vice versa. Te fair in
our evaluation, we kept the same response algorfthmboth
Eifel and the DupTSN-based algorithms. The chosspanse
algorithm is described in [LG04], which is in thast phase of
standardization. Briefly, the response algorithnmpdses two
elements:

(i) Restore the congestion control state (note ¢hdecay factor
keeps a check on how much state is safe to restmea spurious
retransmission is detected). The restoration of gestion



Data Structur: The sender maintains a simple list structure td tiee TSNs of the retransmitted chunks, and cpmeding to each, a Boolean variable
indicating if a DupTSN report has been receivedtfiat chunk. This information can also be maintaibg extending the SACK scoreboard.

I. Eifel Algorithm using per packet TIMESTAMP chifiknestamp echo rules following [JBB9:

(1) Upon Initiation of loss recovery:
(a) Set "Spurious Recovery" = FALSE;
(b) Set "RetransmitTS" = TSVAL of the first retranited chunk sent;
(c) Set "AckRcvd" = FALSE;
(2) Set "MaxRetransmit" = Highest TSN retransmitted
(3) On the arrival of the ACK:
(a) Update the duplist data structure;
(b) If the Ack is a "cover Ack" /I A “covédck” is an Ack that acknowledges via cum-ack pailh data up to MaxRetransmit
goto Step 4,
else
{ set "AckRcvd" = TRUE ;
g&tep 2;}
(4) If the value of TSECHO field in the "cover ACRIMESTAMP chunk is smaller than the value of RetmaitTS
goto step 5;
else
goto DONE;
(5) If {loss recovery was by timeout && AckRcvd FFALSE && DupTSN received for up to MaxRetransmit}
goto DONE;
else
goto step 6;
(6) If {loss recovery was by Fast Retransmit (FR)}
Set "Spurious Recovery"updcks + 1;
else
Set "Spurious RecovenSRUR_TO;
goto RESP;
(RESP) Placeholder for Response Algorithm;
(DONE) See Multihoming Considerations;

. Eifel Algorithm using per DATA/SACK chunk retsmit bi (Retransmit Bit Rules specified below):

(1) Upon Initiation of loss recovery:
(a) Set "Spurious Recovery" = FALSE;
(2) Set "MaxRetransmit" = Highest TSN retransmitted
(3) On the arrival of the ACK:
(a) If the Ack is a "cover ACK" /I A “cover Atks an Ack that acknowledges via cum-ack pointalla upto MaxRetransmit
goto Step 4,
else
{if the ACK has the @tismit bit set
goto DONE;
else
goto Step 2; }
(4) If the "cover ACK" has the retransmit bit set
goto DONE;
(5) If {loss recovery was by FR}
Set "Spurious Recovery" = dupacks + 1;
else
Set "Spurious Recovery" = SPUR_TO;
goto RESP;
(RESP) Placeholder for Response Algorithm;
(DONE) See Multihoming Considerations;

Multihoming Consideratior: It may be possible for spurious timeouts causediddgty spikes of more than RTO(primary) + RTT(aitge) to not t
detected by the above algorithm due to theansmission policy specified in RFC2960 (i.e., artmissions SHOULD go on alternate path). In
scenarios the retransmitted chunk can reach tieévezdefore the original chunk. For such scenathes DupTSN-based detection [BA04] can be used.

Retransmit Bit Rule

(a) All DATA chunk retransmissions should have tbgansmit bit set in the chunk header.
(b) If a SACK chunk is being sent out correspondimgne or more DATA chunks which had the retrandiset, then the SACK chunk should also have
the retransmit bit set in the chunk header.

Figure 6: Two variants of the Eifel algorithm for SCTP and te rules associated with the retransmit bit approac
(see [LMO3] for detailed definitions and explanatia of the algorithm functionality)



state is done as per the following:

cwnd= FlightSize + min(Bytes Acked, Initial Windgw)
ssthresh = pipe_prevy;

where pipe_prev was set to max(FlightSize, ssthiesfore cwnd
and ssthresh were updated upon loss recoverytioitia

(i) For spurious timeouts, resume transmissiomefv data and
adapt the retransmission timer.

We have not considered adapting the duplicate lagshold
in the response algorithm as it has been removexh frecent
versions of the response document [LG04], and etialy
response algorithms is beyond the scope of thigmapowever,
we strongly suggest that future work try to addréms issue of
adapting the duplicate ack threshold [BAOZ2].

Spurious Fast Retransmissions

Figure 2(a) shows the effect of a spurious fastansmit
caused by packet reordering on SCTP. Figure 7(ayvshthe
effects of the Eifel algorithm on spurious retraissions. On
receipt of the ack that covers the retransmittepnemt, the Eifel-
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enabled sender is able to detect the spuriousnestigsion and
undo the resulting changes to the congestion dostaite.

With the Eifel algorithm and a single spurious aasmission,
goodput increases significantly as compared tonplaCTP.
Figure 7(b) shows the effect of the DupTSN-basemrithm to
detect spurious retransmissions. The sender detadisesponds
to the spurious fast retransmit; however, the datisan only be
taken after having received the DupTSN report whiaives after
the loss recovery phase has ended. Thus, the amboomgestion
state (cwnd) that can be restored is reduced dua $maller
flightsize. However, at a macro level, the EifeldaDupTSN-
based algorithms should perform close to each dtirespurious
fast retransmissions (described later in sectiorN@}e also that
the DupTSN-based algorithm is dependent on the Bipiieport
in the SACK corresponding to the retransmissionDépTSN
report is generated only once by an SCTP receiMeis makes
the DupTSN-based algorithm vulnerable to ack loss.

Spurious Timeouts

The positive effects of the Eifel algorithm on spus
timeouts are more significant as an Eifel sendaid®s/the Go-
Back-N retransmissionthat were shown in Figure 2(b). Figure
8(a) shows the effect of the Eifel algorithm on &gk
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Figure 7: Effect of (a) Eifel and (b) DupTSN-basedalgorithm on a spurious fast retransmission (singleomed SCTP)
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spurious timeout (corresponding to Figure 2(b)),r fa

singlehomed environment. As the first ack corresirom to the
retransmitted segment arrives, the Eifel-enablediee detects
the spurious timeout, and the response algorithrmvsked

which restores the congestion control state and tiesumes
transmission from the top, suspending the unnepesSa-

Back-N retransmissions. The effective increase dodput is
significant as compared to plain SCTP. Figure &fjws the
DupTSN-based algorithm with a single spurious tiotedAs

noted earlier, the DupTSN-based sender waits ferathival of
all N acks for DUpTSN reports after the loss recpv®nly then
can the sender detect a spurious timeout. Moretiverpss of a
single ack out of the N acks carrying the DupTSpores will

cause the DupTSN-based algorithm to fail as it nalle to
distinguish between a genuine loss
retransmission.

As seen in Figure 8(b), the DupTSN-based rdlyo is
unable to avoid the Go-Back-N retransmissions iedok
unnecessarily by the SCTP sender. The congestindowi that
can be restored after the detection is also smadl@ompared to
the Eifel algorithm. Figure 9 shows the effect ofoag delay
spike causing two spurious timeouts at an SCTP eseimd a
singlehomed scenario. The Eifel and DupTSN-basgdrithms
detect this spurious timeout and respond acconginghe
analysis is similar to that of a single spuriousebut in Figure
8, with the difference that the amount of congestiontrol state
that can be restored is decayed [LG04].

While a spurious fast retransmit in both the singied
multihomed scenarios can be conveniently detecyetthé Eifel
algorithm without relying on DupTSN reports, thaetsion of a
long spurious timeout in a multihomed scenario toasely on
the DupTSN reports. Figure 10 shows the multihosmzhario
of spurious timeouts (the multihomed topology cspends to
Figure 1). The graphs in Figure 10 (a)-(f) corregpdo the
combined trace for both primary and alternate fatss.

Figure 10(a) depicts a single spurious timeout vgthin
SCTP. Figure 10(c) shows that the Eifel algoritrsnable to
detect this spurious timeout as the ack for thgimal transmit
reaches the SCTP sender before the ack for thensghit. The
response is similar to that described earlier f@irglehomed
scenario, and the effective increase in goodpuhadse than a
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factor of two. The Eifel algorithm also avoids tlwengestion
window overgrowth problem described in section 4.

Figure 10(e) shows the effect of the DupTSN-badgdrizhm.
Figure 10(b) shows a similar spurious timeout vathin SCTP in a
multihomed scenario; however the length of the Welpike is
increased. In this case, the retransmitted paekathes the SCTP
receiver via an alternate path before the origittrahsmission
reaches the SCTP receiver. Since the ack corredmprid the
retransmission reaches the sender first, a deom@ther or not the
timeout was spurious cannot be taken. A sendeongntake such
a decision after receiving the DupTSN report fag thtransmitted
segment. Thus, the Eifel algorithm for SCTP as ulesd in
Figure 6 relies on DupTSN reports in such an evehts is the
worst case behavior followed by the Eifel algoritfor SCTP.

and a needlessFigure 10(d) shows this behavior of the Eifel aitjon where

DupTSN reports are used to detect a spurious timd@bwus, Figure
10(d) is identical to Figure 10(f). The Go-Back-dtransmissions
cannot be avoided. The only gain is restoring thregestion control
state and accounting the spurious retransmissiote that all of
the simulated links had the same propagation détag scenario
where the alternate path has a higher propagatteydthe Eifel
algorithm may be able to detect the spurious tirhewithout
relying on DupTSN reports. In general, the Eifejjaalthm will
have to rely on DupTSN reports to detect spuridmeduts if the
following condition is true:

Delay-Spike[primary] > RTO[primary] + RTT[alteate]

6. A MACROSCOPIC EVALUATION

In this section, we evaluate the Eifel algorithm 8CTP on a
macro basis and compare it with the DupTSN-baseectien. The
first metric used for evaluation is the achieveddmit, measured
as the highest TSN an SCTP sender is able to séhihwa fixed
interval of 200s. The second metric is the numtfenrmecessary
retransmissions. This metric is useful especially fvireless
scenarios and networks where battery power is tiirpcoportional
to the transmission power consumed in data (rejtnésions.
Finally we also measure the download time takenafatM bulk
data transfer. Unless specified, the network togpls the same as
described in section 4. Sixty runs were perforntgcehich scenario;
the averages are shown in the figures.
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Figure 9: Effect of (a) Eifel and (b) DupTSN-basedlgorithm on a delay spike spanning two spurious meouts (singlehomed SCTP)
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Figure 10: Effect of delay spikes in multihomed STP (combined interfaces):

(), (), (e) — A spurious timeout with (a) plain 8TP; (c) Eifel; (e) DupTSN-based algorithm

(b), (d), (f) — Long delay spike and a spurious timout with (b) plain SCTP; (d) Eifel; (f) DupTSN-basd algorithm
(note: (d) shows the failure of unmodified Eifel ajorithm and the fallback to the DupTSN mechanism,tus (d) and (f)
are similar)



Spurious Fast Retransmits

We evaluated the effect of packet reordering (sitaal only
on the forward path) using the hiccup module. Nt if the
number of packets by which a particular packeispldced is less
than the duplicate ack threshold, the effect of therdering is
negligible (i.e. the reordering will not result @ spurious fast
retransmit). However, our purpose was to causeqtaelordering
such that spurious retransmissions occur. Thusgttaeularity of
packet reordering was set such teegry reordering event causes
a spurious fast retransmission.

Figure 11(a) shows the goodput achieved by plaimfBC
SCTP with the Eifel algorithm, and SCTP with the pD&N-
based detection, in a bulk data transfer lasting &fconds. The
reordering rate specifies the percentage of packkthe total
transfer that experience reordering. A wide ranfeeordering
rates from 0.5% to 15% has been evaluated, comelémyp to
measurements in [Pax97, BPS99]. Figure 11(a) shbatsat a
macro level the Eifel algorithm and the DupTSN-lobdetection
perform nearly same and achieve higher goodputplein SCTP
at moderate reordering rates (0.5-5%) (even a D¥deeing rate
significantly degrades plain SCTP’s performance).réordering
rates above 5%, Eifel achieves higher goodput thath plain
SCTP and SCTP with DupTSN-based detection. Thizetause
at high reordering rates, reordering occurs forheamdow of
data, and as seen in the micro simulations destmiaglier, the
amount of cwnd that can be restored immediately thg
DupTSN-based detection is smaller as compared ¢o Hifel
algorithm.

Note that we used the timestamp variant of thel Blfprithm
in the simulations, hence every packet sent cafrfiebytes less
payload. However, from measuring the download tiaken for a
4M transfer, we noticed that this overhead is offsethe added
robustness of the Eifel algorithm.

Figure 12 shows the transfer time taken for a 4Mirdoad
with a reordering rate of 1%. Even with timestamipurks
enabled, the Eifel-enabled sender achieves fastenldad times
than plain SCTP, and nearly the same as the Dupiaddd
detection. The retransmit bit variant of the Eifdégorithm does
not add the 12 byte overhead, and may thus resuet faster
download times.
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Figure 12: Download times for a 4M transfer in a pesistent
reordering scenario with 1% reordering rate

Spurious Timeouts

To evaluate the effect of spurious timeouts, weated
random delay spikes during a bulk transfer of 266oads and
measured the goodput and the number
retransmissions. The delay spikes were set to ogtutime
intervals that were chosen randomly from variouterials,
specified by their minimum and maximum values: 08,230-40s,
50-60s, and 70-80s. The length of the delay spiks wicked
randomly between 3 and 10 seconds, a range thaspands to
realistic scenarios in some wireless systems [GRRA

Figure 11(b) shows the goodput achieved for theouardelay
spike time-intervals in a singlehomed SCTP scen&{©TP with
the Eifel algorithm outperforms both plain SCTP &@TP with
the DupTSN-based detection significantly by apprately 1000
packets (~9%) for the worst case (delay spikes roicgu every
10-20s). In the case of longer intervals of 70-Bésveen delay
spikes, Eifel achieves a gain in goodput of appraxely 400
packets (~3%). SCTP with the DupTSN-based deteg@forms
nearly same as plain SCTP. The reason has beetifi@kin the
microscopic evaluation in section 5, where it wasven that the
DupTSN-based detection is not able to avoid theBack-N loss
recovery, whereas the Eifel algorithm detects aisps timeout
upon the arrival of first “cover ack”, thus avoidirGo-Back-N
retransmissions and restoring the congestion wintftoeontinue
with regular transmissions.

Figure 13(a) shows the goodput achieved for theesdatay
spike scenarios as described above, but with nomitéd SCTP
endpoints. With the current retransmission poliEGTP, it may
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Figure 11: Goodput achieved in a 200s transfer irhe case of (a) packet reordering (b) spurious times due to delay spikes
in singlehomed SCTP

of unnecessary



be possible to perform the entire Go-Back-N recpven the
alternate path even before the series of origirahsimissions
reaches the SCTP receiver. For a scenario where
retransmission overtakes the original transmissiea,extended
the Eifel algorithm to rely on DupTSN reports tatetd spurious
retransmissions. Thus, as seen from Figure 13{e)Eifel and
DupTSN-based algorithms exhibit similar performaand do not
present any noticeable benefits in performance phaén SCTP.

Figure 13(b) shows the number of unnecessary
retransmissions with plain SCTP, SCTP with the |Efgorithm,
and SCTP with DupTSN-based detection in a singleftbBCTP
configuration. As expected, the Eifel algorithm ueds the
number of unnecessary retransmissions significantlyis is
because an Eifel-enabled sender detects spurioesuis on the
receipt of the first “cover ack” and prevents ferthunnecessary
retransmissions. However, the DupTSN-based detedi@s not
detect a spurious retransmission until having wezkall DupTSN
reports, and is therefore unable to avoid unnecgssa
retransmissions.

Figure 14 shows the time taken for a 4M transfeh wlielay
spikes of length 3-10s, occurring in intervals @&20s. In this
simulation we used a link bandwidth corresponding tsatellite
link with a bandwidth of 250Kbps, and a propagatiteiay of
100ms (the previous simulations used 1Mbps and $0Om
respectively). We lowered the link bandwidth toneiss the effect
of delay spikes and the gain achieved by the Biigbrithm and
the DupTSN-based algorithm. Figure 14(a) showsdinenload
time in a singlehomed SCTP scenario. The Eifel rilgm
reduces the download times by approximately 358%0)lin
comparison with plain SCTP, and by 15s (~8%) in parison
with DupTSN-based detection. Figure 14(b) shows s$hene
transfer for a multihomed SCTP scenario. The Edigorithm
reduces the download times by approximately 17s%f~@n
comparison with plain SCTP, and by 10s (~5%) in parizon
with DupTSN-based detection. Note that we againdute
timestamp variant of Eifel, thereby introducing aaditional 12
byte overhead. The retransmit bit approach wouidhiefte the
need for this overhead and thus further reducedmenload time.

the

Algorithm/ Plain SCTP SCTP-Eifel SCTP-
File Size DupTSN
Detection
4M 197.2s 163.4s 178.3s
CY
Algorithm/ Plain SCTP SCTP-Eifel SCTP-
File Size DupTSN
Detection
aM 199.8s 182.1s 191.9s
(b)

Figure 14: Download times for a 4M transfer in a senario of
delay spikes of length 3-10s, occurring every
10-20s with (a) singlehomed SCTP, and
(b) multihomed SCTP

7. CONCLUSION

This paper discussed the problem space of netwodmalies
such as packet reordering and delay spikes in trgekt of

SCTP. It was shown that spurious timeouts may tesul
congestion window overgrowth on the alternate datitin due to
the retransmission ambiguity in SCTP. An extendemdion of the
Eifel algorithm was proposed for SCTP, including @ption to

integrate the DupTSN-based algorithm with the Eifigorithm.

Another extension was the introduction of new logialte at the
sender (“cover ack”) to ensure that congestiondbdssses and
retransmissions are not masked by spurious retitns®ince
standard SCTP has no mechanism equivalent to Ta#stamps,
it was proposed that the Eifel algorithm could egsher a new
SCTP timestamp chunk type, or a “retransmit bitthe headers
of DATA/SACK chunks. Finally, this paper evaluatdte Eifel

and DupTSN-based algorithms on a microscopic as asla

macroscopic basis using simulations, and showad36aP with

the Eifel algorithm in many cases achieves betenfopmance
than both plain SCTP and the DupTSN-based algorithm
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Figure 13: (a) Goodput achieved in a 200s transfen the case of spurious timeouts in multihomed SCTP
(b) Unnecessary retransmissions caused by spuriotismeouts in singlehomed SCTP



The first set of results presented in this papaiuated the
Eifel and DupTSN-based algorithms on a microscdgsis. It
was shown that the Eifel algorithm is able to dietew respond
more quickly to spurious fast retransmits as comgpaio the
DupTSN-based algorithm, thus being able to revertgestion
control state faster. For delay spikes leadingptarisus timeouts,
we discussed both singlehomed and multihomed sicsnaf
singlehomed SCTP scenario behaves much like TCR,tlaa
Eifel algorithm detects spurious timeouts soon ghoto avoid
unnecessary Go-Back-N retransmissions. The DupT&éd
algorithm is unable to avoid Go-Back-N retransnaigsi It was
discussed that the loss of a single ack carryingpT3N
information causes the DupTSN-based algorithm tb For a
multihomed scenario, the Eifel algorithm was aldeatvoid the
congestion window overgrowth problem discussedierarFor
delay spikes on the primary path large enough teseathe
retransmission on the alternate path to arrive reefoe original
transmission, the Eifel algorithm may fall backtt® DupTSN-
based detection as there is no clear indication tthe original
transmission was delayed or lost.

The second set of results presented in this pajduated the
Eifel algorithm and the DupTSN-based algorithm on
macroscopic basis. The metrics used for evaluatiere goodput,
download time, and number of unnecessary retrasgmis. For
spurious fast retransmits, both the Eifel and DugtBsed
algorithms achieved higher goodput than plain SCERd
performed close to each other. Eifel outperforntesl DupTSN-
based algorithm by reducing the download time fnthreven
when using a 12 byte timestamp chunk. For spurigusouts
with singlehomed SCTP endpoints, the DupTSN-basgatithm
did not offer a substantial increase in goodput@apared to the
Eifel algorithm, which increased goodput signifitgnThe Eifel
algorithm reduced the number of unnecessary retiasfons
significantly as compared to plain SCTP or the DapTbased
algorithm. For spurious timeouts with multihomed T&C
endpoints, both the Eifel and DupTSN-based algmdth
performed close to each other.

The results show that adding the Eifel algorithmSGTP
improves performance for networks experiencing pack
reordering and/or large delay variations. Even vilte added
overhead of using 12 byte timestamp chunks, thel Bifjorithm
performs better. Using a per-chunk retransmit hétéad of the
timestamp chunk would eliminate the need for this Hyte
overhead and may thus result in further performance
improvement.

Future work or an extension to the work presentedhis
paper includes the following:

» This paper uses a simplistic network topology aratieh for
reordering and delay spikes. A more realistic satiah setup
would improve the accuracy of the results preseitethis
paper.

» While simulations capture the essence of mechaniants
provide candidate solutions, a real world impleragah
would further validate our conclusions.

» This paper does not evaluate response algorithohsla@s not
present an SCTP specific response algorithm. Futoek
could include both.

* F-RTO, a heuristic scheme for detecting spurioosediuts,
could be evaluateand compared witkthe Eifel and DupTSN-
based algorithms.
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