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1. Introduction

This report covers the work done in support of the DARPA Information Technology Office pro-
gram in computer networking. Contributors to this effort include Prof. David L. Mills and gradu-
ate Tamal Basu. Graduate student Qiong Li has completed his dissertation and been granted the
PhD degree. The project continues previous research in network time synchronization technology
jointly funded by DARPA and US Navy. The technology makes use of the Network Time Proto-
col (NTP), widely used in the Internet, together with engineered modifications designed to
improve accuracy in high speed networks. Specific applications benefiting from this research
include multicast topologies, multimedia, real-time conferencing, cryptographic systems, and
management of distributed, real-time systems.

This quarterly report is submitted in traditional report form on paper. As the transition to web-
based information dissemination of research results continues, almost all status information and
progress reporting is now on the web, either on pages belonging to the principal investigator or to
his students. Accordingly, this and future progress reports will contain primarily schedule and
milestone data; current status and research results are reported on web pages at
www.eecis.udel .edu/~millsin the form of papers, technical reports and specific briefings.

2. Autonomous Authentication

The IETF STIME group has reviewed the revised Internet Draft submitted some months ago and
provided alist of suggested changes and additions. Some concern was expressed about the cookie
used in client/server mode; in particular, the relative ease an intruder can intercept it and use it to
disrupt protocol operations. However, the cookie has only limited usefulness, since a passive
intruder cannot predict the next session ID and cannot synthesize a new message believableto the
client. However, an active intruder could intercept the server reply and use the cookie to forge
messages that would be believed. Even in this case there is a good chance that one or more of the
eleven NTP sanity checkswould deflect such attacks. Notwithstanding these cavesats, the review-
ers agreed the need for some way to prevent incidental disclosure of the cookie.

To deal with this problem the Autokey protocol client/server mode operations were modified to
include a Diffie-Hellman agreement exchange where the agreed key is used as a stream cipher to
encrypt and decrypt the cookie. The agreed key is discarded after use, so the server remains state-
less. The scheme has been implemented and tested in the Autokey Version 2 protocol.



The STIME reviewers suggested additions to the protocol that would support certificate transfer
directly by the protocol. Formerly, it was assumed that certificates would be obtained and verified
using other means using generic protocols for just that purpose. However, it was agreed that pro-
visions for inband transport would be a useful addition to the protocol. This has been done in the
Autokey Version 2 protocol, where certificates, Diffie-Hellman parameters and |eapsecond tables
are now automatically transported from serversto clients viathe protocol.

There has been no positive response from the RSA Laboratories for permission to include the
rsaref20 cryptographic software library with the NTP distribution. While the RSA patents have
run out, that software is copyrighted; however, users have been able to find sources for compati-
ble software in Europe and elsewhere. This situation points up the need to find open software with
equivalent functionality from some other place. A suitable source has been found in the OpenSSL
cryptographic library, which includes in addition to the cryptographic routines provisions to con-
struct X.509 certificates and certificate requests, sign certificates and in general implement the
functions of a certificate authority.

We have completed the integration of the OpenSSL software in the NTP distribution. This has
resulted in an extensive redesign of the Autokey protocol, which hasresulted in the Autdkey Ver-
sion 2 described on web pages and briefings and in the NTP software documentation. The new
version uses only one packet format, requires fewer messages and is more robust to intrusion and
packet loss. The primary cryptographic defense is the X.509 certificate, which is compatible in
format and content with industry standard practices. In addition, the full complement of crypto-
graphic message digest and signature encryption routines in the OpenSSL library are available.

The current status of the Autokey protocol and implementation is available via the web at
www.eecis.udel .edu/~mills/autokey.htm.

3. Autonomous Configuration

Work continues on the development and test of the Manycast autonomous configuration scheme.
In this scheme a multicast client sends an ordinary request packet to amulticast group address and
potential multicast serversin TTL range have the opportunity to respond with an ordinary unicast
message. Each received message causes the client to mobilize an ephemeral association, which
then proceeds asif the server were originally explicitly configured.

Initial experiments with the DCnet routers and CAIRN routers have demonstrated a clique of
Autokey/Manycast routers do in fact automatically reconfigure when something breaks and
recover the necessary security configuration as required. However, experience has shown an
unexpected incidence of “clockhopping” where many more than three potential sources are ava
ialable. What happensis that the clustering algorithm attempts to sift the best three sources out of
a possibly large population, but several combinations of three sources exist which have substan-
tially the same performance metric. It is likely in such cases that the particular combination of
three sources found in succeeding messages is different, so that one or more of the current survi-
vors are gjected in favor of a new, substantially equivalent one. As each new association requires
a new proventication exchange, the result is an necessary protocol exchange and processor bur-
den.



The current status of the Manycast mode and implementation is available via the web at
www.eecis.udel .edu/~mills/autocfg.htm.

4. The Huff-n'-Puff Filter

A particularly interesting feature has been developed for the NTP protocol that deserves a section
all its own. In cases involving considerable network congestion the NTP clock filter and cluster-
ing algorithms do a decent job of casting off statistical outlyers. However, it haslong been recog-
nized that there is some degree of additional statistical information that is not being utilized. As
described in the web briefings and previous papers, the distribution of sampleson a graph plotting
offset against delay appears as a wedge with apex at the minimum delays found on the path. Typ-
ically, as congestion increases along the path the samples at larger delays are distributed within
the wedge between limbs extending from the apex at positive and negative slopes of 0.5.

A tantalizing observation has been the characteristic as congestion increases is the tendency for
samples to first lie near the limbs and then fill in toward the center of the wedge. Thus, if away
could be discovered to select just the samples near the limbs, these sample values could be cor-
rected relative to the apex and used to accurately discipline the system clock.

The problem under conditions of high congestionsis that there is no accurate way to estimate the
minimum delay and position the apex of the wedge diagram. After some discussion with others of
the NTP developers group and considerable simulation using Matlab, a scheme called Huff-n’-
Puff (smply huffpuff hence) has been developed and implemented in the NTP protocol. The
scheme is particularly useful for sites that have a relatively low speed connection to the Internet
and spend considerable time during part of the day either downloading or uploading large files.
Under these conditions there can be large delays on one direction of transmission, but much
smaller delays on the other.

Under these conditions the wedge diagram samples cluster along one of the limbs and are easily
corrected if the minimum roundtrip delay is known. For this purpose, the huffpuff scheme
includes a minimum filter which selects the minimum delay sample in a window extending from
minutes to hours, depending on the anticipated maximum duration of congestion over the day.
During congested periods delay samples above or below the nominal offset of the wedge are cor-

rected before use as discipline source.

As confirmed by reports from users where formerly the NTP timekeeping was so bad that it had
been turned off during the day, the performance of huffpuff has made a dramatic improvement to
the point that NTP can now be run continuously. However, there still remains room for improve-
ment in cases where the congestive delays are distributed more evenly over both directions of
transmission. The best defense implemented at the moment is a popcorn spike filter that discards
large outlyers from the limbs. It appears an approach modelled on an expert-system might be
more effective at capturing the best samplesin such cases.

5. The NTP Book

Work on the NTP book continues. Eleven chapters are now substantially complete, although con-
siderable work remains on figures, tables and cross references. Originally, this was to be an
O'Reilly book with two additiona authors. This investigator was to contribute the technical



description, analysis and experiment chapters and the other two authors were to contribute hands-
on programming manua and anecdotal experience in the O’ Reilly tradition. As the work pro-
gressed, one of the other authors had a serious automobile accident and was unable to complete
his assignment. The third author aso failed to complete his assignment. This investigator con-
cluded that the eleven chapters are too technical for an O’ Reilly book anyway, so opted out of the
O'Rellly contract. A suitable publisher has yet to be identified.

6. Infrastructure

There have been a continuous stream of contributions to the NTP software distribution from the
developer’s group. These include further refinements to the clock filter and clock discipline algo-
rithm, new reference clock drivers and the huff-n’-puff filter mentioned above. The latest version
of NTP Version 4 has been deployed in the DCNet research network, EECIS campus network and
CAIRN research network.

The web documentation for thisinvestigator' s home page, the DCnet and CAIRN pages, the NTP
home page and the NTP documentation pages have all been brought up to date. These pages have
proliferated to the better part of a hundred megabytes with text, pictures and sounds. The web
should be much easier to walk and the pages much more interconsistent and accurate. Besides all
papers, technical reports, technical memoranda published at Delaware for the last 14 years, there
are anumber of technical briefings on projects funded by DARPA, US Navy and US Army agen-
cies. DARPA status reports, yearly reports, final reports, quad charts and news stories are all
archived at www.eecis.udel.edu/~mills/support.htm. Desktop wallpaper and a couple of interest-
ing historic lessons are included in the www.eecis.udel .edu/~mills/gallery.htm.

7. Future Plans

Our plansfor the next quarter include further work on the NTP book mentioned above. Additional
documentation plans include upgrading the web pages on the simulation of very large networks to
include material from Mr. Basu’' s mastersthesis.

We plan to continue testing and refining the Autokey Version 2 protocol and implementation.

Specific goals are to integrate provisions to generate Digital Signature Standard (DSS) certificates
in the key generation routines. We also plan to upgrade to version 3 of the X.509 certificate and

include provisions for automatically verifying the certificate trail. Eventual plansareto integrate a
certificate discovery function in the manycast scheme, which is necessary for a field-deployable
sensor network.

We plan to continue work on the Autoconfigure scheme, in particular to develop means to avoid
the clockhopping problem mentioned earlier. Other improvements expected include a rewrite of
the configuration code and name resolution code.

8. Publications

All publications, including journal articles, symposium papers, technical reports and memoranda
are now on the web at www.eecis.udel.edu/~mills. Links to the several publication lists are avail-
able on that page, aswell aslinksto al project descriptions, status reports and briefings. All pub-
lications are available in PostScript and PDF formats. Briefings are available in HTML,



PostScript, PDF and PowerPoint. The project descriptions are cross-indexed so that the various
interrelationships are clearly evident. Also included are the documentation pagesfor various pub-
lic software distributions. Links to other related projects at Delaware and elsewhere are also
included on the various pages. Hopefully, the organization of these pages, which amount to a total
of about 300 megabytes of information pages and reference documents, will allow quick access to
the latest resultsand project statusin atimely way.

Following is aretrospective list of papers and reports supported wholly or in part on this project
and the immediately preceding project “ Scalable, High Speed, Internet Time Synchronization,”
DARPA Order D012. The complete text of all papers and reports, as well as project briefings, sta-
tus reports and supporting materialsis at www.eecis.udel .edu/~mills.
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