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Abstract—People-centric urban sensing is a new paradigm
gaining popularity. A main obstacle to its widespread deploy-
ment and adoption are the privacy concerns of participating
individuals. To tackle this open challenge, this paper presents the
design and evaluation of PriSense, a novel solution to privacy-
preserving data aggregation in people-centric urban sensing
systems. PriSense is based on the concept of data slicing and
mixing and can support a wide range of statistical additive
and non-additive aggregation functions such as Sum, Average,
Variance, Count, Max/Min, Median, Histogram, and Percentile
with accurate aggregation results. PriSense can support strong
user privacy against a tunable threshold number of colluding
users and aggregation servers. The efficacy and efficiency of
PriSense are confirmed by thorough analytical and simulation
results.

I. INTRODUCTION

People-centric urban sensing is gaining momentum. It refers
to using human-carried mobile devices such as mobile phones
and PDAs with ever-growing capabilities in sensing, computa-
tion, storage, and communications for urban-scale distributed
data collection, analysis, and sharing. With many systems
and applications being proposed [1]–[12], people-centric urban
sensing is expected to open a new era of exciting scientific,
social, and commercial applications.

A people-centric urban sensing system differs significantly
from a traditional wireless sensor network. First, system de-
vices are no longer owned and managed by a single authority
but belong to individuals with diverse interests. Second, system
devices have much more powerful resources than sensor nodes
and can be charged regularly. Third, the system features
dynamic node mobility. Fourth, sensing data are more related
to interactions between people and between people and their
surroundings instead of some physical phenomena of interest.
Fifth, but not the last, people are no longer just passive data
users but also active data contributors.

The widespread deployment and adoption of people-centric
urban sensing face many obstacles, among which user privacy
is one of the most challenging [3], [9], [10]. For example,
in a study of the relationship between air quality and public
health, researchers desire some aggregate statistics of people’s
health data such as heart rates, blood pressure levels, and
weights at different sections of an urban area. Individuals
are likely unwilling to disclose their personal data if there
were no guarantee that their data would not be used to invade
their privacy. Such reluctance to participation will obviously

jeopardize the future of people-centric urban sensing. This
motivates our design of PriSense, a solution to enabling
accurate statistical aggregates of sensing data while providing
strong user privacy in urban sensing systems.

A. Related Work

Due to space limitations, we only review some work closely
related to this paper. While people-centric urban sensing, also
known as participatory or opportunistic sensing, has been
gaining popularity (e.g., [1]–[12]), there is relatively little work
focusing on its security and privacy aspects. Kapadia et al.
[10] survey the security and privacy challenges in opportunistic
sensing systems. Cornelius et al. [3] present the AnonySense
architecture for anonymous tasking and reporting in people-
centric sensing systems. AnonySense relies on a Mix network
like Minimaster [13] to ensure user privacy, which we will
not assume in our scheme. Ganti et al. [9] propose PoolView
for computing community statistics of time-series data in a
privacy-preserving manner, which is best suited for a closed
community with a known empirical data distribution.

The closest work to ours is on privacy-preserving aggre-
gation in sensor networks [14]–[19]. The work [14]–[17] can
only support additive aggregation functions such as Sum and
Average. GP2S [18] can support both additive aggregation
functions and non-additive ones such as Max/Min, Median,
and Histogram at the sacrifice in data accuracy. The work
[19] applies a particular class of encryption transformations to
compute two aggregation functions, Average and “movement
detection” specific to sensor networks. Such work [14]–[19]
is developed for sensor networks with a single authority and
static topology thus cannot be directly applied to people-
centric urban sensing systems with dynamic node membership
and mobility.

There is also a big chunk of work on secure aggregation
in sensor networks, see [20]–[22]. Such work ensures that
aggregation results are not so different from the true values
despite malicious intermediate aggregator nodes and does not
address individual nodes’ data privacy.

B. Our Contribution

The contribution of this paper is the design and evaluation
of PriSense, a novel solution to privacy-preserving data ag-
gregation in people-centric urban sensing systems. PriSense
consists of the following two components.
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The first component aims at additive aggregation functions.
Its basic idea is for each node to slice its data into a certain
number (say, n+1) of slices before answering the query from
an aggregation server. Then it randomly chooses n other nodes,
called its cover nodes, to which a unique data slice is sent.
Finally, each node sends to the aggregation server the sum of
its own slice left and the slices received from others along with
little side information, based on which the aggregation server
can compute an accurate additive aggregation result. In this
way, a user’s data will be disclosed only when the aggregation
server and all his cover nodes collude. This technique shares
the similar idea as PDA [16] but differs significantly in the
application scenario and thus how the cover nodes are selected.
In particular, we present three cover-selection schemes to cope
with the dynamic nature of urban sensing systems, including
a random scheme, a one-hop scheme, and an adaptive h-hop
scheme using expanding-ring search.

The second component is a non-trivial combination of the
slicing and mixing technique and binary search to enable
privacy-preserving Count queries and to further support a wide
range of non-additive aggregation functions like Max/Min,
Median, Histogram, and Percentile, all with accurate results.

PriSense is the first work of its kind as far as we know. The
tradeoffs between the privacy-preserving performance of the
proposed techniques and the related overhead are thoroughly
analyzed and evaluated with detailed simulations.

II. SYSTEM AND ADVERSARY MODELS

In this section, we present the system and adversary models.

A. System Model

There is no universally accepted model for a people-centric
urban sensing system. We assume an urban-sensing service
provider which deploys a large-scale system similar to a metro-
scale wireless mesh network (WMN) [23], as shown in Fig. 1.
The extension of our work to other system models is left
as future work. The system features a high-speed wireless
backbone consisting of M powerful aggregation servers (ASs
for short) which also provide network access services for
system nodes. Each AS is in charge of a certain region referred
to as a cell and interacts with nodes there. Here we use the
term “node” to indicate a human being who carries a portable
device like mobile phones, PDAs, laptops, and MP3 players.
The devices have different communication and computation
capabilities as well as various embedded sensors such as
digital compass, proximity sensors, and health sensors [11].

A node may join the system at will to participate in
data sensing and sharing and also enjoy network access. To
prevent fraudulent use of system resources and also provide
basic privacy assurance to nodes, the system and nodes need
mutually authenticate each other. We assume a similar mutual
authentication protocol as in [23]. Assume that an AS, denoted
by A, can simultaneously accommodate up to 2λ users. After
achieving mutual authentication with a node, say i, A assigns
it a temporal integer-valued ID IDi, which is an unused one

Node

AS

Fig. 1. An urban-sensing system architecture.

between [0, 2λ −1], and also an ID-based private key Ki. The
pair IDi/Ki will serve as the temporal public/private keys
of node i which are valid only in A’s cell. We assume an
efficient method for A to keep track of node mobility in its
cell. For example, node i need periodically notify A about its
existence; otherwise, A would assume that i has left its cell
and then reclaim IDi to be allocated to new nodes. In the latter
case, A updates all the private keys of the remaining nodes
in its cell using a single broadcast message with the approach
in [24]. The use of such ID-based public/private keys will be
illustrated soon. Note that the mutual authentication process
is performed each time a node moves into a new cell.

As in [23], we assume an asymmetric communication
paradigm in each cell. In particular, each AS is much more
capable than regular nodes in communication and computation
capacities and other resources. It is, therefore, reasonable to
assume that an AS sends packets in one hop to all nodes in its
coverage. In contrast, a node may transmit packets in one hop
or multiple hops to an AS within or beyond its transmission
range. A single-hop downlink can be highly beneficial as
shown in [23]. Note that, however, PriSense can be easily
extended for use with both multi-hop uplinks and downlinks.

Without loss of generality, we assume the following general
scenario throughout the paper. We assume that the service
provider wants to get statistical aggregates of some kind of
data such as heart rates, weights, and blood pressure levels. A
query will be sent to selected ASs which in turn broadcast the
query to the nodes inside their cells via the one-hop downlink.
If some nodes have data satisfying the query, they will submit
their data to its AS if provided with privacy guarantees. The
ASs can then aggregate the returned data and forward the
aggregation result to the service provider.

B. Adversary Model

This paper focuses on thwarting attacks on breaching nodes’
data privacy. Other important issues such as DoS defenses
[10] are outside the scope of this paper. We assume that M̄
out of M ASs are malicious and that there are on average
N̄ ∈ [0, 2λ − 1] malicious nodes in each cell. Malicious
ASs and nodes are internal attackers and may collude to
attempt deducing personal sensing data of target nodes. There
might also be external eavesdroppers outside the system. Since
external eavesdroppers are fairly easy to defeat using end-
to-end encryption (which we will use), we will focus on
defending against internal attackers hereafter.
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III. PRIVACY-PRESERVING ADDITIVE AGGREGATION

In this section, we present a slicing technique to ensure
privacy-preserving additive aggregation. Without loss of gen-
erality, our discussion focuses on a cell with AS A and N
nodes, where N is a random number between (1, 2λ]. We will
also use Sum as an example, based on which other additive
aggregation functions such as Average and Variance [15] can
be easily realized.

The key idea of data slicing is as follows. Let Ψ denote
the set of users with data satisfying the sum query, where
1 ≤ |Ψ| ≤ N . Before answering the query, each node i ∈ Ψ
slices its data Di

1 into n + 1 random slices with n ≤ N − 1,
denoted by {di,j}n+1

j=1 , such that Di =
∑n+1

j=1 di,j . Then node i
keeps di,n+1 to itself while sending each other slice to a unique
node called a cover node. Next, the nodes in Ψ and the chosen
cover nodes not in Ψ each send to A the sum of the received
slices and its remaining slice (if any). Finally, A adds up all
the received values. It is easy to see that the result is exactly
the Sum aggregate of interest. To withstand external attackers,
the data sent between nodes and their respective cover nodes
and between nodes and A need be encrypted in an end-to-end
fashion.

This slicing technique shares the similar idea as PDA
[16]. Our application scenario is, however, totally different. In
particular, PDA works in a sensor network which is divided
into clusters with relatively static network topology. All the
nodes in a cluster have data to report and can be each other’s
cover node; they also know each other and have pairwise
shared keys whereby to encrypt/decrypt data slices transmitted
from any node to its chosen cover nodes. Such assumptions no
longer hold in PriSense, where nodes in a cell are dynamically
changing. Since the nodes do not know each other beforehand,
they have no pre-shared keys for end-to-end encryption. In
addition, not all the nodes have data satisfying the aggregation
query. These significant differences necessitate a new set
of cover-selection strategies. In the following, we present
three novel cover-selection schemes to cope with the dynamic
network topology of urban sensing systems and analyze their
performance using the following metrics.

• P (hidden probability): the probability that a node’s data
is hidden from the adversary.

• T (communication cost): the total transmission energy
consumption in bits per query incurred by PriSense in a
cell.

A. Random Cover Selection

In this method, each node i ∈ Ψ randomly chooses n nodes
in a cell and sends a data slice to each of them. The challenge
is that i does not know which nodes are in the cell, not to
mention having a shared key with them. PriSense uses the
following method.

Recall our system model in which the AS A maintains a list
of integer-valued IDs currently in use. As a mesh router [23] or

1As in [16]–[18] we assume that each data item is an integer for simplicity.
Note that some non-integer data can be transformed to integers.

an 802.11 base station, A need periodically broadcast beacons
to announce its existence and other service information. Since
each ID is of λ bits, A can include in each beacon a 2λ-bit
vector with corresponding positions set for active IDs currently
in use. Various compression algorithms may be used to reduce
the size of this vector, which we will not discuss for simplicity.
The beacons can also be authenticated using the methods in
[23]. When hearing the beacon, all the nodes immediately
know the set of active IDs, denoted by Δ ⊆ {0, . . . , 2λ − 1}.

Consider node i ∈ Ψ as an example with data Di to share.
It first slices Di into {di,j}n+1

j=1 and then randomly chooses
n nodes from Δ as its cover nodes. For any cover node,
say l ∈ Δ, node i computes a shared key ki,l based on its
temporal public/private keys IDi/Ki and IDl according to
[23] and then sends an encrypted unique slice 〈di,Ii,l

〉ki,l
to

l, where Ii,l ∈ [1, n] and 〈·〉∗ denotes an OCB-like length-
preserving authenticated encryption primitive [25] using the
key on the subscript. Since the route to l might not be known,
the packet transmission is normally preceded by an on-demand
route discovery process using protocols like AODV [26]. On
receiving 〈di,Ii,l

〉ki,l
, node l can derive the same key ki,l using

its temporal public/private keys IDl/Kl and IDi according to
[23] and then decrypts the packet to get di,Ii,l

. Node i repeats
this process for all its cover nodes, and so does every other
node in Ψ.

Each node waits for sufficient time before finally submitting
data to A. Let Ψl ⊂ Ψ denote the set of nodes choosing l as
a cover node. Then node l computes the following based on
whether it has its own data to report.⎧⎪⎨

⎪⎩
D′

l = dl,n+1 +
∑

i∈Ψl

di,Ii,l
l ∈ Ψ ,

D′
l =

∑
i∈Ψl

di,Ii,l
l /∈ Ψ .

(1)

There may be data overflows introduced by data slicing
and aggregation. So we introduce a carry-bit header to record
all the carry bits. The length of the carry-bit header is node-
specific and related to the number of times a node was chosen
as a cover node. Since x times of aggregation will introduce
at most log2 x carry bits, node l should use a carry-bit header
of at most log2 |Ψl| bits.

Finally, node l submits 〈Fl,D
′
l, carry-bits〉kl,A via a possibly

multi-hop path, where Fl = 1 for l ∈ Ψ and Fl = 0 for l /∈ Ψ,
and kl,A denotes a shared key with A which can be computed
similar to ki,l [23]. If a node neither has its own data nor
receives slices from others, it sends nothing to A.

Let Θ denote the set of nodes reporting to A. After receiv-
ing all their data and decrypting them, A simply computes∑

l∈Θ D′
l =

∑
i∈Ψ Di, which is exactly the desired sum. A

can also compute |Ψ| as
∑

l∈Θ Fl whereby to compute the
average data value.
Hidden Probability Analysis

Now we analyze the random cover-selection scheme with
regard to the hidden probability P. Consider as an example
node i ∈ Ψ whose data Di is sliced into {di,j}n+1

j=1 . Recall
our assumption that there are M̄ out of M ASs are malicious
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and that there are on average N̄ malicious nodes in each cell.
Assuming that A is malicious, which happens with probability
M̄/M , A can know Di if all the n+1 slices can be recovered
or all the other nodes in Ψ are malicious and colludes with
A.

Denote by Υi the set of cover nodes chosen by node i
which sends a unique slice di,Ii,l

∈ {di,j}n
j=1 to node l ∈ Υi.

The slice di,Ii,l
can be recovered by A if node l is malicious

and collude with A, which happens with probability N̄/N .
In contrast, di,n+1 is kept at node i itself and covered by all
received slices. A can recover di,n+1 if all nodes in Ψi are
malicious and collude with A, where Ψi is the set of nodes
choosing node i as a cover node.

Denote by C(�) the event that the entity � is malicious.
Combining the above two cases, we have

P = 1 − Pr(C(A) ∩ ((C(Υi) ∩ C(Ψi)) ∪ C(Ψ \ {i}))
≥ 1 − Pr(C(A) ∩ C(Υi)) − Pr(C(A) ∩ C(Ψ \ {i}))
= 1 − M̄

M

∏
l∈Υi

Pr(C(l)) − M̄

M

∏
l∈Ψ\{i}

Pr(C(l))

= 1 − M̄

M
(
N̄

N
)n − M̄

M
(
N̄

N
)|Ψ|−1 .

(2)

In the above approximation, we ignore the effect of Ψi

which may overlap with Υi and whose expected cardinality
n|Ψ|/(N − 1) may be much smaller than |Υi| = n.
Communication Cost Analysis

Now we evaluate the extra communication cost incurred by
random cover selection, which consists of three parts. The first,
denoted by T1, is associated with distributing data slices, the
second, denoted by T2, is incurred by the data submissions
from those which are not data sources but are chosen as cover
nodes by nodes in Ψ, and the third, denoted by T3, is incurred
by transmitting carrier bits from nodes in Ψ to A. Note that
we do not consider the cost of transmitting the data from Ψ
to A, which is incurred anyway with or without our scheme.

We first estimate T1, which can be further divided into the
cost incurred by route discoveries and the one incurred by
unicasting the slices. For simplicity, we assume that both route
discovery requests and replies are of lr bits and that the length
of each data slice is of ls bits. Each route discovery involves
a route request broadcasted in the cell, which incurs Nlr bits
(assuming that each node forwards a route request once), and a
route reply unicasted from the cover node to the data source,
which incurs L̄lr bits with L̄ being the average number of
hops between two nodes. Once a route is discovered, a data
slice is sent from the data source to the cover node, which
again incurs L̄ls bits. Since there are |Ψ| data sources with
each choosing n cover nodes, we have

T1 = |Ψ| · n(Nlr + L̄lr + L̄ls) . (3)

Now we estimate T2. Let Nc be the number of nodes which
are not a data source but cover nodes. Any node j ∈ Δ \ Ψ
is chosen as a cover node by a data source with probability
n/(N − 1), and the probability that j is a cover node of at
least one data source is thus 1− (N−n−1

N−1 )|Ψ|. Since there are

N − |Ψ| nodes not generating any data, we can then estimate
Nc as

Nc = (N − |Ψ|) · (1 − (
N − n − 1

N − 1
)|Ψ|) . (4)

Assuming that each node can reach A in L̄A hops on
average, T2 can be computed as T2 = Nc(ls+1+lc)L̄A, where
lc denotes the average number of carry bits. In addition, T3 =
|Ψ|(1 + lc)L̄A. Finally, we can compute T = T1 + T2 + T3.

B. One-Hop Cover Selection

Random cover selection may not be efficient because cover
nodes are randomly chosen regardless of their locations. As a
result, an on-demand route discovery process is often incurred
to find a route to a chosen cover node multi-hop away. This
may cause unnecessarily high energy consumption because
a route request often involves cell-wide broadcasting. This
motivates the design of one-hop cover selection. The basic idea
is for each node to distribute multiple data slices by a single
broadcast to its neighbors, thus avoiding random selection of
cover nodes.

Under this method, data slicing involves a period of length
T , which is a system parameter known to all nodes in the cell.
Assume that each node knows all its one-hop neighbors and
can thus establish a pairwise shared key with each of them as
before. Continue with the previous example that nodes in Ψ ⊆
{0, . . . , 2λ−1} have data to submit. During time T , each node
i ∈ Ψ is allowed to broadcast α random seeds, denoted by
{ri,x}α

x=1, to its one-hop neighbors at time instances decided
by itself. Due to node mobility, {ri,x}α

x=1 are highly likely to
be received by different sets of neighbors. A highly privacy-
sensitive node may choose to broadcast at locations with more
neighbors, as each neighbor serves as its cover node. The data
slice for some neighbor receiving ri,x is the keyed hash of
ri,x computed using the shared key with that neighbor. It is
possible that one node may receive multiple random seeds
from i, in which case only the first seed will be processed by
both nodes.

To be more specific, each node l maintains an aggregation
counter Dl, which is equal to zero for l /∈ Ψ. Each time
overhearing a random seed, say ri,x, from some node, say i ∈
Ψ, node l updates Dl := Dl +hki,l

(ri,x), where h∗(·) denotes
a good hash function using the key on the subscript. On the
other hand, if l ∈ Ψ and its random seed rl,x is overheard by a
set Nl,x of neighbors, l updates Dl := Dl−

∑
s∈Nl,x

hl,s(rl,x).
Let Ψl ⊂ Ψ denote the set of nodes choosing l as a cover

node. When the slicing period expires, l’s aggregation counter
is of the following value based on whether it has its own data
to report:⎧⎪⎨
⎪⎩

D′
l = Dl −

α∑
x=1

∑
j∈Nl,x

hkl,j
(rl,x) +

∑
i∈Ψl

hki,l
(ri,fi,l

) l ∈ Ψ ,

D′
l =

∑
i∈Ψl

hki,l
(ri,fi,l

) l /∈ Ψ ,

(5)
where ri,fi,l

means the first seed l received from node i.
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Finally, node l submits the following message
〈Fl,D

′
l, carry-bits〉kl,A in a possibly multi-hop path, where

Fl = 1 for l ∈ Ψ and Fl = 0 for l /∈ Ψ, and kl,A denotes a
shared key with A which can be computed similarly to ki,l

[23]. If a node neither has its own data nor receives slices
from others, it sends nothing to A. As before, A can get the
desired sum by decrypting the received data and adding them
up and also compute the average.
Hidden Probability Analysis

Different from random cover selection, one-hop cover selec-
tion results in

∑α
x=1 |Ni,x| cover nodes for any source i ∈ Ψ.

Assume that every node has μ neighbors anytime, anywhere
in a cell. The first seed ri,1 of source i will be received by
|Ni,1| = μ cover nodes. For simplicity, we assume that the rest
α−1 random numbers each are received by μ′ ≤ μ new cover
nodes on average, where |Ni,x| = μ′, x ∈ [2, α], depends on
node mobility and the interval between broadcasting ri,x−1

and ri,x. This assumption holds when α is small such that
αμ � N . It follows that

∑α
x=1 |Ni,x| ≈ μ+(α−1)μ′. Similar

to the analysis about random-cover selection, we then have

P ≥ 1 − M̄

M
· (N̄

N
)μ+(α−1)μ′ − M̄

M
(
N̄

N
)|Ψ|−1 . (6)

Communication Cost Analysis
Similar to random cover selection, one-hop cover selection

incurs a communication cost T = T1+T2+T3, where T1, T2,
and T3 are defined similar to those in the analysis of random
cover selection. Assume that each random seed broadcasted by
a data source is of lv bits. Since each source i ∈ Ψ broadcasts
α random seeds, we have T1 = |Ψ|αlv . To estimate T2, we
set n = μ + (α − 1)μ′ in Eq. (4) to get

Nc = (N − |Ψ|) · (1 − (
N − μ − (α − 1)μ′ − 1

N − 1
)|Ψ|) . (7)

It follows that T2 = Nc(ls + lc + 1)L̄A, where lc denotes the
average number of carry bits. In addition, T3 = |Ψ|(lc+1)L̄A.
Finally, we can compute T.

C. h-Hop cover selection

The performance of one-hop cover selection highly depends
on node mobility which in turn determines the number of
distinct cover nodes chosen by each data source. We thus
propose an h-hop cover-selection strategy to accommodate low
node mobility.

Consider the previous example in which nodes in Ψ ⊆
{0, . . . , 2λ−1} have data satisfying the query. As before, each
node i ∈ Ψ need select the cover nodes and send a unique data
slice of its data Di to each of them. In h-hop cover selection,
each node with data to submit distributes its data slices within
its h-hop neighborhood, where h is a system parameter.

Specifically, node i initiates the slicing process by broad-
casting a random number ri with a TTL value set to h.
Upon receiving a request with a TTL larger than one, each
node further broadcasts it after decreasing the TTL by one. A
node should only process the first copy of the same request
which may be heard multiple times. In addition, each node

memorizes the parent node from which this request came. In
this way, a routing tree is formed and rooted at node i. When
a node receives a request with the TTL value equal to one,
the node should send a reply to its parent node which in turn
forwards the reply via the routing tree back to node i after
appending its ID. The remaining operations are the same as
in one-hop cover selection and omitted for brevity.

Similar to one-hop cover selection, the number of cover
nodes is a random variable which cannot be determined
before the process is completed. Intuitively, the larger h,
the more cover nodes discovered, the higher privacy and the
communication cost, and vice versa. In practice, h can be
chosen as follows. Assume that the location distribution of
the N nodes follows a 2-dimensional Poisson distribution in
the cell of area πR2, where R denote the AS A’s downlink
transmission range. Given the transmission range R of nodes,
the probability that there are n nodes within the h-hop range
of a data source is approximately

Pr[χ(h) = n] =
e−γγh

h!
,

where γ = NR2

R2 , then h can be set such that Pr[χ(h) ≥ n]
is not smaller than a desired probability, say 0.7. Below we
analyze its performance.
Hidden Probability Analysis

Similar to random and one-hop cover selection, the hidden
probability P of h-hop cover selection is determined by the
number n of cover nodes of each source, where n is a random
variable with mean n̄ = Nh2R2/R2. Then we have

P ≥ 1 − M̄

M
· (N̄

N
)n̄ − M̄

M
(
N̄

N
)|Ψ|−1 . (8)

Communication Cost Analysis
The communication cost T consists of four parts: T1

incurred by the h-hop broadcasting of the random number,
T2 incurred by all the cover nodes except data sources
submitting combined data slices and corresponding carrier bits,
T3 incurred by the |Ψ| sources submitting their carrier bits,
and T4 incurred by the cover nodes returning their IDs to the
data sources. Since each h-hop broadcasts incurs a total cost
of n̄ls, the |Ψ| sources incur a total cost of T1 = |Ψ|n̄lv .
Assuming that each reply from a cover node is of hλ bits,
which can accommodate h node IDs, we have T4 = |Ψ|n̄hλ.
Same as before, we can compute

T2 = (N − |Ψ|) · (1− (
N − n̄ − 1

N − 1
)|Ψ|)(ls + lc +1)L̄A , (9)

where lc denotes the average number of carrier bits, and T3 =
|Ψ|(1+lc)L̄A. Finally, we can compute T = T1+T2+T3+T4.

IV. PRIVACY-PRESERVING NON-ADDITIVE AGGREGATION

The slicing technique in Section III cannot be directly ap-
plied to non-additive aggregation functions such as Max/Min,
Median, Percentile, and Histogram which have wide applica-
tions in practice. We observe that those functions are related
to count queries which ask for the number of nodes whose
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data values are above, below, or equal to a certain value.
In particular, dmax (respectively, dmin) is the result of a
Max (respectively, Min) query if at least one node has dmax

(respectively, dmin), but no other nodes have data larger than
dmax (respectively, smaller than dmin); dmed is the result of a
Median query if one half of nodes have data smaller than dmed,
and the other half have data larger than dmed. In addition,
Percentile and Histogram queries can be realized by a series
of count queries counting the numbers of nodes in specified
data ranges. This observation motivates us to enable privacy-
preserving non-additive aggregation with a combination of the
slicing technique, count query, and binary search.

A. Scheme Description

Given a non-additive aggregation request, A transforms it
into a count query about how many nodes possess data above,
below, or equal to a threshold called a count index. Each node
with the desired data type gives a “yes” or “no” answer by
a single bit of value one or zero, respectively. The answers
should be sent via the previous slicing technique to preserve
their privacy. The sum received by A is exactly the number of
nodes satisfying the count query. If the data returned satisfy
the request requirement, the query process stops; otherwise,
A can send another count query with a new count index. This
process continues until the non-additive aggregation function
of interest is fulfilled.

To further illustrate the use of count queries, we follow
the common assumption [16]–[18] that each data value is an
integer between [0, 2ω+1 − 1]. The choices of count indexes
have a large impact on the number of count queries or rounds
needed to realize a non-additive aggregation function, which
in turn determines the query overhead. Our scheme depends
on binary search to reduce the potentially adverse impact of
random count indexes. Below we brief how to realize privacy-
preserving Max/Min, Median, Histogram, and Percentile ag-
gregation queries. It is easy to extend our technique to other
non-additive aggregation functions.
Max/Min

Since the Min operation is opposite to the Max opera-
tion, we just illustrate the latter for brevity. Given a Max
aggregation request, A issues a count query about how many
nodes have data above or equal to Q1 = 2ω . With the slicing
technique, A aggregates the received data to get the number
of “yes” answers, denoted by a1. If a1 ≥ 1, the maximum
value should be in [2ω, 2ω+1−1], so A will send a new count
query with Q2 = 2ω + 2ω−1; otherwise, the maximum value
should be in [0, 2ω−1], so A will send a new count query with
Q2 = 2ω−1. The suspicion range in which the maximum value
is located is reduced by half for each additional count query.
This process continues until the suspicion range is reduced to
one, in which case the last count index is exactly the maximum
value and the last query result refers to the number of nodes
with the maximum value.
Median

A median is interpreted as the number separating the higher
half of a sample, a population, or a probability distribution,

from the lower half. Given a Median aggregation request, A
first sends a count query about how many nodes have data
smaller than or equal to Q1 = 2ω+1−1. All the nodes with the
desired data type will reply with a “yes” answer via the slicing
technique. A can then aggregate all the replies to get the query
result, which is exactly the number of qualified nodes, denoted
by U . We first assume that U is odd. A sends the second
count query to see how many nodes have data smaller than or
equal to Q2 = 2ω . If the query result is larger than or equal
to (U + 1)/2, then A sends the next query with Q3 = 2ω−1;
otherwise, A sends the next query with 2ω+2ω−1. This process
continues until the query result is equal to U/2� and also
the suspicion range of dmed is one. The corresponding count
index will be dmed. If U is even, dmed should be the mean
of the two values in the middle. The above process can be
simply modified to find two query results equal to (U + 2)/2
and (U − 2)/2, respectively, both with the suspicion range
reduced to one. dmed is the average of the two corresponding
count indexes.

Histogram
In statistics, a histogram is a graphical display of tabulated

frequencies, shown as bars. It shows what proportion of
cases fall into each of several categories. Given a Histogram
aggregation request, A partitions [0, 2ω+1 − 1] into a certain
number of consecutive, non-overlapping intervals according to
the aggregation request. It then sends a count query for each
interval, and the corresponding query result will be the number
of nodes with data falling into that interval.

Percentile
A percentile (or centile) is the value of a variable below

which a certain percent of observations fall. Given a Percentile
aggregation request with a desired percent 0 < σ < 100, A
first sends a count query about how many nodes have data
smaller than or equal to Q1 = 2ω+1 − 1, and the query result
denoted by U is exactly the number of qualifying nodes with
desired observations. A then sends the second query with
Q2 = 2ω . If the query result U is larger than or equal to
σU�, A sends the next query with Q3 = 2ω−1 and with
Q3 = 2ω +2ω−1 otherwise. This binary search continues until
the query result is equal to σU� and the suspicion range of
the percentile is reduced to one. The final count index is the
desired percentile.

B. Performance Analysis

The hidden probability P used to analyze the performance
of additive aggregation can no longer precisely measure the
privacy provision of non-additive aggregation. For example,
even if the answer of node j to a count query is disclosed,
the adversary can only narrow down the search of Dj to a
certain range instead of precisely determining Dj . Assume
that the adversary knows that Dj is in a range of length R
after the whole query process. It is clear that R ≤ 2ω+1

and can be used to analyze the privacy performance of the
non-additive aggregation process: the larger R, the higher
level of privacy provision, and vice versa. In particular, when
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R = 2ω+1, the adversary has no clue about what Dj is; when
R = 1, the adversary has precisely located Dj . We call R the
suspicion width of Dj hereafter. Without loss of generality,
we use Max as an example to evaluate the performance of
the non-additive aggregation process. The studies about other
non-additive aggregation functions can be conducted similarly.
Before proceeding, we want to mention that the Max/Min
aggregation functions naturally disclose some information: any
user’s data will be smaller or equal to dmax and larger or
equal to dmin. No scheme can prevent this kind of privacy
breach which is due to the aggregate functions themselves. In
the following, we will ignore such natural privacy breach and
focus on the loss of privacy occurring in the query process.
Suspicion Width Analysis

For clarity, we consider a special case where the maximum
value dmax = 2ω+1 − 1. The similar process can be used to
analyze the more general case that dmax may be any value
in [0, 2ω+1 − 1], which is not reported here due to space
limitations. Let {aj,i}ω+1

i=1 denote the sequences of answers
from node j, where aj,i = 1 means “yes” and aj,i = 0 means
“no”. We then have the following observation from the binary
search process.

Observation 1: For dmax = 2ω+1 − 1, if aj,i = 1, then
aj,k = 1, ∀k < i; if aj,i = 0, then aj,k = 0, ∀k > i.

The above observation indicates that all the yes (or no)
answers if any are consecutive. Denote by aj,y and aj,n the last
yes answer and the first no answer in {aj,i}ω+1

i=1 , respectively.
By Observation 1, we know that {aj,i}y

i=1 are all answers of
yes, that {aj,i}ω+1

i=n are all answers of no, and that n = y + 1.
Let Ri, i ∈ [1, ω + 1], be the suspicious width after the ith
count query, where R0 = 2ω+1 and Rω+1 = R. We then have
the following observation.

Observation 2: Assume that aj,i is the first answer recov-
ered by A. If the answer is yes, then Ri = 2ω−i+1; if the
answer is no, then Ri = R0 − 2ω−i+1.

The above observation means that the disclosure of a yes
answer or a no answer has different impact on the suspicion
width. More specifically, the disclosure of a yes answer for
the ith query tells A that Dj ∈ [2ω+1 − 2ω−i+1, 2ω+1 − 1],
while the disclosure of a no answer for the ith query tells A
that Dj /∈ [2ω+1 − 2ω−i+1, 2ω+1 − 1].

During the whole query process, each aj,i, 1 ≤ i ≤ ω + 1,
is disclosed to A with probability Pc = 1 − P, where P is
determined by the chosen cover-selection scheme introduced
before. A may recover multiple answers in {aj,i}ω+1

i=1 , for
which we have the following observation.

Observation 3: Let aj,cy
and aj,cn

be the last disclosed
yes answer in {aj,i}y

i=1 and the first disclosed no answer in
{aj,i}ω+1

i=n A, respectively, where cy ≤ y < n ≤ cn. The
suspicion width after the whole query process is Rω+1 =
2ω−cy+1 − 2ω−cn+1.

The above observation indicates that what really matters is
the last disclosed yes answer and the first disclosed no answer.

Assume that Dj is uniformly distributed in [0, 2ω+1 − 1].
Note that Dj will determine the final suspicion width Rω+1.

To derive Rω+1, we partition [0, 2ω+1 − 1] into ω + 2 equiv-
alent classes denoted by {Ci}ω+1

0 , where Ci = [2ω+1 −
2ω−i+1, 2ω+1 − 2ω−i − 1] for i ∈ [0, ω], and Cω+1 =
[2ω+1 −1, 2ω+1 −1]. We then have the final observation from
the binary search process.

Observation 4: For all Dj1 ,Dj2 in Ci, i ∈ [0, ω + 1],
{aj1,k = aj2,k}ω+1

k=1 . In particular, the answers {aj1,k}i
k=1 and

{aj2,k}i
k=1 are all yes, and {aj1,k}w+1

k=i+1 and {aj2,k}w+1
k=i+1

are all no.
The above observation shows that if two data items belong

to the same equivalent class, they will have the same sequence
of yes/no answers for the ω+1 count queries. Now we estimate
the final suspicion width Rω+1 for a random Dj . Assuming
that Dj ∈ Ci, we have cy ≤ i and cn ≥ i+1. For a given i, the
probability density functions of cy and cn can be computed as

Pr(cy = t) =

{
(1 − P)Pi−t if 1 ≤ t ≤ i ,

Pi if t = 0 ,
(10)

and

Pr(cn = t) =

{
(1 − P)Pt−i+1 if i + 1 ≤ t ≤ ω + 1 ,

Pω−i+1 if t = ω + 2 ,
(11)

where we define cy = 0 and cn = ω + 2 as the cases that
no answers of yes or no are disclosed to A, respectively. The
suspicion width for given cy and cn can then be computed as

R(cy, cn) =

{
2ω−cy+1 − 2ω−cn+1, if i ≤ cn ≤ ω + 1 ,

2ω−cy+1, if cn = ω + 2 .
(12)

Then the expected R for class i is the average over all possible
cy and cn, which can be computed as

E[R(i)] =
i∑

t1=0

ω+2∑
t2=i+1

R(t1, t2) · Pr(cy = t1) · Pr(cy = t2) .

(13)
The overall expected R for a random Dj uniformly dis-

tributed in [0, 2ω+1 − 1] is then given by

E[R] =
ω+1∑
j=0

R(i)Pr(Dj ∈ Ci) , (14)

where Pr(Dj ∈ Ci) is equal to the length of Ci divided by
2ω+1.
Communication Cost Analysis

Assume that A need ω + 1 count queries to get the final
results. Since each count query incurs communication cost T,
the total communication cost is thus Tn = (ω + 1)T.

V. PERFORMANCE EVALUATION

In this section, we thoroughly evaluate the performance of
PriSense. We simulate a cell with N = 100 nodes, among
which 50 are malicious, and a malicious AS at the center of
the cell. Table I summarizes the default evaluation parameters
unless specified otherwise. Figs. 2 to 5 are for additive
aggregation, while Fig. 7 is for non-additive aggregation.
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TABLE I
DEFAULT EVALUATION PARAMETERS

Para. Val. Para. Val. Para. Val. Para. Val.
N 100 N̄ 50 M 10 M̄ 10
|Ψ| 50 lr 5 ls 10 lc 8
lv 5 L̄ 5 L̄A 5 n 10
μ 4 μ′ 2 h 2 R 2
R 10

(a) hidden probability (b) communication cost

Fig. 2. Impact of N̄ , the number of malicious nodes.

Fig. 2(a) shows the impact of N̄ , the number of malicious
nodes, on the hidden probabilities of three cover-selection
schemes. We can see that the larger N̄ , the lower the hid-
den probabilities of all three schemes, and vice versa. This
coincides with the intuition: the more malicious nodes in the
cell, the higher the probability of the data being disclosed. In
addition, under the default configuration, h-hop cover selec-
tion has the highest hidden probability, followed by random
cover selection and then one-hop cover selection. This is not
surprising since h is chosen such that the probability that there
are at least n nodes in the h-hop neighborhood is large enough,
leading to more than n cover nodes in most cases.

Moreover, we can see from Fig. 2(b) that the communication
cost of the three schemes are independent of N̄ . From the
previous analysis, we know that since what really matter are
N and |Φ|. Under the default configuration, random cover
selection has the highest communication cost while one-hop
cover selection has the lowest. The reason is that in one-hop
cover selection, nodes only perform local broadcast, while
other two schemes involve multi-hop routing.

Fig. 3(a) and Fig. 3(b) show the hidden probability and
communication cost of random cover selection versus the
number n of cover nodes. We can see that the larger n, i.e.,
the more cover nodes chosen, the higher the hidden probability
and also the communication cost. Since other two schemes are
not affected by n, they are drawn only for comparison.

Fig. 4 shows the impact of α on one-hop cover selection.
We can see from Fig. 4(a) that both the hidden probability and
the communication cost of one-hop cover selection increase as
α increases. The reason is that the larger α, the more cover
nodes will be selected, leading to the increase in the hidden
probability and also the communication cost. Similarly, other
two schemes are not affected by α and are shown only for
illustrative purpose.

(a) hidden probability (b) communication cost

Fig. 3. Impact of n on random cover selection.

(a) hidden probability (b) communication cost

Fig. 4. Impact of α on one-hop cover selection.

Fig. 6 shows the impact of h on h-hop cover selection, in
which we can observe a similar trend as in Fig. 3 and Fig. 4. In
general, the larger h, the more cover nodes, the higher hidden
probability and communication cost, and vice versa.

Fig. 5 shows the impact of |Ψ| on all three schemes. In
general, the larger |Ψ|, the less likely that all the other |Ψ|−1
nodes are malicious, and the higher hidden probabilities for
all three schemes. It is worth noticing that P increases most
drastically when |Ψ| increases from 1 to 4. In the extreme
case, when |Ψ| = 1, the data will always be recovered by
a malicious AP. In addition, a larger |Ψ| leads to higher
communication cost, since more nodes have data to submit.

Fig. 7 shows the performance of PriSense for non-additive
aggregation with different ω and P. Fig. 7(a) shows the ratio
of the suspicion width to the whole data range, i.e, 2ω+1. We
can see that the larger ω, the higher the ratio, and vice versa,
since the number of queries increases with ω, and it becomes
more difficult for malicious AP to precisely recover the user
data. Furthermore, the higher P, the lower the probability that
the answer for one count query can be recovered, and thus the
larger suspicion width. Fig. 7(b) shows the communication
cost of non-additive query varying with ω with different cover
selection schemes. It is of no surprise that there is a linear
relationship between the communication cost and ω, since the
larger ω, the larger the data length.

We summarize the evaluation results as follows.

• Random cover selection can select a deterministic number
of cover nodes and thus can provide privacy guarantee at
the cost of higher communication cost.

• One-hop cover selection has the lowest communication
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(a) hidden probability (b) communication cost

Fig. 5. Impact of |Ψ| on cover selection.
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Fig. 6. Impact of h on h-hop cover selection.

(a) hidden probability (b) communication cost

Fig. 7. Impact of ω and P on non-additive aggregation.

cost, but the privacy provision depends on node mobility
and network density.

• h-hop cover selection strikes a good balance between
privacy and the communication cost.

• Realizing non-additive query with multiple count queries
can effectively protect user data privacy with communi-
cation cost linear to the length of the user data.

The evaluation results demonstrate that PriSense is very
suitable and practical as a solution to privacy-preserving data
aggregation in people-centric urban sensing systems. We seek
to evaluate PriSense in more realistic and comprehensive
settings in our future work.
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