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Abstract—The open wireless medium in a mobile ad-hoc net-
work (MANET) enables malicious traffic analysis to dynamically
infer the network traffic pattern in hostile environments. The
disclosure of the traffic pattern and its changes is often devas-
tating in a mission-critical MANET. A number of anonymous
routing protocols have been recently proposed as an effective
countermeasure against traffic analysis in MANETs. In this
paper, we propose a novel traffic inference algorithm, called
TIA, which enables a passive global adversary to accurately
infer the traffic pattern in an anonymous MANET without
compromising any node. As the first work of its kind, TIA works
on existing on-demand anonymous MANET routing protocols.
Detailed simulations show that TIA can infer the traffic pattern
with an accuracy as high as 95%. Our results in this paper
highlight the necessity for cross-layer designs to defend a MANET
against traffic analysis.

I. INTRODUCTION

Mobile ad-hoc networks (MANETs) have great potential
in hostile battlefield-like environments without a wired com-
munication infrastructure. The shared wireless medium in a
MANET unfortunately enables passive, adversarial eavesdrop-
ping on arbitrary radio transmissions. The adversary can then
run traffic analysis on overheard transmissions to infer the
network traffic pattern, which consists of a set of end-to-end
flows with each described by a 6-tuple, (source, destination,
start-time, end-time, rate, path).

The disclosure of the traffic pattern and its changes is often
devastating for a mission-critical MANET. For example, a
node as the source or destination of many end-to-end flows
may be a VIP node which often issues tactical commands
or collects tactical information for making critical decisions.
In addition, high-rate flows may imply the relationships of
the two end nodes in terms of rank (a node may be allowed
to communicate with others with rank just above or below
itself). Also, an unexpected change of the traffic pattern in a
tactical MANET may indicate a forthcoming action, a chain
of commands, or a state change of network alertness [1]. The
adversary can then exploit the obtained information to launch
various targeted attacks such as compromising the VIP nodes.

Anonymous routing protocols (e.g., [2]-[13]) have been
proposed as a countermeasure against malicious traffic analysis
in MANETs. They all aim to prevent inferring the traffic pat-
tern by hiding the real sources, real destinations, and source-
destination pairs of overheard packets. These schemes can
withstand a local adversary who is incapable of overhearing
every radio transmission to various degrees. It remains unclear

whether they can defeat a global adversary who is able to
eavesdrop on every radio transmission.

To the best of our knowledge, Huang et al. [14]-[16] made
the only effort to study the resilience of anonymous MANET
routing protocols to a global adversary. Under the assumption
of a perfect anonymous routing protocol but unreliable trans-
missions in the MAC-layer, the packet-counting technique is
used for tracing flows. They treat all packets as data packets
and the output of SPTA [14], [15] is an estimation of the
maximum possible traffic volume between any two nodes
instead of the real traffic pattern defined before. Based on
SPTA, STARS [16] estimates the probability of any node being
a source or destination and the probability of any two nodes
communicating with each other, but the actual traffic pattern
still remains secret.

In this paper, we present a novel Traffic Inference
Algorithm, called TIA, which allows a global adversary to
accurately infer the MANET traffic pattern despite the use of
existing anonymous on-demand routing protocols [2]-[5], [7],
[9], [10], [12]. TIA first exploits the overheard routing frames
for flow recognition and then traces each flow in rounds based
on the data-frame interarrival times. Given A > 2 consecutive
frames of a flow, the vector of A — 1 corresponding frame
interarrival times on any link is highly correlated with that of
the next link along the flow path. This enables the adversary to
iteratively derive the hidden flows and thus the traffic pattern
from overheard MAC frames without prior knowledge of the
interarrival time distribution of any flow. Although interarrival-
based traffic analysis has been extensively conducted on low-
latency mix networks (e.g., [17], [18]), its feasibility in anony-
mous MANETSs remains untouched. Our major contributions
are summarized as follows.

o We validate that routing frames and data-frame interar-
rival times are effective metrics to recognize and trace
anonymous MANET flows.

o We develop an interarrival-based algorithm, called TIA,
whereby a passive global adversary can infer the traffic
pattern despite the use of some well-known anonymous
on-demand MANET routing protocols.

o We evaluate TIA by extensive simulations involving CBR
and VBR flows following various rate distributions. Our
simulation results show that TIA can infer the traffic
pattern with an accuracy as high as 95%.

Our results in this paper highlight the necessity for cross-layer
solutions to truly anonymous MANET communications.
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II. RELATED WORK

Most anonymous MANET routing protocols like [2]-[5],
[71, [9], [10] and [12] are adaptations of regular on-demand
routing protocols such as AODV [19] or DSR [20] where
routes are discovered as needed. Regardless of their implemen-
tation details, these schemes all aim to hide real packet sources
and destinations in both route discovery and packet forwarding
from a limited number of local and internal attackers. In this
paper, we show that it is feasible for a passive global adversary
to accurately discover the traffic pattern despite the use of these
elegant schemes.

In [21], a small set of special nodes known as Mixes are
purposely deployed to relay data packets from different end-to-
end connections by reordering and re-encrypting the packets
such that incoming and outgoing data packets cannot be re-
lated. However, this scheme is still vulnerable to the adversary
with the global and dynamic flow context information. AO2P
[6] is another on-demand anonymous routing protocol for
MANETS, where route discovery is performed via geographic
routing based on the destination’s position. Once a route is set
up, packets are forwarded from the source to the destination
based on the pseudo IDs established during route discovery.
In [8], Aad et al. propose a packet-coding technique as a
combination of source routing, multicast, and onion routing
[22] to achieve anonymous communications. This technique
assumes proactive routing protocols in which routes are always
maintained. Our TIA technique also works on [6], [8], [21]
after small adaptations. Due to space limitations, however, we
will focus on anonymous on-demand routing protocols [2]-[5],
[71, [9], [10] and [12] in this paper.

ALARM [11] and PRISM [13] are anonymous location-
aided routing protocols for MANETS, where routing is based
on node locations instead of their IDs. The resilience of these
schemes to traffic analysis is beyond the scope of this paper.

Timing-analysis attacks and defenses (e.g., [17], [18], [23])
on low-latency mix systems have been extensively studied.
The objective of these attacks is often to identify whether
two nodes are communicating via a low-latency mix system
using various flow correlation techniques. In contrast, we are
the first to apply timing analysis on anonymous MANET
communications and also have a finer requirement to infer
the traffic pattern consisting of 6-tuples as defined before.

III. NETWORK AND ADVERSARY MODELS
A. Network Model

We consider a single-authority MANET deployed in hostile
scenarios such as military and homeland security operations.
There are N nodes in the network, where N may change
with node join, leave, or failure over time. Depending on
different applications, N may range from several tens to
several thousands or even more. Each node has a unique
network address and a unique MAC address. To simplify the
notation, we use ¢ to represent both the network and MAC
addresses of node ¢z (1 =1,..., N).

We assume an anonymous on-demand MANET routing
protocol such as [2]-[5], [7], [9], [10], [12]. In such protocols,

data packets are of a constant size, and per-hop re-encryption
is also used to ensure that the same packet looks different
across each hop enroute to the destination. These measures
are to prevent packet tracing based on unique packet sizes
and unchanging packet contents.

We also assume reliable MAC-layer communications, which
means that there should be a suitable MAC protocol like
802.11 DCF involving an RTS-CTS-DATA-ACK four-way
handshake. Although most anonymous routing protocols re-
quire each node to not use its true MAC address in MAC-layer
communications, reliable communications can still be realized
with unique temporary link identifiers established during route
discovery, see [2], [7], [9] for example.

B. Adversary Model

We assume a global adversary controlling some eaves-
droppers which can collaboratively overhear every MAC
frame. The eavesdroppers communicate among themselves and
with the adversary via a separate channel invisible to the
MANET nodes. We have justified the feasibility of global
eavesdropping using extensive simulations. According to our
simulation results, less than 40 eavesdroppers with a reception
range of 250 m are needed for global eavesdropping in a
2000 x 2000 m?> MANET region; in contrast, more than 400
nodes with the same transmission range are needed to ensure
sufficiently high network connectivity. The adversary and his
eavesdroppers are assumed to remain passive and external to
the MANET during eavesdropping and traffic analysis, though
compromising some nodes may certainly help traffic analysis.

We assume that the adversary can associate a unique ID
with every MANET node. This can be achieved in many ways,
e.g., based on the nodes’ unique exterior features captured by
video sensors on eavesdroppers. This assumption means that
the adversary is able to associate the packets initiated from or
destined to the same node no matter whether it uses its real
MAC address or not. Without this assumption, any passive
traffic analysis on MAC frames is meaningless if nodes use
changing MAC addresses. Note that the adversary only cares
about whether and when any two nodes communicate with
which rates instead of their real addresses. In the rest of this
paper, we will refer to each node by its ID assigned by the
adversary. Each flow in the flow pattern is also described by
the source and destination IDs assigned by the adversary.

Another important assumption is that the adversary can
locate the transmitter of any MAC frame using methods like
signal triangulation. Note that any reliable transmission of a
data frame involves at least the data frame from the sender
and an acknowledgement frame from the receiver [2], [7],
[9], which are sent in sequence. With this assumption, the
adversary can ascertain the senders of the data and acknowl-
edgement frames, respectively. More specifically, this means
that the adversary can associate (sender ID, receiver ID) with
each frame even if the real sender and receiver MAC addresses
are not used as in [2], [7], [9].
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IV. TIA: A TRAFFIC INFERENCE ALGORITHM FOR
ANONYMOUS MANETS

In this section, we detail the TIA design. TIA works on
existing anonymous on-demand MANET routing protocols
such as [2]-[5], [7], [9], [10], [12]. Common in these protocols
is a similar anonymous route discovery process preceding
anonymous data forwarding. For ease of presentation, hereafter
we take ANODR [2], [12] as an example which is the most
classical and has been fully implemented in the popular
network simulator QualNet 4.5.1.

The adversary partitions time into periods and uses TIA
to infer the traffic pattern in each period. The traffic patterns
of consecutive periods can be aggregated to obtain the long-
term pattern or compared to infer the pattern changes. Our
discussion will focus on one period. TIA consists of three key
components as follows.

o Evidence generation: The adversary divides all the MAC
frames overheard in the target period into data frames,
routing frames, and MAC control frames.

o Flow recognition: The adversary recognizes each flow
except its traffic volume and end time by analyzing
routing frames.

e Traffic inference: The adversary decides the traffic volume
and end time of each flow by analyzing data frames and
thus infers the traffic pattern.

In what follows, we first detail each component and then give
the complete process in Algorithm 5.

A. Evidence Generation

The adversary periodically collects all the MAC frames
overheard by its eavesdroppers. The MAC frames comprise
data frames, MAC control frames such as RTS/CTS/ACK,
and routing frames. There are three kinds of routing frames
in ANODR [2], [12], which include route requests (RREQs),
routing replies (RREPSs), and routing errors (RERRs). Among
them, RREQs are broadcast frames, while RREPs and RERRs
are unicast frames. Since frame headers contain frame types
and are not encrypted in ANODR, the adversary can easily
extract all the data frames (denoted D) and all the routing
frames (denoted by R). Each frame record in D and R
contains at least its type, sender, receiver, and sent time. Recall
our assumption in Section III-B that the adversary assigns one
unique ID to each node for its own use. The frame senders and
receivers are actually the corresponding IDs assigned by the
adversary instead of the real MAC addresses. Note that even if
frame headers are encrypted, the adversary can still construct
D and R based on the size differences and unique transmission
characteristics of each type of frames. It is possible that a MAC
frame is retransmitted multiple times, in which case only the
last frame successfully transmitted is included in D or R.

B. Flow Recognition

After obtaining the routing-frame set R, the adversary
proceeds to identify a set F of flows occurring in the target
period. Each flow f € F consists of the following fields.

e f.src: the source of flow f.

o f.dest: the destination of flow f.

e f.path: an ordered set of nodes from f.src to f.dest
along the routing path.

o f.start: the time when the first identified data frame was
output from f.src.

o f.end: the time when the last identified data frame was
output from f.src.

e f.volume: the number of identified data frames from
f.src along f.path to f.dest.

The adversary constructs F based on the anonymous route
discovery process in ANODR. In particular, if a source intends
to initiate a flow for a certain destination, it broadcasts a RREQ
frame which will be forwarded once by any other node in the
network. Each RREQ frame has a unique identifer in plain
text. Only the intended destination can open the RREQ frame
and answer it by a RREP frame which is unicasted back to
the source via the reverse path established during the RREQ
propagation. Given this knowledge, the adversary identifies
from R all the RREP initiators. From each RREP initiator,
say D, the adversary traces the RREP frame enroute to the
corresponding RREQ initiator, say .S. Unlike a RREQ frame,
there is no unique identifier in a RREP frame to permit easy
tracing; the RREP frame content also changes due to hop-
by-hop re-encryption. The adversary, however, can exploit the
frame type in plain text to trace the RREP frame with the
following simple rule. Assume that D initiates a RREP frame
sent to node Ao at time ;. If A, immediately sends a RREP
frame to node Aj at time to € (t1,t1 + 71, where 7 denotes
the maximum per-hop forwarding delay for a routing frame,
the adversary can relate the two RREP frames to obtain a
partial path {As, Ao, D}; otherwise, the adversary considers
Ay the corresponding source S and obtains the complete path
{S, D}. Repeating this process, the adversary can obtain the
whole path {A,4o,...,A1}, where n denotes the number
of intermediate nodes between D and S, A1 = D, and
Apto = S. Assuming symmetric links, S will use this path
for transmitting data frames to D. A flow record f can then
be created with f.src equal to S, f.dest equal to D, f.start
and f.end equal to the sending time of the RREP from A,, ;1
to S, f.path equal to {A,4o,..., A1}, and f.volume equal
to zero. f.start, f.end, and f.volume will be updated in
the subsequent traffic inference. Following this process, the
adversary can obtain the flow set F.

The detailed process is shown in Algorithm 1. It starts from
the first RREQ frame in R. If there is one node initiating
a RREP frame in response to the RREQ frame under con-
sideration within half of a predetermined maximum network
round-trip delay, the flow path can be identified iteratively
with the procedure in the previous paragraph. Line 19 tests
whether the RREP can be traced to the original RREQ source,
which may fail if some intermediate nodes along the path have
moved after forwarding the RREQ. It is also possible that no
RREP frame can be found for the RREQ, which may happen
if the destination is temporarily isolated. When multiple flows
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Algorithm 1: FlowRecog(R)

Input: The routing-frame set R

Output: The flow set F with incomplete fields
1: rreq < the first RREQ frame in R
2: while rreq exists do
3:  src < rreq.sender

4. path < 0, bFindPath = false
5:  rrep” « the first RREP frame in R in response to rreq
within half of a maximum round-trip delay
6: while (bFindPath = false) and (rrep” exists) do
7: rrep < rrep”
8: while rrep exists do
9: t < rrep.time
10: if path = () then
11: path — (rrep.receiver, rrep.sender)
12: else
13: Append rrep.receiver to the head of path
14: end if
15: rrep < the first RREP frame sent from
rrep.receiver in (t,t + 71]
16: end while
17: if path # () then
18: src’ « the first node in path
19: if sr¢’ = src then
20: bFindPath = true
21: dest « the last node in path
22: (f.sre, f.dest, f.path) < (src,dest, path)
23: (f.start, f.end, f.volume) — (t,t,0)
24: Insert f into F
25: end if
26: end if
27: if bFindPath = false then
28: rrep” « the next RREP frame of the current rrep*

frame in R in response to rreq within half of a
maximum round-trip delay

29: end if

30:  end while

31:  Delete from R the RREQs with the same identifer as rreq

and the corresponding RREPs (if found) from R

32:  rreq < the first RREQ frame in R

33: end while

34: return F

are initiated at almost the same time, the first RREP frame
following one RREQ frame may not be the reply to it. Lines
27-29 consider multiple candidates as the initial RREP.

C. Traffic Inference

After flow recognition, the adversary proceeds to infer the
traffic pattern hidden in the data-frame set D. In particular, it
needs to update the start time f.start, the end time f.end,
and the volume f.volume of each flow f € F to their exact
values. To do so, the adversary first labels all flows in F as
untraced. The flows are individually traced in an ascending
order of their current start times. When one flow is finished,
the adversary relabels it as traced and starts to trace a new
untraced flow with the earliest start time.

The tracing of a flow consists of rounds. In each round,
the adversary first selects from D a sequence of earliest non-
processed data frames originating from the flow source, called
an initial source sequence, among which some frames belong
to the traced flow and others belong to other untraced flows

Fig. 1. Source-sequence correlation.

initiated by the flow source. The adversary then follows the
flow path to trace the source sequence in a hop-by-hop fashion
by correlating frame interarrival times. During the tracing, the
source sequence will be updated across each hop and may
shrink if containing the frames of other flows. If a subsequence
of the original source sequence can be traced to end at
the flow destination, the flow fields are updated accordingly.
The adversary then deletes from D this subsequence and all
the frames across each hop corresponding to each frame in
the subsequence and starts a new round. The tracing of a
flow finishes if the adversary cannot identify any more non-
processed data frame for this flow.

We detail the traffic-inference process in what follows.
Section IV-C1 explains the basic idea of source-sequence
correlation at one intermediate node with one input frame
sequence and one output frame sequence, which is the foun-
dation of TIA. Section IV-C2 details the general source-
sequence correlation process with multiple input and output
frame sequences at one intermediate node. Section IV-C3
describes how to identify one initial source sequence with the
correlation technique discussed before. Section IV-C4 finally
gives the complete process of tracing one flow.

1) Source-sequence correlation: We use a simple example
in Fig. 1 to illustrate the basic idea of source-sequence
correlation, where {A, B, C'} belongs to the path of the flow
under tracing. Assume that the adversary traces a source
sequence to node A which is forwarded in A consecutive
frames to node B. Let Z = {I1,...,Ix} denote these input
frames to B and {tj,,...,tr,} be the corresponding frame
transmission times. Assume that B subsequently outputs A
frames O = {01,...,0,} to C at times {to,,...,to,}
where 0 < to, —t;;, < m forall 1 < 7 < X and 7
is the maximum per-hop forwarding delay for a data frame.
We can measure the correlation between Z and O, denoted
by corr(Z,0), based on their frame interarrival times. The
best known correlation metric is the Pearson product-moment
correlation coefficient [24]. In particular, we have

corr(Z,0) =corr({x1,...,xa—1} {y1,-- -, yr—1})
_ Soic (@ — pa) (ys — )
\/Z;\:_f (T — pa)? * 2?2_11 (yi — My)2

where A > 2,x; = t5,,., —t5,y; =
-1

DDy >
T,
i=1 = v

=L Ly 11y . We also define corr(Z,0) = 1

A—
for A = 1 and corr(Z,0) = % for A = 2. Note
that corr(Z, O) ranges from —1 to 1 and indicates the degree
of linear dependence between their frame interarrival times.
Since FIFO queueing is used in ANODR and other anonymous
MANET routing protocols, corr(Z,O) will be sufficiently
close to 1 if there is a one-to-one mapping from Z to O.

This conjecture is validated by our simulations in Section V.
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)
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Fig. 3. An example for Algorithm 2.

2) Source-sequence extraction: Fig. 1 only gives the sim-
plest case with one frame sequence entering B and one
frame sequence leaving B, which contain the same number of
frames. More generally, for the input sequence Z on link 43,
there might be multiple candidate output frame sequences
on linkpc, which may consist of frames from other flows
arriving at B from links other than link 4 5. Even worse, Z may
comprise frames from multiple flows starting from the same
flow source and sharing the path until B. This means that the
adversary needs to identify both the input subsequence from
7 and the corresponding output subsequence from multiple
candidates for the traced flow. After this, the adversary treats
the identified output subsequence as the new source sequence
and traces it forward in the similar fashion. The shrinking
of the source sequence may occur at each intermediate node
along the traced flow path.

An example is given in Fig. 2, where flows 1 and 2 share
link4 g, flows 3 and 4 share linkpg, flows 2 and 4 share
link g, and node B initiates flow 5 which shares link g with
flow 1. Assume that the adversary traces flow 1 to node B.
The input sequence Z on link 4 5 comprises frames from flows
1 and 2 which have the same source and will split after B.
The frames of flow 1 on linkgs are mixed with those from
flow 5, which should be identified as a new source sequence
and traced forward from C.

We propose a source-sequence extraction algorithm which
jointly considers all the frame sequences entering or leaving B
on different links within a certain time window. Assume that
the first and last frames of the traced source sequence 7 are
sent on link 45 at times ¢4 and ¢., respectively. The frames of
the traced flow will be forwarded during (¢, t. + 72| from B
to C which is the next hop along the flow path. Let O denote
the frame sequence from B to C during (ts,t. + 72]. The
adversary first identifies © C D as the set of data frames sent
to B during [ts,t.] and also ¥ C D as the set of data frames
sent by B during (ts,te + 72]. Apparently, we have Z C ©
and @ C W. The frames in both © and ¥ are ordered in an
ascending order of the frame transmission time. The adversary
aims to find a subsequence of O as a new source sequence of

Algorithm 2: SrcExtract(©, ¥)

Input: ©, ¥

Output: 7*, O*
I: A =min{|0|, |¥|}
2: while A > 0 do
3: ¢« ¢
4:  for each X = {a1, a2, ...,ar} C © do
5: for each Y = {31, B2, ..., Br} C ¥ such that

0<tyg —ta;, <mpforalll <i< \do

6: if corr(X,Y’) > c then
7: " — X, 0" «Y
8: ¢« corr(X,Y)

9: end if

10: end for

11:  end for

12: if ¢ > £ then

13: Create one-to-one mappings between Z* and O™
14: return Z*, O*

15:  end if

16: A=X—-1

17: end while

18: if A = 0 then

190 I 0,0 0
20: return 7*, O*
21: end if

the traced flow that should be traced forward from C.

Our approach is to first find Z7* C © and O* C U
which satisfy two conditions. First, I* and O* are the longest
input/output subsequence pairs with the correlation value
corr(I*, O*) larger than a predetermined threshold &. Second,
I* and O* achieve the highest correlation value among all the
input/output subsequence pairs of the same cardinality. We
thus have a dual-criteria optimization problem which can be
solved by exhaustive search when © and ¥ are of limited
cardinalities.

Once [* and O* are identified, the adversary can get the
one-to-one mappings from frames in I* to O*. We call the
frames in both I* and O* as mapped frames which need
not be considered in subsequent tracing rounds of the same
flow. Then the adversary locates the longest input/output
subsequence pairs from ZNZ* and ONO* such that each frame
in the input subsequence can be mapped to a unique frame in
the output subsequence. This output subsequence is the new
source sequence on link g that should be traced forward, and
the input subsequence is the corresponding source sequence
on link 4.

The detailed process for finding Z* and O* is shown
in Algorithm 2, where { € (0,1) denotes a correlation
threshold. Lines 2 to 17 are for satisfying the first condition
of the optimization, while Lines 4 to 11 are for satisfying
the second condition. An example corresponding to Fig. 2 is
given in Fig. 3, where non-bold lines represent the discovered
input/output frame sequences of the traced flow. The following
theorem is about its computation complexity.

Theorem 1: The computation complexity of Algorithm 2
is O((1 + 2R)TR), where R is the maximum link rate in
frames/second and T is the time duration of one tracing round.

Proof: Given A\, we first generate all the subsets X C ©
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Algorithm 3: SrcSelect(D, f)

Input: D, f € F
Output: linkz, 7
1: linkz <« the first-hop directional link in f.path
2: node <+ linkz.sender
3: T « the ordered set of consecutive unmapped frames on linkz
during (f.te, f.te + lw]
4: ts < the transmission time of the first frame in 7
5: te < the transmission time of the last frame in 7
6: © « the set of unmapped frames in D sent to node during
[ts — T2, te]
7: U « the set of unmapped frames in D sent from node during
(ts — T2, te + 7—2]
8: (Z*,0") « SrcExtract(©, ¥)
9T —ZIN((T-0%
return linkz, 7

with each comprising A\ frames. The number of operations to
generate (‘?l) of combinations is in the order of O(('?‘)).
Given X, for each a; € X, there are at most 7R frames
in ¥ which are sent during (¢a,,t., + 72]. For each subset
X={ay, ag,...,ay}, there are at most (7, R)* ways to choose
the subset Y={01, 52, ..., Bx } in Line 5. So the total number of
tries for a given A is (‘?‘) (r2R)*. For A from 1 to |©), the total
number of combinations is upper-bounded by the following

formulas.
1©] 6]
(S] (S]
Z ( A )(TQR))\ < Z ( A )(TZR)A (2)
A=1 A=0

= (1 —‘y—TgR)‘el < (1 +T2R)TR.

Therefore, the computation complexity is O((1+ 7 R)T%). m

Note that traffic inference is an off-line process conducted
by the powerful adversary. We are also seeking ways to reduce
the computation complexity of Algorithm 2.

3) Source-sequence selection: We now discuss how the
adversary decides an initial source sequence. In ANODR
and other anonymous or non-anonymous on-demand MANET
routing protocols, a routing entry will be deleted if not used
for w seconds, where w is a universal parameter. This implies
that the minimum flow rate between any source-destination
pair should be at least 1/w packets/second to avoid initiating
another route discovery and thus a new flow in our case. In
addition, it is better to make the source sequence consist of at
least three packets to enable the correlation as in Eq. (1). These
observations motivate the following source-sequence selection
method.

Assume that the adversary is tracing flow f from source S
with node A as the next hop. The adversary first selects from
D a candidate source sequence Z' C D, which consists of all
the unmapped frames sent from S to A during (f.t., f.t.+Ilw].
Here f.t. is the sending time of the last identified data frame
belonging to flow f, and [ is a design parameter larger than
two to ensure that there are at least three frames of flow f
in Z' except for the last round of tracing. However, Z' may
contain some frames forwarded by S for other flows, which
can fortunately be eliminated using Algorithm 2.

The detailed process of initial source-sequence selection is
shown in Algorithm 3, where linkz refers to the directional
first-hop link along the flow path. Line 9 removes from the
candidate source sequence the set of frames that have been
mapped to other flows entering f.src. Note that Z will shrink
in the following flow tracing process if containing some frames
of other flows initiating from f.src.

The choice of [ determines the tradeoff between tracing
accuracy and algorithm complexity. On the one hand, the
larger [, the more frames the adversary traces in each round,
the less likely Algorithm 2 will falsely map the frames of the
traced flow to those of another on consecutive links of the
traced flow path. The underlying intuition is that the unique
flow signature (i.e., the vector of frame interarrival times)
can be better represented and identified by a large number
of frames. On the other hand, the larger [/, the longer tracing
interval [w, which is denoted as T in Theorem I, the more
complex the combinatorial optimization problem Algorithm 2
need solve across each hop to the destination. In particular,
the computation complexity of finding an optimal input/output
subsequence pair in Algorithm 2 grows exponentially with .

4) Tracing one flow: Now we are ready to illustrate the
tracing of any flow f € F, which consists of rounds. At the
beginning of each round, the adversary uses Algorithm 3 to
select an initial source sequence Z and then repeats applying
Algorithm 2 to trace Z along the flow path f.path to the
destination f.dest. The adversary then updates the fields of f
accordingly. The tracing of flow f finishes in the first round
where no data frames can be traced to f.dest.

The detailed process of one-round tracing of flow f is shown
in Algorithm 4, which takes the data-frame set D, the flow
set F, the traced flow f, the directional first-hop link linkz,
and the initial source sequence 7 as inputs. linkz and 7 are
the outputs of Algorithm 3. Each time the source sequence
7 is traced forward, Algorithm 2 is invoked at Line 7 to
find the optimal input/output mapping frame sequences at the
current tracing node. Lines 9 to 16 find the new initial source
sequence that should be traced forward from node which is
not the flow destination, while Line 18 decides the set of data
frames arriving at the flow destination node. For the latter
case, Lines 24 to 30 update the flow volume and end time
and also delete all the identified data frames of flow f from
D. Note that the start and end times of flow f initially are
the same; Lines 24 to 26 update f.start to the transmission
time of the first frame output from f.src in the first round. In
addition, Line 33 labels f as “traced” because no data frames
can be traced to f.dest in this round, in which case the flow
path has broken.

D. A Complete Traffic Inference Algorithm

The complete TIA is given in Algorithm 5, where €) denotes
all the MAC frames overheard in the target period. The
adversary initially labels all the flows in F as “untraced” and
traces the flows in the ascending order of their start times.
Lines 6 to 14 describe the tracing of one flow f, which follows
the process given in Section IV-C4. Note that the status of flow
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Algorithm 4: SrcTrace(D, F, f,linkz, 7)

Algorithm 5: TIA(Q)

Input: D, f, F, linkz, 7
Output: F
1: node « linkz.receiver
2: ts < the transmission time of the first frame in Z
3: te < the transmission time of the last frame in 7
4: while Z # 0 do
5.  © « the set of unmapped frames in D sent to node during
[t te]
6: W « the set of unmapped frames in D sent from node
during (ts,te + 72]

7 (Z*,0*) « SrcExtract(©, ¥)

8:  if node # f.dest then

9: I+—INnI"

10: linko « the directional next-hop link in f.path starting
from node

11: O «— the set of data frames in D sent on linky during
(t57 te + 7—2}

12: O—0no*

13: Z « the subset of frames in O with each having a
mapping in Z

14: if Z # () then

15: linkz « linkp, node « linkz.receiver

16: end if

17:  else

18: IT—(ZI-INnI")

19:  end if

20:  if (Z # 0) then

21: ts < the transmission time of the first frame in 7

22: te <+ the transmission time of the last frame in Z

23: if node = f.dest then

24: if f.ts = f.t. then

25: f.ts < the transmission time of the frame sent by

f.src which corresponds to the first frame in Z
26: end if
27: f-te < the transmission time of the frame sent by
f.src which corresponds to the last frame in 7
28: fwolume «— fwolume + |Z|
29: Delete from D all the mapped frames of f along
f-path which correspond to the frames in Z

30: Z+— 0

31: end if

32:  else

33: Label flow f as “traced”

34:  end if

35: end while

f will change to “traced” in the SrcTrace algorithm if no data
frames are traced to f.dest in one round. This condition is
checked in Line 9.

V. PERFORMANCE EVALUATION

In this section, we use simulations done in QualNet 4.5.1
to evaluate the performance of TIA.

A. Default Network Setting

We simulate N = 100 MANET nodes with a transmission
range R = 250 m and initial locations uniformly distributed
in a 1000 x 1000 m? region. The nodes move according to
a random waypoint mobility model with a fixed speed 2 m/s
and pause time fixed to 30 seconds. QualNet 4.5.1 includes
an implementation of ANODR [12] which we use as the

Input: All the overheard MAC frames §2
Output: F
1: Extract the routing-frame set R and the data-frame set D from
the overheard MAC frames
2: F < FlowRecog(R)
3: Label each flow f € F as “untraced”
4: while F contains untraced flows do
5:  f « the untraced flow with the earliest start time
6:  (linkz, Z) « SrcSelect(D, f)
7: while (Z # () do
8 F «— SrcTrace(D, F, f,linkz,T)
9: if f is “untraced” then

10: (linkz, Z) « SrcSelect(D, f)
11: else
12: 10
13: end if
14: end while
15: Unmap all the mapped frames in D
16: end while
17: return F
0.5
041 —— Py,
0.3 P
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0 1 2 3
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Fig. 4. False-positive and false-negative probabilities of flow recognition.

anonymous routing protocol. The live time of each routing
entry is w = 5 s. The DCF of IEEE 802.11 is used as the
MAC layer, the physical-layer path loss model is the two-ray
model, and the channel capacity is 2 Mbps. Each simulation
is executed for 15 simulated minutes. Each data point in our
result represents an average of ten runs with identical traffic
models in different randomly generated mobility scenarios.
We test TIA for CBR and VBR traffics. Two types of VBR
traffics are simulated. The first type is denoted by VBR-UNI
whose rate follows a uniform distribution, and the second
type is denoted by VBR-POI whose rate follows a Poisson
distribution. Unless otherwise stated, we simulate 30 sessions
for each simulated traffic type with each corresponding to
a random source-destination pair. Each session is randomly
initiated during the first 5 simulated minutes. For each CBR
session, the source sends packets at a constant rate uniformly
distributed between [0.5,4] packets/second; for each VBR-
UNI session, the sending rate dynamically changes between
[0.5,4] packets/second; for each VBR-POI session, the av-
erage sending rate is uniformly distributed between [0.5, 4]
packets/second. Each data packet is of 512 bytes. In ANODR,
the maximum per-hop forwarding delay (i.e., 71) of a routing
frame is larger than that (i.e., 75) of a data frame due to
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cryptographic operations. Both 7 and 72 need be estimated
by the adversary. By default, we set 71 = 3 s, 7o = 0.05 s, the
tracing-interval parameter [ = 3, and the correlation threshold
& =0.95.

B. Evaluation Metrics

We use the following three metrics to evaluate TIA.

e Py, (false-positive probability): Defined as the ratio of
the number of fake flows falsely identified by TIA over
the number of real flows.

e Py, (false-negative probability): Defined as the ratio of
the number of real flows not identified by TIA over the
number of real flows.

e p (TIA accuracy): Defined as the average ratio of
the identified aggregated traffic volume over the real
aggregated traffic volume between any source-destination
pair, where the aggregated traffic volume of a source-
destination pair equals the sum of the traffic volumes of
all the associated flows.

C. Simulation Results

1) Impact of 11: The adversary has to estimate 7 to
recognize the flows using Algorithm 1. Fig. 4 shows the
performance of Algorithm 1 with 7; varying from 0.025 s
to 3 s. As we can see, Py, is always zero, while Py, quickly
approaches zero as 7; increases. This means that Algorithm 1
can correctly recognize almost all the flows with a sufficiently
large 7;. Therefore, we set 4 = 3 s in the rest of our
simulations.

2) Impact of 1o: The adversary also need estimate 7o to
execute Algorithms 2, 3, and 4. Fig. 5(a) shows the TIA
accuracy p varying with 75. We can see that p increases as 7

(g) p vs. number of sessions in a
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The TIA accuracy.

increases from 0.025 s to 0.05 s and does not improve much
as 7o increases from 0.05 s to 0.2 s. According to Theorem 1,
a large 7 will greatly increase the algorithm complexity, so
we set a conservatively small value of 79 = 0.05 s by default.
However, when the heavy traffic load with large random delay
is detected by the adversary, they can adaptively select a larger
Ty to improve p, as shown in Fig. 5(h).

3) Impact of l: Fig. 5(b) shows p varying with the tracing-
interval parameter [. We can see that p is relatively low for
Il = 1, especially for VBR-POI traffic. The reason is that
a short sequence with [ = 1 cannot sufficiently represent
and identify the unique flow traffic signature, which is more
serious for Poisson traffic. In general, the larger [, the higher
p, which is expected. In addition, p improves very slowly
as [ increases from 2. Since the complexity of Algorithm 2
increases exponentially with the increase of [, we need to
strike a good balance between TIA accuracy and computation
complexity. We set | = 3 by default.

4) Impact of £: Fig. 5(c) shows the impact of the correlation
threshold & on p. As we can see, p remains almost unchanged
and sufficiently high as ¢ increases from 0.8 to 0.99, which
shows that TIA is not sensitive to £&. We set £ = 0.95 by
default.

5) Impact of node mobility: Fig. 5(d) shows the impact of
node mobility on p. As we expect, p decreases slowly with
the increase of the moving speed. The reason is that higher
mobility leads to more frequent routing-path breaks, resulting
in potentially more packet drops at intermediate nodes. The
undelivered packets add noise to the TIA execution and are
not immediately distinguishable from other packets. Higher
mobility also increases the packet forwarding delay, which is
against the packet tracing. Therefore, it is more difficult to
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infer the aggregated traffic volume with higher mobility, thus
leading to the decrease of p. However, TIA can still achieve
an accuracy above 90% even with a high moving speed of
10 m/s.

6) Impact of sessions and flow rates: Fig. 5(e) shows the
impact of sessions on p. We can see that TIA can achieve an
accuracy above 95% with 10/20/30 sessions and above 90%
with 40/50 sessions for all three types of traffics. In Fig. 5(f),
the range of flow rates is increased from [0.5, 4] packets/second
to [0.5, 8] packets/second, and p does not decrease notably as
compared with Fig. 5(e). This shows that TIA also works very
well under higher flow rates.

7) Impact of path lengths: Fig. 5(g) shows the impact of
longer routing paths on p. The network consists of 150 nodes
uniformly deployed in a rectangle region of 2400 x 600 m?,
where the flow paths are averagely longer than those in a
1000 x 1000 m? region. We can see that TIA still achieves an
accuracy above 90% for 10/20/30 sessions. For 40/50 sessions,
p is not very high. The reason is that the packet delivery
ratio is decreased in the rectangle region and is only 60% in
some scenarios. The packet forwarding delay also increases
significantly. These two factors affect the TIA performance
similar to high mobility. Fig. 5(h) shows that a larger 7 is
necessary for improving the TIA accuracy.

We also simulate a 5 x 40 static grid network, in which 200
nodes are deployed in 5 rows in a rectangle region, and each
row comprises 40 nodes. The distances between adjacent rows
and columns are 100 m and 150 m, respectively. Other network
settings remain unchanged. For 30 sessions, the average and
longest path lengths are 8.93 and 19 hops, respectively. For
all three types of traffics, p is above 95%, which shows TIA
works very well with long routing paths.

VI. CONCLUSION AND FUTURE WORK

TIA works well on on-demand anonymous MANET routing
protocols. It is also interesting to investigate anonymous
proactive MANET routing protocols and compare them with
on-demand ones with regard to the resilience against traffic
analysis. We also envision a few possible defenses against
TIA, such as cross-layer design, hiding routing frames, frame
mixing, dummy packets [25], and information-theoretic ap-
proaches [26]—[28]. It is important and challenging to compare
their effectiveness against TIA and the related overhead in
consideration of the resource constrains and unique features
of MANETS.
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