










Issues in Cryptography
• Attacks on Cryptographic Algorithms

– Brute Force Attack
• Tries every combination within whole key space –

Numerous!
• Normally considered impractical

– Cryptoanalysis
• Weaknesses in Mathematical Method or Algorithm

– Differential Cryptoanalysis
– Linear Cryptoanalysis
– etc.
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Adopting Stronger Cryptographic 
Algorithm

• DES
– Some cryptoanalyses make DES weaker than 256

– Broken by a brute-force attack that searches all 256

keys in later 1990’s
– Replaced by Triple-DES, but …

• AES (Advanced Encryption Standard)
– NIST called for stronger algorithms than DES
– Chosen from several candidates in 2000
– 128, 192, or 256-bit key
– No successful cryptoanalysis has been reported 
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Adopting Stronger Cryptographic 
Algorithm

• AES (Advanced Encryption Standard)
– NIST called for stronger algorithms than DES
– Chosen from several candidates in 2000
– Standardized in 2001 by NIST (FIPS PUB 197)
– A Symmetric-Key Block Cipher
– 128-Bit Data Block
– 128, 192, or 256-bit key
– No successful cryptoanalysis has been reported
– Has become a global standard
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AES Algorithm
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• Basic components are substitution and permutation functions
• Arithmetic operations on Galois Field GF(28) are used
• Suitable for both 8-bit and 32-bit MPUs
• High flexibility for H/W implementations
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From Magnetic Cards to Smart Cards
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• Magnetic Cards : Easy to access and duplicate its contents
• Smart Cards : Harder to attack

– Small, cheap IC chips with large NV-RAMs and MPUs
– Cryptographic operations such as AES by MPUs or Hardware
– Detection and protection against unauthorized access
– Monetary damage on credit cards reduced from 0.27% to 0.018%
– Various applications

Malicious use of 
credit card in 

France
Anti-counterfeiting

Large Storage

Multifunction

Smart Card
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Applications of SmartCards
• Bank & Credit

– Cash card, Debit card, Credit 
card

– Electronic money
• Shopping

– Discount coupon
– Member service
– POS

• Multimedia
– Mobile phone
– Pay TV
– Contents control

• Transportation
– Train pass/ticket
– Reservation
– Tall road

• Entertainment
– Amusement park
– Game
– Lottery

• Government service
– Resident register system
– Driver’s license
– Community money
– Electronic bidding

• Building management
– Gate access control
– Time card
– Electronic money

• etc.
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SmartCard Market Growth
• 15% Growth Every Year
• Security in Great Demand
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SmartCard Market Growth
• 15% Growth Every Year
• Security in Great Demand
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What if someone can copy 
or modify the content of a 

SmartCard?



Issues in Cryptography
• Attacks on Cryptographic Algorithms

– Brute Force Attack
• Tries every combination within whole key space –

Numerous!
• Normally considered impractical

– Cryptoanalysis
• Weaknesses in Mathematical Method or Algorithm

– Differential Cryptoanalysis
– Linear Cryptoanalysis
– etc.
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Issues in Cryptography
• Attacks on Cryptographic Algorithms

– Brute Force Attack
• Tries every combination within whole key space –

Numerous!
• Normally considered impractical

– Cryptoanalysis
• Weaknesses in Mathematical Method or Algorithm

– Side-Channel Attack
• Weaknesses in Implementation
• Even for AES…
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Today’s Talk



Hot Topics in Cryptographic 
Hardware

Trends in CHES (Cryptographic Hardware and Embedded Systems) 
– The most prestigious symposium in cryptographic hardware and 

systems 

Hot!  Research on side-channel attack
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Side-Channel Attack
• Other Attacks than Cryptoanalysis (or Brute Force Attacks)
• Exploits Side-Channel Information Leaked
• Invasive Attacks

– Typically require LSI package removal – Expensive
– Physical Observation on Silicon
– Types of Attacks:

• Focused Ion Beam(FIB) and Microprobing
• Optical Fault Induction
• Photo-Emission Microscope, etc.

• Non-Invasive Attacks
– Any physical modification is NOT required – Inexpensive

• More Critical Threats
– Types of Attacks:

• Timing
• Power Analysis
• Electro-Magnetic Analysis
• Fault Injection, etc.
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Today’s Talk
Current, Voltage

Operating Time

Electromagnetic 
emissions



Power Analysis Attack
• Exploits realtime power consumption information 

of a cryptographic hardware device
• Power traces = Waveforms measured as power 

consumption
• SPA – Simple Power Analysis

– Visual inspection on one or a few power traces
– Shape of waveforms

• DPA – Differential Power Analysis
– Statistical computation on a number of power traces
– Detects subtle difference between two power trace 

groups distinguished based on a key guess
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Picture

Power Consumption Measurement Data Analysis

Cryptographic Device
(Ex. Smart card and reader)

Current

Control,
Waveform Data

Control,
Ciphertexts
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Power Trace (AES128 on FPGA)
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Modular exponentiation operation of RSA repeats 
modular multiplication and modular squaring 
according to an exponent which is a secret key
MSB-first operation

Cycle times differ according to the bit pattern of the 
secret key, and the pattern appears directly in the 
power dissipation waveform. In order to hide the 
pattern, dummy cycles are often inserted.

LSB-first operation
Cycle time is constant, but multiplications are 
performed only for the bits ‘1’  in the secret key.
Dummy multiplications are required to hide real ones.

RSA hardware
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Simple Power Analysis (SPA)
An arithmetic circuit generates a specific power waveform depending on 
operations and operands
SPA is efficient for implementations where the secret parameters appear 
directly in waveforms
Conditional branch operations in software implementations can also be 
attacked

MultiplySquare

1 0 10

M 2(2) = ((( )× 2)2)2×1001 1 MMM

SquareSquareSquare Multiply

MSB-first RSA without countermeasures
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Differential Power Analysis (DPA)
DPA attack for Symmetric cipher

Power consumption variant related to the secret key is very weak and 
brief, and therefore it is hard to use SPA
Statistical attack that collects thousands or tens of thousands of power 
traces to enhance very weak signals related to the secret key

1) Precision
measurement

2) Accurate grouping

Group 2

Group 1

Key estimation
3) Statistical processing 

Collect thousands 
of waveforms

Difference is very weak for
finding in one wave form
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Countermeasures
Key points are randomization(a.k.a
masking) and equalization(a.k.a. hiding) 
of power waveform
Algorithmic countermeasures require at 
least twice the hardware resources
Signal delays in physical circuits are not 
considered in most of the algorithmic 
countermeasures
Not many hardware specialists are 
involved in cryptographic research
In addition to research on physical 
attacks and countermeasures, it’s 
important to develop security evaluation 
methodologies for cryptographic 
modules

Basic Countermeasures
Plaintext

Mask Rand

Round func

Round func

Round func

Unmask Rand

Plaintext

Divide Rand

Unite

Ciphertext Cipertext

Round func

Round func

Round func

Input data is masked or divided 
into two groups by using random 
numbers in order to hide the bit 
patterns of intermediate data 
during round operations
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Countermeasures
Masking or Hiding

Hiding - Flattening power comsumption, Reducing signals 
or Adding noise

Perfect hiding is considered impractical
DPA with more power traces may break it

Masking – Randomizing
May be broken by Higher Order DPA 

Design Levels
Transistor Level
Gate Level
Algorithm Level
Architecture Level
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Attacks vs Countermeasures
• A cat-and-mouse game

– Many new attacking methods are introduced year by year or 
even month by month

– Many countermeasures against them are then introduced
• Almighty DPA?

– Principle of DPA seems to be impossible to perfectly prevent
– However, some countermeasures are considered practically 

strong enough
• … until some day

• Disadvantageous condition for embedded systems
• Limits in power consumption, logic area, and speed

• Frontier field for computer architects
– New countermeasures

• New supporting instructions
• Property of irregularity in multithreaded execution order
• etc.
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DPA Demo
• DPA against AES128 implemented on FPGA

– Will use previously measured and recorded power 
traces

– 16384 plain texts ciphered by the same cipher key
– Attacker can obtain:

• Target device
• All cipher texts
• Corresponding power traces
• Knowledge about the loop fashion Implementation of the 

AES rounds
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