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Abstract

This paperpresentshe researcheffort to formally specify develop and testa complex
real-life protocolfor mobile network radios(MIL-STD 188-220).As aresult,the teamof re-
searcherérom the University of Delavareandthe City University of the City College of New
York, collaboratingwith scientistSrom CECOM (an R&D facility of the U.S. Army) andthe
U.S.Army ResearchLaboratory have helpedadwancethe state-of-the-arin the design,devel-
opment,andtestingof wirelesscommunicationgrotocols. Estelleis usedboth asthe formal
specificationanguagédor MIL-STD 188-220andthe sourceto automaticallygenerateonfor
mancetestsequencesThe formal testgeneratioreffort identifiedseveraltheoreticalproblems
for wirelesscommunicationprotocols(possibly applicableto network protocolsin general):
(1) the timing constraintproblem,(2) the controllability problem, (3) inconsisteng detection
and elimination problemand (4) the conflicting timers problem. Basedon the collaboratve
researchresults,two software packagesverewritten to generateconformanceestsequences
for MIL-STD 188-220. Thesepackagedelpedgenerateestsfor MIL-STD 188-2205 Data
Link Typesl and4 serviceghatwererealizablewithout timer interruptionswhile providing a
200%increasen testcoverage. Thetestcasehave beendeliveredandarebeingusedby a CE-
COM conformanceestingfacility. Keywords: conformanceesting,Estelle formal description
techniqueformal specificationMIL-STD 188-220 protocolspecificationtestcasegeneration

1 Intr oduction

Compleity of thewirelessprotocolsusedin MIL-STD 188-220 beingdevelopedfor mobilecom-
bat network radios[21], necessitatedhat a formal approachbe taken in protocol specification,

*Thiswork supportedy the US ARO (DAAH04-94-G-0093) andpreparedhroughcollaboratve participationin the
AdvancedTelecommunications/InfDist'n ResearctProgram(ATIRP) Consortiumsponsoredy theUS Army Research
LabunderFedLab Program Cooperatie AgreemenDAAL01-96-2-0002.



developmentand testing. Estellewas chosenas the formal specificationlanguageto definethe
protocolsin MIL-STD 188-220from which the conformanceestswereautomaticallygenerated.

Letusfirst provide thefollowing datato helpthereaderrealizethe magnitudeof sizeandcompleity
of thewirelessprotocolsusedin 188-220.The DatalinkandNetwork layerspecificationgonsistof
69 and19 documentstespectiely, describingthe architectureinterfaces EFSM, andstatetableof
eachmodule.TheDatalinklayerspecificatioris accompanietyy threeEstellesourcecodefiles (for
Datalinkclassed\, B, andC) with approximatelyl,600,8,700,and2,400linesof code respectiely.
The Estellesourcecodefor the Network layerhas7,150lines of code,defining34 statesand 370
transitionsin 7 EFSMs(for details,consult[87]).

Automatictestgeneratiorfrom Estellespecificationpresentedarioustheoreticaproblemsdefined
asfollows:

¢ Timing constaint problem: During testing,if active timerswerenottakeninto accountwhen
the testswere generatedthesetimerscandisruptthe testsequencegherebyfailing correct
implementation®r worse,passingncorrectones.For accuratdesting,timersmustbeincor
poratedasconstraintsnto the extended=SM (EFSM) modelof an Estellespecification.

e Contpllability problem: Testsequencgenerationis limited by the controllability of anIm-
plementationiJnderTest(IUT) [8]. Testersmay not have directaccesgo all interface(s)in
which the IUT acceptsnputs. Typically, the interfaceswith upperlayers,or with timersare
difficult or impossibleto accessluringrealtestingconditions.In this case someinputscan-
not be directly applied;the interactionsnvolving suchinterfacesmay rendersomeportions
of theprotocoluntestableandmayintroducenon-determinisnand/orraceconditionsduring
testing.

¢ Inconsistencyetectionandeliminationproblem: Infeasibletestsequencemaybegenerated
unlesspossibleconflictsamongthe protocol’s variablesusedin theactionsandthe conditions
areavoided.

¢ Conflictingtimers problem: Infeasibletestsequencemay resultfrom a protocols variables
modelingmultiple timersthatmay be runningsimultaneously

The teamof researchersnd scientiststhat participatedin this researchand developmenteffort

are from the University of Delavare (UD), the City College of the City University of New York

(CCNY), theArmy Researclth.aboratory(ARL), US Army Communications-ElectronicSommand
(CECOM),andthe JointCombatNet RadioWorking Group(CNR-WG).As aresultof this collab-

oration,the synegistic framevork to develop C*I (CommandControl, CommunicationsComput-
ers,andIntelligence)systemswith the help of formal methodssenesasa modelfor future U.S.

Departmenbf Defensenetworking standardslevelopment23].

Basedon the solutionsto thesetheoreticalproblems two softwarepackagescalledefsm2fsnarcpt,
and(2) INDEEL, have beendevelopedto automaticallygeneratdestcasedrom the EFSMmodels
of Estellespecifications.The sizesof the resultingFSMs derved from the Estellespecifications
rangefrom 48 to 303 states,andfrom 119 to 925 transitions. The correspondingestsequences
rangefrom 145to 2,803teststeps.Theseestsarefree of interruptionsdueto unexpectedtimeouts
while their coverageof the numberof testableransitionancreasedrom approximately200to over
700by utilizing multiple interfaceswithout controllability conflicts.

Section2 of this paperpresentsa partof the Estellespecificationof 188-220.A generalapproach
adoptedat UD and CCNY to testgeneratiorfrom an Estelleformal specificationis describedn
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Figurel: MIL-STD 188-220ProtocolArchitecture.Thecirclesindicatethosepartsof the protocol
whereFDTswereusedduringthedevelopment.

Section3. This sectionalsosummarizesesearchesultsin testgeneratiorbasedon formal speci-
fications. Section4 presentefsm2fsarcpt, andINDEEL softwaresystems.Section5 summarizes
our practicaltestgenerationresults.Finally, Section6 presentshe authors’personaperspectie on
how the protocoldevelopmentprocesss in generaimprovedthanksto usingformal methods.

2 Estelle Specificationof MIL-STD 188-220

The ProtocolEngineeringLab researcherat UD usedEstelleto specify partsof the 188-220pro-
tocol suite [3, 21, 14, 53]. 188-220,originally developedin 1993,evolvedto 188-220Awith sub-
stantialnew functionality including supportfor new radiotechnologyandintegrationwith Internet
protocols(commerciallP, TCP, andUDP at the network andtransportiayers). Version188-220B,
whosearchitecturdas depictedin Figure 1, describeghe protocolsneededo exchangemessages
usingCombatNetwork Radio(CNR) asthe transmissiommedia. Theseprotocolsincludethe phys-
ical, datalink andpartof the network layer of the OSI model. The protocolsapplyto the interface
betweenhost systemsand radio systems. Hosts usually include communicationgrocessoror
modemsthat implementtheselower layer protocols. The unshadedortionsof Figure 1 indicate
thoseprotocolsandextensionghatweredevelopedspecificallyfor usewith CNR.

MIL-STD-188-220Datalinklayer specifiesereral servicetypes,eachintendedto handledifferent
typesof traffic with differentquality of service(QoS)demands.A 188-220stationcan actually
processeveral differenttypesof traffic simultaneouslfandalmostorthogonally).MIL-STD-188-
220Network Layer consistsof Internet(IP) Layer, Subnetvork DependenCornvergenceFunction
(SNDCF),and IntranetLayer The IntranetLayer hasbeendedicatedo routing intranetpaclets
betweena sourceand possiblymultiple destinationswvithin the sameradio network. The Intranet
Layeralsoaccommodatetherapidexchangeof topologyandconnectiity information—eachode
ontheradionetwork needdo determinewhich nodesareon the network andhow mary hopsaway
they arecurrentlylocated.
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Figure2: Network LayerInterfaceandArchitecture

2.1 Intranet Layer Architecture

Figure 2 shaws the interfaceand generalarchitectureof the Network layer The architecturerep-
resentghe protocolstackat a singlestation,aswell asaninterfacewith “operatormodule”which
caninteractwith severaldifferentlayersin the stack.Theoperatomoduleabstractshelink layer's
interactionswith botha humanoperatoranda systemmanagemerprocess.

Figure 3 shavs the internalstructureof the IntranetLayer Thetwo mainIntranetLayer function-
alities, SourceDirectedRelay (SDR) and Topology Updateexchange(TU), were encapsulateth

separateomponentnodulesof the IntranetLayermodule. This simplifiesthe designof the FSMs
thatmodeltheentirelayer, andalsoallowsfor generatingestcasegor eachfunctionalityseparately

The SDR modulereceves IL _Unitdata. Reqmessageshrough SNDCFSARNteractionpoint. It
starts/stops varyingnumberof END_END_ACK timers,onefor eachlP paclet thathasbeensent
but not yet acknavledged. The TU moduleinteractswith the SDR moduleby notifying it of ary
topology changeghat take placedynamically The TU modulecommunicatesvith two timers:
Topolayy_UpdateTimerandTopolagy_UpdateRequesTimer. Theformeris startedafteratopology
updatemessagas sentby the station. Accordingto 188-220A,a stationis not allowed to send
anothertopology updatemessageuntil the timer expires. The latter performsthe samerole for
topologyupdaterequesimessages.

Both SDR and TU modulescansendandreceve messagefom the datalink layer throughtheir
lower.muxinteractionpoints—themessagefrom the two modulesare multiplexed by the parent
IntranetLayer module. A peeroperatoror managementomponentis connectedirectly to the
TopologyUpdatemoduleandcansetparametershatarerelevantin topology updatemechanism.
Part of thediagraminsidethedash-linedectangulacontainamoduleshathandleXNP procedures:

INote thatthe numbersin Figures2 through3 refer to interactionsandare consistenthroughoutthe figures(e.g.,
numberl2 refersto OP-min-update-pein all threefigures).
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Figure3: IntranetLayerArchitecture

joining and leaving the net with either centralizedor distributed control, and parametemupdate
requests.

3 TestCaseGeneration

Formalmethodsn communicationprotocolspecificatiorandconformanceestinghave beerwidely
usedin the designandtestingof real-life protocolg[7, 18, 19, 31, 43,44, 90]. In particular the Es-

telle formal descriptiontechnique(FDT) [12, 36, 66, 69] hasbeenusedon several occasiondo

resole ambiguitieswithin internationabrotocols[9, 16,42, 57, 67, 82.

A numberof techniqgueshave beenproposedio generatetest sequencesrom Estelle specifica-
tions[50, 51, 70, 71, 88]. However, full Estellespecificationf large systemsmay prove to be
toocomple for directtestcasegenerationAs shavn in Figure4, thereareseveralwaysof generat-
ing testsequenceffom EstellespecificationsOneapproactwould be to expandEstelles EFSMs
therebycornverting themto pure FSMs. This expansionwould be useful since methodsexist for

generatingestsdirectly from pure FSMs(e.g.,[2]). Unfortunately completelycorverting evena

simple EFSM canresultin the stateexplosionproblem,thatis, the corverted FSM may have so
mary statesand/ortransitionsthat eitherit takestoo long to generatdests,or the numberof tests
generateds too largefor practicaluse.

As analternatve, the UD andCCNY ATIRP researclgroupusedanintermediateapproachwhere
anEstelleEFSMis partially expandedhenceresultingin somemorestatesandtransitions) put not
expandeccompletelyto a pureFSM. The EFSMis expandedpartially just enoughto generatea set
of teststhatis feasibleandpracticalin size. Determiningwhich featuresto expandin the general
cases thedifficult aspecbf thisresearch.

TestCaseGeneration Reseach:

Conformancdestgeneratiortechniqueseportedin literature[2, 8, 47, 54, 64, 71], usinga deter
ministic finite-statemachine(FSM) modelof a protocolspecificationfocuson the optimizationof
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thetestsequencéength.However, anlUT mayhave timing constraintsmposedoy active timers. If
theseconstraintsarenot consideredluringtestsequencgenerationthe sequencenay not bereal-
izablein atestlaboratory As aresult,valid implementationsnay incorrectlyfail the conformance
tests,or nonconformantUTs mayincorrectlypasshetests.

Anotherproblemin testsequencgenerations dueto the limited controllability of anIUT. Typi-
cally, the inputsdefinedfor the interfaceswith upperlayersor with timerscannotbe directly ap-
plied by the tester In this case,the testability of an IUT may severely be reduced;in addition,
non-determinisnand/orraceconditionsmayoccurduringtesting.

Whenatestsequencés to be generatedrom an EFSMmodel,onemusttake into accountthatthe
variablesusedon the actionsand conditionsmay requireconflicting valuesfor a given sequence.
A testsequencdecomesnfeasibleif thereareoneor morevariableswith conflictingvaluesin it.
Therefore possibleconflictsamongthe protocols variablesusedin the actionsandthe conditions
mustbe avoidedduringtestsequencgeneration.

Anotherfocuspointontestsequencegeneratioris thestatusof differentprotocoltimersateachstate
(e.g.,running,stoppedstarted etc.) andthe relationshipbetweerntimersandthe actionsto trigger
them(e.g.,start,stop, re-start,or expiry of atimer, etc.). The so-calledconflictingtimers problem
addressethat infeasibletest sequencesnay be generatedinlessconflicting conditionsbasedon
timersareresoled.

The remainderof this sectionpresentgietaileddefinitionsof theseproblemsand outlinesthe re-
searchprogressandthecurrentresults.

3.1 The Timing Constraint Problem

During testing,traversingeachstatetransitionof anlUT requiresa certainamountof time. A test
sequencéhattraversedoo mary self-loopgqaself-loopis astatetransitionthatstartsandendsatthe
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samestate)in a givenstatewill notberealizablein atestlaboratoryif thetime to traversethe self-

loopsexceedsa timer limit asdefinedby anothertransitionoriginatingin this state. In this case,
a timeoutwill inadwertently trigger forcing the IUT into a different state,andtherebydisrupting
thetestsequencdeforeall of the self-loopsaretraversed.If this unrealizabldestsequencés not

avoidedduring testgenerationmostIUTs will fail thetestevenwhenthey meetthe specification.
Clearly thisis notthegoalof testing. Therefore a properlygeneratedestsequencenusttake timer

constraintsnto account.

Our researclresultsoptimize the testsequencéength and cost, underthe constraintthat an IUT
canremainonly a limited amountof time in somestatesduringtesting,beforeatimer’s expiration
forcesa statechange[77, 78]. The solutionfirst augmentsanoriginal graphrepresentationf the
protocolFSMmodel. Thenit formulatesa RuralChinesdPostmarProblemsolution[52] to generate
aminimume-lengthtour. In thefinal testsequencgeneratedthe numberof consecutie self-loops
never exceedsary states specifiedimit. In mostcasesthis testsequencevill belongerthanone
without the constraintsincelimiting the numberof self-loop traversalslikely requiresadditional
visits to a statewhich otherwisewould have beenunnecessary

ThemethodologyusesUIO sequencefor stateverification. However, theresultspresente@lsoare
applicableto testgeneratiorthatusesdistinguishingor characterizingequencesarlier resultsof
this study limited to verificationsequencethatareself-loops,arepresentedn [77]. Thelaterpa-
per[78] generalizesheseearlierresultsto bothself-loopandnon-self-loopverificationsequences.

3.1.1 Practical Motivation

Examplesof protocolsthatcontainmary self-looptransitionsin their FSM modelsincludeISDN

Q.931for supplementaryoice servicesMIL-STD 188-220[21] for CombatNet Radiocommuni-
cation,andLAPD [79], thedatalink protocolfor the ISDN’s D channel.For example,in ISDN

Q.931protocol(Basicvoice servicesfor the userside),eachstatehasan averageof 9 inopportune
transitions,which requiresthe traversalof 18 self-looptransitionsduringtesting. A Q.931imple-

mentationhasseveral active timersthat arerunningin certainstates,e.g.,timer T304runningin

stateOverlapsending andtimer T310in stateOutgoingcall proceeding An EFSM modelingthe
Topology Update(TU) functionality of 188-2205 IntranetLayer hasthreeactive statesin which

oneor two timersarerunning[77].

It is notalwayspossibleto delaythetimeoutat atesters corvenience.ln realprotocols,theremay
be timerswhosetimeoutsare difficult to setby the tester e.g.,acknavledgmenttimers’ timeout
valuesoften are computedby the implementation.Moreover, atestermay wantto testanlUT's
behaior for differentsettingsof the IUT’ s internaltimers,to be ableto testthe IUT’s correctness
for variousconfigurationsof thetimers.

In additionto the original self-loopsof a specificationmodel, additional self-loopsare typically
createdvhengeneratedestsequencessestateverificationtechniquesuchasuniqueinput/output
(UIO) sequencefb3], distinguishingsequencefb, 46|, or characterizingequencefs, 46).

3.1.2 Optimizing Testsunder Timing Constraints

Let Esr and B, be the setsof self-loop and non-self-loopedgesto be tested,respectiely.
Let dgerp(v;), the numberof self-loopsof vertex v;, be definedasthe numberof edgesin E,.;f
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Figure5: Conversionof v; in G (part(a)),tov; in G’ (part(b)) andto v}, v*® in G* (part(c)).

incidenton v;. Let dppn_serr(vi) bethe minimum numberof timesary tour covering all edgesof
Eynsi U Esqp mustincludevertex v; € V.

Let dstate_ver (vi) be the numberof self-looptransitionsusedto verify whetheran IUT is in state
v;. Supposehatduringtesting,a givenvertex v; € V cantolerateat mostmaz_sel f (v;) self-loops
executedat onevisit to vertex v;. Attemptingto remainin statev; to executel + maz_sel f (v;)
self-loopswould resultin disruptionof a testsequence.Testinga self-loop transitioninvolves
traversingthe self-loop transitionfollowed by applying the stateverification self-loop sequence,
which containsdsgte_ver (vi) transitions.

Dueto spacdimitations, we areunableto includethe detailedderiation of dp,p,_seif(vi). In [77],
we prove that the minimum numberof times vertex v; must be visited in a test sequences as

follows:

dmin_self(vi) { din (vi) if dserf (vi) i (din(vi) * Aq(vi)) )

L(vi)  if dsery (i) > (din(vi) * A1 (v3))

whered,,:(v;) andd;, (v;) arerespectrely the out-dggreeandthein-degreeof vertex v; in E,y, 4,
andwhere

— (din(vi) * A1 (vi))

dge i
D(0) = dios) 4 [t = 1 “
. mGIIL‘_SBlf('Ui) — dstate_ver (Uz)
Al(vi) a I' 1+ dstate_ver ('Uz) J (3)
Ag(v;) maz_sel f (v;) (4)

1+ dstate_ver ('Uz)

G (V',E') (G is obtainedfrom G by remaving self-loopedges)is corvertedto G*(V*, E*) by
splitting eachvertex v; € V' satisfying

dmin_self ('UZ) > max (dm ('Uz) ; dout ('Ui )) (5)

into thetwo verticeSU;k( ), ;“(2 € V* (Figureb).

Then,vf‘(l) is connectedo v, “2) with a setof edgeswith cardinality of d,ip,_serf(vi): Ef def

U, % 1 g((v; (1), Z( )) dmin_seif(vi)). Eachedgein Ef is assignednfinite capacity anda zero
costzp Thesefake edgeswill forceadditionalvisits to »; in aminimum-costour of G.
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Test sequence (34 edges)

e0elele2e2e2elle9e9 e9el2elelel3e2esd
e6e7e6e6e7elle9el2 eled e7e6e7e8eb6e7e5e0

Figure6: Minimum-costtestsequenceavithout self-looprepetitionconstraint.

Test sequence (40 edges)

e0eOele2el0e9e9e9el2elele2e2edebe7elle9 el2
ele3e2ede6e6e7e5e0elede7e6e7e5elede8e6e7e5

Figure7: Minimum-costtestsequencevith self-looprepetitionconstraint.

We thenusenetwork flow techniquegsimilarto Aho etal. [2]) to maximizetheflow on graphG*
with minimumcost. This flow definesa minimum-costour of G undertiming constraints.

Example : Considerthe FSM (representedy the graphG(V, E)) with self-loop transitionsshavn in
Figure 6. Supposehat verticesvy, v2, andvs of the FSM cantolerateat mostthree,andv, at mosttwo
self-looptransitionsduring eachvisit. Let transitionse10 andell correspondo timeouts. After eitherel0
orell istriggeredthe FSMis broughtinto statevs.

UIO sequenceandthe valuesof max_sel f, dstqte_ver @Nddpmin_sery fOr verticesvy,vq,vs, andvs areas
follows:

Vertex UIO  max_self dgatever Amin_self

Vo e0 3 1 2
1 e2 2 1 3
Vg e6,e7 3 2 4
V3 e9 3 1 2

The Chinesepostmanmethod[73] when appliedto the graphwithout ary self-loop repetition constraint
resultsin thetestsequence

e0,e0,el,e2,e2,e2,e10,e9,¢e9,e9,e12,e0,el,e3, e2,e4, €6, e7,
9
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Figure8: Testing(N)-layerlUT with an(N+1)-layersemicontrollablénterface.

e6,e6,e7,ell,e9,el2,el,ed,e?,e6,e7,e8,e6,e7,e5,e0 (6)

containing34 edges Edgesusedfor the purposeof stateverificationappeain bold.

As canbeseenfrom the underlinedpartof theabove testsequenceafterel is traversedthe lUT shouldstay
in statev, for atime thatallows at leastthreeself-looptraversals.However, this partof the testsequences
notrealizablein atestlaboratorybecausghetimeoutedgeel0 will betriggeredafterthe seconctonsecutie
self-looptraversal(i.e., max_sel f (v1) = 2). ThelUT will prematurelymove into vs andthe testsequence
will bedisrupted.

To addresghe problemof testsequencélisruptiondueto timeouts the graphof Figureé6 is corvertedto the
graphshaowvn in Figure7. Sincein this exampleall UIO sequenceareself-loops,the simplified corversion
presentedh [77] is sufficient. Theverticesfor which a prematurdimeoutmaydisruptatestsequenceyhich
arevy andvy, aresplitandthenconnectedy dpin_seif(v1) = 3 anddmin_se1(v2) = 4 edgesrespectiely.

Consideringhe constrainedelf-loopproblem,the testsequencéor the graphof Figure7 is obtainedas

e0,e0,el,e2,e10,e9,e9,e9,e12,e0,el,e2,e2,e4,e6,e7,ell,e9,el12,el,e3,
e2 ed,e6,e6,eT,e5,e0,¢el,ed, e7,e6,eT,e5,el,e4,e8,e6,e7,eb @)

containing40 edges.

Althoughlongerthanthat of Figure6, the testsequencén Figure7 is minimum-lengthwith the introduced
self-loopconstraint.During eachvisit to verticesvg, vy , vo andvs, thenumberof consecutie self-loopedges
traversedis lessthanor equalto the maximumallowed numberof self-looptraversals. Therefore this test
sequences realizablein thetestlaboratory

3.2 The Controllability Problem

Considera testing framewvork wherethe interface I; betweenthe IUT and the (N)-layer in the
SystemUnder Test (SUT) [8] is not externally accessiblgFigure 8). In otherwords, the inputs
from (N+1)-layercannotbe directly appliedto the IUT, nor canthe outputsgeneratedy the I[UT
beobseredat (N+1)-layer Suchaninterfacel; is calledsemicontollableif F.SM; canbeutilized
to supplyinputsto the IUT. On the otherhand,the testercanapply inputsto the IUT directly by
usinga lower tester which exchangedN-PDUswith the IUT by usingthe (N-1)-ServiceProvider.
Theinterfacel, betweerthelowertesterandthe lUT is thereforedirectly contollable.
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Figure9: MIL-STD 188-220:Exampleof the controllability problem

Our approactaddressethe problemof generatingpptimalrealizabletestsequencem anernviron-

mentwith multiple semicontrollablenterfaces [26]. The methodologyfully utilizes semicontrol-
lableinterfacesin anlUT while avoiding theraceconditions.An algorithmis introducedn [26] to

modify thedirectedgraphrepresentationf thelUT suchthatits semicontrollablgportionsbecome
directly controllable , wherepossible.In the mostgeneralcase obtainingsucha graphcorversion
may end up with exponentially large numberof nodes. However, it is shavn [26] that special
considerationsuchasthe smallnumberof interfacesinteractingwith anlUT anddiagnosticson-

siderationgnale the problemsizefeasiblefor mostpracticalcases.

3.2.1 Practical Motivation

As motivationfor solvingthecontrollability problem,areal protocolis consideredvhereanSUT’s
(N+1)-layermustbe utilized indirectly to testcertaintransitionswithin the (N)-layerlUT.

188-220focuseson 3 layers: Physical,Datalink, and Network. The Network layer containsan
Intranetsublayer An SUT containsthe (N)-layer IUT implementedn the Datalink layer, andthe
Intranetsublayerwhichis partof the (N+1)-layer asshavn in Figure9.

In the CECOM’s ervironmentusedfor testing188-220implementationsthe upperlayerscannot
bedirectly controlled. Thereforethe IUT’ stransitionghataretriggeredby theinputscomingfrom
the Network layerarenot directly testable An exampleSUT transitionthatcauses controllability
problemis the transitiontl from the ClassA-Type 1 ServiceDatalink module[21, 24], shavn
in Figure9. The input/eventfield for this transitionrequiresa DL _Unitdata Reqfrom the (N+1)-
layer Unfortunately the interfacebetweenthe IUT andthe (N+1)-layeris not directly accessible
for generatinghisinput. Initially, it appearshattransitiont1 is untestable.

To trigger this transition,which requiresthe (N+1)-layerto passa DL-Unitdata.Reqdown to the
(N)-layer, feedbackfrom the (N+1)-layer must be used. To force a DL-Unitdata.Regfrom the
(N+1)-layer the testersendsa PL-Unitdata.Indto the IUT (similar to the message in Figure8)
that containsan intranetlayer messageelling the (N+1)-layerto relay the frameto a different
network node. The IUT outputsthis messagéeo the (N+1)-layer(seemessagd in Figure8), and
the (N+1)-layerFSMrespondsy outputtingthe desiredDL-Unitdata.Reqdmessage in Figure8).
Finally, thedatalinklayergeneratethe desiredoutputPL-Unitdata.Reqcorrespondingo message
d in Figure8), which canbe obsered by the lower tester
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In fact, 70% of the transitionsthe ClassA—Type 1 Datalink Servicemoduleare basedon not di-
rectly controllableinputs. Without indirecttesting,testcoveragewould be seriouslylimited; only
approximately200 transitionsout of 750 would be testable.However, by applyingthe technique
outlinedin this paper over 700 of definedtransitions(>95%) canbetested.The applicationof the
presentedechniqueo 188-220is describedn moredetailin [25].

Similar controllability problemscanalsobe pointedoutin testingthe IEEE 802.2LLC Connection
Componen{26, 40Q].

3.2.2 Optimizing Testswith Multiple Semicontmllable Interfaces

To optimizetestswith multiple semicontrollablénterfacesmodelingSUT asasingleFSMwaspro-
posed26, 27]. A semicontrollablanterfacel; is implementedasa separatd-IFO buffer. During
testing,a buffer may be emptyor storean arbitrary sequencef inputsto the IUT generatedndi-
rectly throughli;. For eachl;, we definevariablew; thathasa distinctvaluefor eachpermutation
of inputsthatthe i-th buffer canhold. The proposednodelconsistsof graphG (which represents
thelUT’ s FSM) andthevariableswy, wo, ..., wp.

An FSM modelingthe SUT canbe obtainedby expandingG andwi, ws, ... ,wr into G (V', E).
An algorithmfor converting G(V, E) to G’ (V', E') proceedsasfollows (a detaileddescriptionof
thealgorithmalongwith its pseudocodés availablein [26, 27)):

Step 0—Definitions:
Let B; denotea sequencef inputs bufferedat the i-th semicontrollablenterface. Eachstatev’ €
V' hastwo componentsthe original statev € V, andthe currentconfigurationof F' buffers, i.e.,
v = (v, Bi,..., BF). Thealgorithmconstructsall possiblebuffer configurationswith upto b; inputs
bufferedat I;.

Step 1—Initialize:
', rootof G', as(r,, - --,) (rootof G andconfigurationof emptybuffers); E' asemptyset;V' as
{r'}; Q, queueof vertices asV’

Step2—Repeatuntil Q is empty:

1. extractv’ = (Vstart, B1, ..., Br) asfirst elementrom Q, where(B;, ..., Br) is currentcon-
figuration

2. giventhecurrentvertex v’ = (vsare, B, . . ., Br), performthefollowing stepsfor eachoriginal
outgoingedgee = (UstaTt: Uend) € E:
e createnew configuration(By, . .., Br) basedntheclassof e (Figure10):

— Classl: e is triggeredby aninput from andgeneratesutput(s)to anLT;

— Class2: e is triggeredby aninput from an LT andgeneratesin outputo,; (buffered
in B, to createa new configuration)at f,;

— Class3: eistriggeredby a, i, (extractedfrom B, to createa new configuration)from
I, andgeneratesutput(s)to anLT,;

— Class4: e is triggeredby aninput a, ; from I, andgeneratesin outputo,; at I,,.
Apply rulesfor Class3 andClass?2 to createa new configuration.

7

e createnew vertex v,,,, = (Vend, B1,---,Br) € V', andnew edgee, ., = (v, v,,,,) €
EI

e include new edgesin E' iff inputsin (Bl,...,B’F) cannottrigger other edgesoutgoing
from vssare

]

e appendo Q endverticesv,,,,, € V' of new edgesncludedin E'
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Figurell: IUT interactingwith two semicontrollablenterfaces.

Step3—Retain only strongly connectedstates:
removefrom V' all verticesfrom whichr cannotbereachedandremovefrom E all edgesncident
to suchvertices

Basedon the practicalconsiderationgliscussedn [26], the algorithm canbe refinedto meetthe
following objective: “g enerate a testsequencehat, at any pointin time avoidsstoring more than
oneinput in only one of the buffers (whele possible}. Satisfyingthis objective yields a linear
runningtime in the numberof semicontrollablanterfacesandthe numberof edgesin G. If this
objective cannotbesatisfiedtherunningtimegrons andnondeterminisnmaynotbeavoidedduring
testing.

Example: Considerthe lUT of Figure11 which s interactingwith semicontrollable”SM; andF S M,
throughthe semicontrollablanterfacesl; andI,, respectiely. The IUT's FSM (representeddy graphG)
is describedn Tablel. Transitionel, triggeredby input zy from the lower tester generate®utputo; 1 to
FSM,. InresponseF'SM; sendsnputa, , which triggerstransitione3. (In generala; ; is the expected
responseo o; ;.) Transitione2, whichis triggeredby alower testers inputz,, outputsos 1 to F'SM,, which
respondsvith inputas ; triggeringe4. Thene4 outputso, » to F'SM,, which respondswith a, » triggering
e8. Ontheotherhand,transitions5, €6, €7, €9, andel0, canbetriggereddirectly by thelowertestere6, €7,
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Tablel: Inputsandoutputsfor theedgesof Figurell. A7z denoteseceving inputz from A. Bly

denotesendingoutputy to B.

Edge Input Output Edge Input Output

el LT?7x FSMl!Ol,l €6 LTz LT'y6

e2 LT 7%, FSMQ!OQ,l e’ LT?x; LT"y7

e3 FSMl?al,l LT'y3 e8 FSMl?aLQ LT'yS

e4 FSMQ?G;QJ FSMl!OLQ e9 LT7xg LT"yg

eb LT 7z FSMQ!OQ,Q elo LT?x LT!le
no inputs buffered | a , buffered

Legend:

mandatory edge

T 7oﬁti5nfal edge

azylbuﬁered

a5, buffered

Figure 12: Graphtransformatiorappliedto the graphof Fig. 11. Mandatoryand optionaledges

appeaiin solid anddashedines,respectiely.

Table2: Minimum-lengthtestsequencéor thelUT of Figurell.

Step Edge Input Output Step Edge Input Output
51 el0 LTz FSMilor 8 er2 LT7z, LTy

2 e51 LT?zj FSMQ!OQ,Q —9 e8.2 FSMl?al,g LT'yg
—3 e3.1 FSMi%ay, LTy 10 e7.0 LT?z; LTy,
—4 e6.0 LT7xzg LT'y(; — 11 e5.0 LT?x5 FSM2!0272
—5 e7.0 LTz, LTy, —12 e€9.0 LT7x LT'yq
—6 e20 LT7xy FSMQ!OQJ 13 e10.0 LT7zyg LT!le
—7 e4.3 FSMQ?CLQJ FSMl!OLQ 14 e6.0 LT?LL‘G LT!y6
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€9, andel0, do not generateoutputsto the semicontrollablénterfaces.e5 generatesutputos » to F'SM,,
which doesnot sendary inputto the IUT.

After corversion(Figure12), eachstateof G is replacedwith at mostfour relatedstatesn G corresponding
to the buffer configurationsat a semicontrollableénterface. Eachedgee is annotatedase.x, wherex =
0,1, 2,3, dependingon the input bufferedin the e.x’s start state,as shavn in Figure12. The solid edges
in Figure 12 are the mandatoryedgesthat are incidentto nodesthat correspondo the casewhere both
buffers areempty; the dashed-lineedgesarethe onesthatcanbe traversedonly wheneitherbuffer contains
aninput. Due to the practicaldiagnosticconsiderationg26], we prefertestingedgeswhen no inputs are
bufferedin semicontrollablénterfaces.The Aho etal. [2] optimizationtechniquegivesthe minimum-length
testsequencéor G' shavn in Table2. Stepswith (=) indicatethatan edgeis testedn this step. Notethat,
for simplicity, the UIO sequencef63] arenotincludedin this sequence.

3.3 InconsistencyDetectionand Elimination Problem

Feasiblgestsequencgeneratioris essentiafor assuringhe properoperationandinteroperability
of differentcomponentsn computerandcommunicatiorsystems.The useof formal description
languagesuchasVHDL andEstelleenablethe precisedescriptionof suchsystemsandhelpmin-

imize the implementatiorerrorsdueto misinterpretations However, the specificationswritten in

VHDL andEstelleareoftenextended=SMs(EFSMs),makingtheautomatedestgeneratioramore
comple taskdueto possibleinconsistencieamongthe actionandconditionvariableg22].

Testgeneratiorfrom EFSMmodelshasbeenanactie researcltarea.Sarikayaet al. usedthefunc-
tional programtestingapproacho generatéestsequenceom theEFSMs[64]. Softwaredataflow
testingapproachesave beenusedto generatdestsfor the communicatiorprotocols[70, 71, 72).
Ural appliedtheall-useq72, 61] criterion,usedfor testingsoftwarewrittenin block structuredpro-
gramminglanguagesto Estelle[12, 13] specificatiorof protocols.Miller andPaul[54] introduced
amethodto generatdestsfor both controlanddatafor EFSM models.ChansorandZhu [15] pro-
posedatestgeneratiormethodwhich considersoththe controlflow anddataaspect®f the EFSM
models.LeeandYannakakig49] provideda methodto corverta classof EFSMs,whereinputvari-
ablesareassumedo have finite domains,into equivalentFSMs. For a restrictedclassof LOTOS
expressionscalledP-LOTOS, Higashinoand Bochmanrproposea methodthat providessolutions
to asetof interrelatedoroblemssuchasthetestcasederivationandthe detection®f noneecutable
branchesgeadlocksandnondeterminisnii32].

We studiedthe problemof generatindeasibletestsequencefor theEFSMby analyzingtheinterde-
pendencieamongthe actionandconditionvariablesof the EFSMmodels.In the earlierphase®f
thisresearchactionandconditioninconsistencies the EFSMmodelsweredefined80, 81]. It has
beenshavn that oncethe inconsistenciesre eliminated,the existing finite-statemachine(FSM)-
basedtestgeneratiormethodscan be usedto generatdeasibletest sequencefrom the resulting
consistenEFSMgraphs.

Thealgorithmsfor the detectionandeliminationof conflictsin EFSM modelsutilize symbolicexe-
cution linear programming andgraphsplitting methods After all conflictsareeliminated all paths
of the final resultingEFSM grapharefeasibleand canbe usedasan input to the FSM-basedest
generatiommethods.Thebasicconceptdor theinconsisteng eliminationalgorithmswereoutlined
in [81], whichwerelatergeneralizedo includegraphswith loops[76]. Theformal descriptionsof
theinconsisteng detectionandeliminationalgorithmshave beengivenin [22].
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3.3.1 Action Conflicts

If thereis no solutionfor the setof equationdormedby the actionsof anedgee; andthe condition
of anotheredgee;, wherehead(e;) canbereachedrom tail(e;) or head(e;) = tail(e;), thenthe
two edgesf e; ande; aresaidto have anaction conflict (for anedgedirectedfrom nodev, to node
v, the headandtail nodesaredefinedasv, andwvy, respectiely).

For example,in Figure13,thereis anaction conflict betweerthe actionof e; andthe conditionof
eg dueto variableb.

In generalthe effects of the edgeactionson variables(i.e., variablemodifications)canbe repre-
sentecasmatrices.For anEFSMgraphwith m variablespari, vars, . . ., vary,, apairof matrices
A(mxm) and B(mx1) calledthe modificationmatrix andthe modificationvector, respeciiely, are
defined.

Theaccumulatecefectsof theactionsin the pathsleadingto a nodewv; canberepresentetly a set
of ActionUpdateMatrix pairsdefinedas:

AUM(’Uia J) = {A’U,',Oa B'U,',Oa A’U@',la Bvi,la e 7A’Ui,J—1; B’Uq;,J—l} (8)

whereA,, 1, B, ,andJ arethek' modificationmatrix, £*» modificationvector(0 < k < .J), and
the numberof AUM pairsassociateavith v;, respectrely. The symbolicvaluesof avariablevar,
arerepresenteéh ther* rows in AUM (v;, J). Only oneAUM pair, where A andB areinitialized
to theidentity matrix andto a zerovector respectrely, is createdor theinitial node.

The numberof AUM pairsassociatedvith v; solely dependson the numberof differentwaysin
which the actionsof the edgedeadingto v; modify variables.If the overall variablemodifications
of theactionsof ary two pathdeadingto v; arethesame pnly oneAUM pairis sufficientto account
for theeffectsof theactionsin thetwo paths.Thereforepnly uniqueAUM pairsareassociategvith
v;. SeeSection3.3.3

Symbolicexecutionis utilizedin theconstructiorof AUM pairs.Whenanactionconflictis detected,
the EFSM graphis split from the node wherethe conflict occurs. The analysiscontinuesuntil
all action conflicts are eliminated. By applying the algorithmsfor action conflict detectionand
eliminationaspresentedh [22, 76], theresultingEFSMgraphaftertheactionconflictis eliminated
is shavn in Figurel4.

3.3.2 Condition Conflicts

After all actionconflictsareeliminatedfrom the EFSM graph,the next stepinvolvesthe detection
andeliminationof conditionconflicts. The edgese; ande; aresaidto have a conditionconflict if
thereis no solutionfor the setof equationgormedby theaccumulateatonditionsof the edgesof a
sub-patte; - e; - ... - ; andanedgee;, wherehead(e;) canbereachedrom tail(e;) or head(e;)
= tail(e;).

In Figure 14, for example,thereis a conditionconflict betweerthe edgesof e5 ) andey(; since
eachedgerequiresa conflicting value of variablec. Figure15 shaws thefinal conflict-freeEFSM
graph.

Sincethe conditionsof the edgesof a testsequenceonstitutea systemof constraintssimplified
versionof linearprogrammingalgorithmscanbeusedn decidingwhetheracertainpathpredicatds
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Figure13: An EFSMgraphwith conflicts

feasible[1]. Theedgeconditionsin a pathfrom thestartingnodew, to anodewv; canberepresented
in matrices.A triplet of matricesaredefinedasC (mxp), OP (px1), andD (px1), wherem is the
numberof variables,p is the numberof conditionsin the pathfrom vy to v;, C is the coeficient
matrix, OP is the operatorvector containingthe relationsof =, <, >,! =, -+, etc.,and D is the
scalarvectorcontainingthe scalarvaluesof the conditionsin the path.

The AUM pairsdiscussedn Section3.3.1areappliedto theedgeconditionsof the EFSMgraphas
follows. A singleconditionof anedgee, = (v;,v;) isin theform of C + V(OP)D. Thecondition
of e, will bemodifiedbasedon the symbolicvaluesof thevariablesvary throughwv,,,_1, whichare
representetdy the AUM (v;, J). The currentvaluesof the variablesincludingall the modifications
representetdy anAUM pair of v; arein theform of: V = Ay, 1 * V+ E’vi,k. Substituting¥’ values
in anedgeconditionwill resultin C(A,, x * V + By, x)(OP)D, which simplifiesasE  V (OP) f,
whereE = C « A,k i1s anm-elementvectorand f is a scalar An edgee, = (v;,v;) whose
conditionis infeasiblebasednthe AUM pairsof v; is deletedrom thegraph.Thevaluesassumed
by thevariablesusedin the conditionof e, canbedeterminedrom:

C*V =Cx(Ay+V + By ) (9)
17
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Figure14: TheresultingEFSM graphafter splitting the graphof Figure13 dueto e; actionandeg
condition.

whereC is the coeficient matrix for the conditionof e, and0 < k < J, whereJ is the numberof
AUM pairsassociatedvith v;.

The accumulatedifferent conditionsof the pathsleadingto v; can be representedy a set of
AccumulatedConditionMatrix (ACM) triplets: ACM(v;, J) = (Ch,.0, OPw, 0, Dy, 0, Co;1, OPo, 1,
Dyi1ye s Cuyi—1, OPy; y—1, Dy, y—1), whereCy, x, OP,, k, Dy, 1, and.J arethe k** coeficient
matrix, k*" operatormatrix, k** scalarvaluematrix (0 < k < J), andthe numberof the ACM
tripletsassociatedavith v;, respectiely.

3.3.3 Complexity of the Algorithms

The actioninconsisteng detectionand eliminationalgorithmsusea two-phasemodified breadth-
first graphtraversal,calledP1-MBFandP2-MBF. P1-MBFis the maingraphtraversalfrom which

P2-MBF may be invoked multiple times. During the conditioninconsisteng detectionphasethe

graphis traversedin aregulardepth-firstmanner
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Figure15: Thefinal conflict-freeEFSMgraphafterall conflictsareeliminated(the subgraptstart-
ing from thenodew, (o) is notshavn for simplicity)

Thecomplity of theactionconflict detectionandeliminationis contritutedby atwo-phaseViBF
graphtraversaland constructingthe numberof AUM pairsfor eachnode,for eachedgefor each
AUM pair.

Thecompleity for thetwo-phaséMBF graphtraversalis O(E?) [20]. For eachnodew;, thenumber
of AUM pairsis E'lvH |EViv| x |AUM(v;, J)| (Where| E¥i V| is thenumberof edgesrom v;
tov;).

The complity for the condition conflict detectionand eliminationis boundedby the numberof
AUM pairsof eachnodeandexecutingthelinearprogrammingdgor eachedge.A simplifiedversion
of linear programmingwhich is usedto eliminateinfeasibleconditions,takes min(m?, S?) steps
wherem is thenumberof variablesand.S is the numberof constraintg1].

Therefore,for the generalcase,the complity of algorithmsfor handlingthe action conflictsis
exponentialwith respecto the numberof simplepaths(i.e., the numberof AUM pairs). Similarly,
theconditionconflicteliminationcanbeexponentiawith respecto thenumbersimplepaths.How-
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ever, basedon our experiencewith several protocols(including nestedand/orconcatenatetbops),
the compleity of both algorithmsand,hence the sizeof the final conflict-freegrapharebounded
by the numberof differentvalueseachconditionvariableassumessit is usedin the conditions.

3.4 The Conflicting Timers Problem

To ensurefeasibility of testsin a laboratory automatedestgeneratiorfor network protocolswith

timer requirementsnustconsiderconflicting conditionsbasedon a protocols timers. Our ATIRP
researctdevelopeda nev modelfor testingreal-time protocolswith multiple timers, which cap-
turescomple timing dependenciely usingsimplelinearexpressionsnvolving timer-relatedvari-

ables. Similar dependenciedyut basedon arbitrarylinear variables,are presentin EFSM models
of VHDL specificationg74]. Uyar and Duale presentalgorithmsfor detecting[74] andremov-

ing [22, 81] suchinconsistencie VHDL specifications.The new modelingtechniquecombined
with theinconsisteng removal algorithmsareexpectedo significantlyshortertestsequencewith-

outcompromisingheirfault coverage.

The model,specificallydesignedor testingpurposesavoids performinga full reachabilityanaly-
sis andsignificantly limits the explosive growth of the numberof testscenarios.Thesegoalsare
achieved by incorporatingcertainrulesfor the graphtraversalwithout reducingthe setof testable
transitions. The techniguealso modelsa realistictestingframeavork in which eachl/O exchange
takes a certaintime to realize,and a testerhasan ability to turn timerson andoff in arbitrary
transitionsandto algorithmicallyfind propertimeoutsettings.

Themethodologypresentedn this paperis expectedo detectiransferandoutputfaults[49], where
anlUT movesinto awrong state(a stateotherthanthe onespecified)or generates wrong output
(an output otherthan the one specified)to a given input, respectrely. The detectionof transfer
faults can significantly be improved by using the well-known stateverification methodssuchas
UIO sequencesgharacterizatiorsets,or distinguishingsequences.Thesetechniquesshouldbe
appliedwhile generatinga minimum-costestsequencérom thefinal conflict-freegraph.

The proposedsolutionis likely to have a broaderapplicationdueto a proliferation of protocols
with real-timerequirements. The functional errorsin suchprotocolsare usually causedby the
unsatisfiabilityof time constraintand(possiblyconflicting) conditionsinvolving timers;therefore,
significantresearchs requiredto developefficientalgorithmsfor testgeneratiorfor suchprotocols.
Our methodologyis expectedto contritute towardsachieving this goal. The preliminaryresultsare
reportedn [29].

In the testcasedeliveredto CECOM (seeSection5), conflicting conditionsbasedon 188-2205
timers are resolhed by manually expandingEFSMsbasedon the setof conflicting timers. This
procedurgesultsin testsequencethatarefar from minimum-length.Thetechniquepresentedhere
allows usto automaticallygenerateonflict-freetestsequencefor 188-220.

Supposethat a protocol specificationdefinesa setof timers K = {tmx,...,tm |}, suchthata
timer tm; may be startedand stoppedby arbitrary transitionsdefinedin the specification. Each
timer tm; canbe associateavith a booleanvariableT; whosevalueis trueif ¢m; is running,and
falseif ¢m; is not running. Let ¢ be a time formula obtainedfrom variablesTt, . .., Tj, by using
logical operands\, v, and—. Supposehata specificatiorcontaingransitionswith time conditions
of aform “if ¢” for sometime formula¢. It is clearthattheremay exist infeasiblepathsin anFSM
modelinga protocol,if two or moreedgesn a pathhave inconsistentonditions.For example,for
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transitionse; : if (7) then {1} andes: if (=7}) then {2}, a path(ey, e2) is inconsistenunless
theactionof ¢ in e; setsTj to false(which happensvhentimertm; expiresin transitione;). The
solutionto the above problemis expectedto allow generatindow-costtestsfree of suchconflicts.

188-2205 Datalink Layer Estellespecificatiordefinesseveral timersthatcanrun concurrentlyand
affect the protocols behaior. For example,BUSYandACK timersmay be runningindependently
in FRAME BUFFEREDstate.If eithertimer is running,a bufferedframecannotbe transmitted If
ACK timer expireswhile BUSYtimeris not running,a bufferedframeis retransmittedIf, however,
ACK timer expireswhile BUSY timer is running, no outputis generated.BesidesEstellespecifi-
cations,feasibility constraintgelatedto multiple concurrentimersarealsoof specialconcernfor
specificationsn SDL.

Theconflictingtimersproblemis a specialcaseof thefeasibility problemof testsequencesyhichis
anopenresearciproblemfor thegenerakasd 30, 72]. However, therearetwo simplifying features
of the conflictingtimersproblem: (1) timerrelatedvariablesarelinear, and(2) the valuesof time-
keepingvariablesmplicitly increasewith time. Consideringhesefeaturesmakesit possibleto find
anefficient solutionto this specialcase.

3.4.1 Generalapproach

Thegoalof the presentedechniquds to achieve thefollowing fault coverage:cover everyfeasible
statetransitiondefinedn thespecificatiorat leastonce Duringthetestingof asystemwith multiple
timers,whenanodeuvy, is visited, anefficienttestsequencshouldeither(1) traverseasmary self-
loops(i.e., transitionghatstartandendin thesamestate)aspossiblebeforeatimeoutor (2) leave v,
immediatelythrougha non-timeoutransition. Oncethe maximumallowable numberof self-loops
aretraversed,a test sequencenay leave v, throughary outgoingtransition. Suchan approach
doesnot let performfull reachabilityanalysis;however, it canbe shavn that consideringonly the
above two casess sufficientto includeatleastonefeasiblepathfor eachtransitionprovidedsucha
feasiblepathis not prohibitedby the original specification.

Supposehat thereare 15 untestedself-loops(eachrequiring 1 secto test)in statevs;, andthat,
whenthetestsequenceisits vs7, the earliesttimer to expire is tmy, with 10.5secremaininguntil
its timeout. In this example,the testsequenceavill eitherleave vs; immediatelyor traversel0 of
the untestedself-loops. Supposehatthe latter optionis choserand,laterduringthe testsequence
traversal,vsy; is visitedagainwith tmo leaving 3.1secuntil theearliestimeout.In this case 3 more
untestedself-loopsof vs; canbe coveredby the testsequenceTraversalwill continueuntil all of
thewvs7’s self-loopsaretested.

In more complicatedcases,in additionto the aforementionediming constraints traversal of a

self-looprequiresthat its associatedime condition be satisfied,i.e., certaintimers be active (or,

similarly, othertimersbe inactive). Thesetime conditionswill alsobe taken into accountwhile

selectingwhich self-loopsto traverse. In the above example,if 6 or more self-loopsof vs; have

‘tm4 notrunning’ astheirtime conditionthetestsequenceayhichtriesto executel0 of theuntested
self-loops,will causeatimer conflictdueto the unsatisfiabilityof thetime condition.

In generalthegoalof anoptimizationis to generatea low-costtestsequencéhatfollows theabove
guidelines satisfiesime conditionsof all compositeedgesandis not disruptedby timeoutevents
duringtraversal(i.e., containsonly feasibletransitions).

Similar inconsistenciesbut basedon arbitrary linear variables,are presentin EFSMs modeling
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VHDL specifications ATIRP researchertlyar and Duale presentedlgorithmsfor detecting[74]
andremoving [75] inconsistenciesn VHDL specifications. Recentresearchn UD and CCNY
focusedon adaptingthesealgorithmsto detectingandremoving inconsistenciesausecy a proto-
col’s conflictingtimers. The softwareimplementatiorof thesealgorithmsdevelopedwithin ATIRP
is describedn thenext section.

4 Software for Automated TestGeneration

Theproces®f generatingestsinvolvedthedevelopmenif two system®f software: (1) efsm2fsm
rcpt, and(2) INDEEL. Thesetwo systemsarenow describedn turn.

4.1 efsm2fsm-rcpt

Figure 16 depictsthe major software componentghat were developedto generatdestsequences
from anEFSM[28]. The software containstwo packages(1) efsm2fsmand(2) rcpt Theformer
wasdesignedandimplementedat UD. Thelatterwasbasednthesoftwarewrittenat CCNY, which
originally wasableto handlegraphsof atmost100transitionsn aplaininput/outpuformat,without
ary of the additional parameterspecifically requiredfor 188-220Btests. This componentwas
enhancedo generataestsfor 188-220Bfor a proprietaryCECOM’s format. Also, the softwarewas
significantlyredesignedo procesdarge graphg1000sof transitions)which enabledts application
to morecomple real-life protocols.

efsm2fsm

EFSM to FSM FSM reduction based

EFSM expansion » on transition testing FSM

equivalence

: | rural symmetric . | testsequence
G f—’i augmentation of G, generation in : tests

GasG" CECOM format

Figure16: Softwarefor automatedestgeneration.
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4.1.1 efsm2fsm

efsm2fsmakesa protocols EFSM representatiomsinput and performsits expansionto an FSM.

EachEFSM's transitionis associatedavith the following parameterstransitionnamein the Estelle
specificationtransitiondescription startandendstatesjnput andoutputnamesnumericalvalues
specifyingthe correspondingdieldsin 188-220Bs PDUs,andchangesn thevariables’values(i.e.,

startand end configurations. To expressthe startand end configurationsa simple notationwas
defined. In the potentialfuture work on this packagejt is essentiathat this notationbe replaced
with adifferentone,which shouldbe moreexpressie andflexible.

To facilitate creatingthe input to efsm2fsmspontaneousransitionsare allowed to be specifiedin
theinput EFSM. Thesetransitionsarethenconcatenatedith regulartransitions(i.e., triggeredby
anexternalinput) to eliminatespontaneousansitionsfrom the resultingFSM. This procedurecan
be briefly describedasfollows. Supposéhatin a path

'uogvlgvg...vi,livi...fun,l tﬁvn (20)

wherewv; andt; denotea stateanda transition,respectrely, ¢; is regularandio, . .., t, aresponta-
neous.Thentransitionsty, . .. , t, areconcatenateahto asingletransitiont, , from stateu, to state
v,. Their inputs, outputs,and other parametersire combinedand associateavith transitiont, .
Statesvs, . .., v, 1 aremarked astemporaryandsubsequentlyemoved from the FSM alongwith
their outgoingtransitions.

After the expansionto an FSM, transitionsthat are equivalentfrom a testingpoint of view could
be identified, leadingto a minimum-costtestsequenceovering at leastonetransitionfrom each
equialenceclass. However, building sucha testsequencds NP-hard[28]. Therefore,simple
heuristicsoringing about20%-30%reductionin the numberof transitionswereimplemented.

It is possibleto manually preparethe input file for the packagesuchthat an EFSM’s statesare
dividedinto two groups:(1) stateswith noinputshbuffered,and(2) stateswith oneinput bufferedat
a semicontrollablenterface. Thensemicontrollablénterfacescanbe utilized for certainsimplified
casessuchasusingthe 188-220BIntranetlayerfor indirecttestingof 188-220BDatalink layer (in
thesetests,only one semicontrollablenterfaceis usedwith a small numberof semicontrollable
inputs). A self-looprepetitionconstraintcanbe taken into accountfor the caseof self-loop state
verificationsequences.

To run the packagdor a protocols EFSM specifiedin file protocol.efsmthe following command
mustbeused:

efsm2fsnprotocol.efsnj-options]

producingtwo files protocol.fsmandprotocol.stat Theformercontainshe outputFSM. All infor-
mationassociateavith transitionsin the input EFSMis presered. This enableghe rcpt package
to populatethefields definedin the CECOM'’s proprietaryformatfor testsequencesThelatterfile
containsstatisticssuchasthenumberof statesandtransitionsn theEFSM/FSM,andthepercentage
effectivenessf thereductionheuristics.

Notethatthe original EFSMto FSM corversiontechniquamplementedshouldbe replacedoy the
applicationof theinconsisteng eliminationalgorithmsimplementedn INDEEL (seeSectior4.2).
Using INDEEL to eliminateinconsistenciesesultsin a conflict-free EFSM that is significantly
smallerthanthe FSM.
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4.1.2 rcpt

The FSM producedby efsm2fsnis thenfed to rcpt, which builds a correspondinglirectedgraph
representatiofy. Then,network flow techniquesreappliedto find aruralsymmetricaugmentation
of G asG”. Finally, rcptfinds an Eulertour of G”, andoutputsto afile a resultingtestsequence
conformingto the CECOM'’s proprietaryformat.

Supposehatprotocol.fsnis aninputfile containinga protocols FSM. Thenthefollowing command
runsthe package:

rcpt[-cecom/-plain] protocol.fsmoutputfile

whereplain optionrefersto a plain input/outpuffile format. protocol.fsnfile in plain formatcanbe
preparednanually The cecomoption selectsestgeneratiorin the CECOM format. In this case,
theinputfile protocol.fsmshouldbe generatedby the efsm2fsnpackage Thetestsarestoredin the
numberof files namedprotocol.i wheres is theindex of atestgroup.

4.2 INDEEL: Software for InconsistencyDetectionand Elimination

A software packagegcalled INDEEL (INconsistencie®Etectionand ELimination), hasbeenim-
plementecat CCNY basedntheinconsisteng eliminationalgorithmsgivenin [76, 22]. As partof
the ongoingcollaborationbetweerthe CCNY andthe UD, the applicationof thesealgorithmshas
beenextendedio generatgestsequence®r the protocolswith conflictingtimerssuchas188-220.

INDEEL contains13,000+lines of C code. As its input, the software readsa userspecifiedfile
containingthe descriptionof an EFSM graphwith the following properties:

e Thespecificatiorconsistof asingleprocessandthusthereareno communicatingeFSMs.

o If the specificationcontainsfunction calls, they canbe describedwithin the processwith a
simpletransformation.

e Pointersrecursve functions,andsyntacticallyendlesgoopsareassumeahotto be presenin
the specification.

e All conditionsandactionsarelinear

Overall compleity of the algorithmsusedin INDEEL werediscussedn Section3.3.3. INDEEL
usesan iterative approach:every time an actionor conditioninconsisteng is detectedand elimi-
natedanintermediateoutputgraphis generatedn afile, usingthe sameformatasin theinputfile.
This intermediateoutputfile thenbecomedhe new input file to INDEEL for continuedanalysis.
Thisiterative procedurds repeatedintil thegraphbecomedree of inconsistenciesTheintermedi-
ateandthefinal outputgraphsareprovidedasfiles.

INDEEL startsits analysisby consideringthe actioninconsistenciesit then proceedgo the de-
tectionandeliminationof the conditioninconsistenciesif ary). During the analysisof the action
inconsistenciesINDEEL constructsa setof Action Update Matrix (AUM) pairs for eachnode.
The AUM pairsrepresenthe effects of the actionsof the traversededgedeadingto a given node
v;. Similarly, the accumulatedlifferentconditionsof the pathsleadingto v; canberepresenteds
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Table3: 188-220Datalinktests.A singlestepcorresponds$o oneinput/outputexchange.

Testset # of states # of transitions # of teststeps
ClassA Typel service
generabehaior 298 799 1732
precedence 303 401 1316
multidestination 112 119 145
ClassC Typel service
generabehaior 298 799 1732
precedence 193 357 1314
multidestination 112 119 145
ClassC Type4 service
generabehaior 235 925 2803
outstandingrames 48 172 264
multidestination 112 119 145

a setof AccumulatedCondition Matrix (ACM) triplets containingthe coeficients, operatorsand
constant®f theedgeconditions.

Toreducehespacecompleity, duringthe AUM andACM constructionsthe softwareusesasingle
matrix calledpath_matrices in which the numbersof the edgesn the pathsfrom theinitial node
to v; arestored.

5 TechnologyTransfer Results

Using researctresultsfrom Section3, and software asdescribedn Section4.2, UD andCCNY
collaboratedvith CECOMto generatdestsfor the SAP componentsf 188-2205 DatalLink Layer
Classe®\ andC. Table3 shawvs the sizesof the expandedEFSMsandtheteststhatweregenerated
from them. For example,the precedencéestssetfor ClassA-Type 1 Servicewasbasedon an
expandedeFSMof 303statesand401transitions.Theminimum-lengthtestsequencgeneratedor
this machineconsistsof 1,316input/outputpairscovering every transitionin the expandedeFSM
atleastonce.

Figure17 shavs a sampleof the deliveredtestscripts. The figure depictsthe testgroup#92 from
Datalink ClassA—Type 1 servicetests. Eachtestgroupis a subsequencef a full testsequence
that startsandendsin theinitial state.In thefirst step,the techniqueof utilizing semicontrollable
interfacespresentedn Section3.2is used. The lower testersendsa paclet with threedestination
addressedUT _addr, desaddr_1, anddesaddr.2. ThesettingRelay=‘sin theINTRANETclause
tellsthefirstaddressee.e.,thelUT, torelaythepacletto thetwo remainingaddressee#\s aresult,
thelUT sendsa paclet with its addresssa sourceanddesaddr.1 anddesaddr_2 asdestinations,
asif it wereoriginatedby the lUT’ s IntranetLayer In the secondandthird stepsthe lUT’ s paclet
sentin the first stepis acknavledgedby desaddr.2 anddesaddr._1, respectiely. Eachteststep
is furtherannotatedvith thetestdescriptionthe numberof the correspondindestelletransition(s),
andthe appropriatesection(sfrom the 188-220official document.

Theimplementation®f 188-220from severalmanuacturersarebeingtestedat CECOM. Thetests
generatedby theUD andCCNY teamhave uncoveredsereralimplementatiorerrors,includinglack
of mandatorycapabilitiesn Datalinklayer, andproblemswith multi-hop IntranetRelaying.
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I Test Group #92
I

TESTGROUP=92;
LAYER=Datalink;

/l Test 1
STIMULUS=send; // PL-Unitdata.Ind
TIME=long;
/I DL1

INTRANET={
Type=IP;
LowDelay=Yes;
HighThroughput=No;
HighReliability=No;
Precedence=1; // PRIORITY
OrgAddr=des_addr_17;
DestRelay={

Addr=IUT_addr;
Distance=1;
Des=No;
Relay=Yes;
Ack=No;
k
DestRelay={
Addr=des_addr_1;
Distance=2;
Des=Yes;
Relay=No;
Ack=No;
h
DestRelay={
Addr=des_addr_2;
Distance=2;
Des=Yes;
Relay=No;
Ack=No;
h
h
DATALINK={
CtrIField={
SendSeq=1;
RecSeq=1,;
ControlSpare=1;
DLPrec=1; // PRIORITY
IDNum=1,
PDU=ui_0;
h
Command=Yes;
SrcAddr=des_addr_17;
DestAddr=IUT_addr;

%

RESULTS=receive; // PL-Unitdata.Req
TIME=normal;
/I DL1
DATALINK={
CtriField={
SendSeq=1;
RecSeq=1;
ControlSpare=1;
DLPrec=1; // PRIORITY
IDNum=1;
PDU=ui_1;
h
Command=VYes;
SrcAddr=IUT_addr;
DestAddr=des_addr_1;des_addr_2;
b

TESTDESCRIPTION={
Intranet layer passes down a multidestination packet
which is queued by datalink layer. Packet requires
a coupled ack. There are no outstanding frames.
No outstanding frame. Queued frame transmitted to multiple
destinations. Frame requires a coupled ack. Ack timer
started.

b
/| ESTELLE  TYPE1SAP_34 TYPE1SAP_18
/I SECTION(S) 5.3.16 5.3.6.1.1_C4.3,5.3.4.2.2.21 536.1.1

I/l Test 2

STIMULUS=send; // PL-Unitdata.Ind
TIME=normal;
/I DL1
DATALINK={
CtrIField={
SendSeq=1;
RecSeq=1;
ControlSpare=1,
DLPrec=2; // ROUTINE
IDNum=1;
PDU=urr_0;
k
Command=No;
SrcAddr=des_addr_2;
DestAddr=IUT_addr;

h

RESULTS=noop; // none

TESTDESCRIPTION={
Second destination acks a multidestination packet.
First has not acked yet.

2
//ESTELLE  TYPE1SAP_12
/I SECTION(S) 5.3.7.1.5.5_5.3.6.1.6_C4.3

/I Test 3

STIMULUS=send; // PL-Unitdata.Ind
TIME=normal;
/I DL1
DATALINK={
CtriIField={
SendSeq=1;
RecSeq=1,
ControlSpare=1,;
DLPrec=2; // ROUTINE
IDNum=1;
PDU=urr_0;
b
Command=No;
SrcAddr=des_addr_1;
DestAddr=IUT_addr;
b
RESULTS=noop; // none

TESTDESCRIPTION={
First destination acks a packet. Ack timer is stopped.
No frame queued for transmission.

h
ITESTELLE TYPE1SAP_12
/I SECTION(S) 5.3.7.1.5.5_5.3.6.1.6_C4.3

Figurel7: A sampleof testscriptsdeliveredto CECOM.
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Figure18: Estelleaspartof synegistic efforts to develop C*I systems.
6 Conclusions:Impr ovementsto Protocol DevelopmentProcess

6.1 Integration of Estelleinto SystemDevelopment

Traditional sequentialprocessof systemdevelopmentis known to be inefficient sinceit allows
unnecessargluplicationanddoesnot facilitatetrackingof rapidly changingechnology With 188-
220 asa critical componenta synegistic framavork for C*I (Command,Control, Communica-
tions, Computersand Intelligence)systemsdevelopmenthasbeenestablished23] (Figure 18).

It combinessereral parallelactiities: developing protocol standardsind specificationsformally
specifyingprotocolsin Estelle,building conformancdesterhardwareandsoftware,“field testing”,
modelingandsimulation,aswell asresolvinganddocumentinghe solutionsto standards-related
technicalissueshy the Joint CNR Working Group. (WG participantsncluderepresentates from
DoD services/agenciemdustry andacademia.)

Using formal methodsaspartof this processhelpedcreatea high quality protocolstandardyhich
is robustandefficient. Dueto the structuredhatureof Estelle,the specificatiorprocesgprogressed
atanaccelerateghacecomparedo the otherstandards188-220wascompletedon time, settinga
rareexamplein the protocolstandardsirena.

Sinceit is relatively easierto extract modelinginformation from a formal specification,the re-
searchersat UD and CCNY wereableto solve a numberof theoreticalproblems,which resulted
in thedevelopmentof new testingmethodologiesBy applyingthesenew results the conformance
testsfor 188-220were generatedvhile the protocolwasstill evolving. Performinginitial confor
mancetestson prototypesuncoveredsereral interoperabilityerrorsearly in the developmentpro-
cess. Following this succesf the 188-220development,the synegistic efforts to develop C*I
systemawith the helpof formalmethodssenesasa modelfor DoD standardprocessanddevelop-
mentfor thefuture[23].
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6.2 Advantagesof Formal Methodsin Eliminating Protocol Err ors

In additionto the vaguenesitroducedby a naturallanguagedescription ambiguitiesandcontra-
dictionsaredifficult to detectwhenrelatedprotocolfunctionalitiesaredefinedn differentdocument
sectionsseparatethy several pagesof unrelatedext. Suchproblemsareeliminatedin aformal Es-

telle specification. All actionsin a particularcontext are definedin one placewithin the Estelle
specification. The specificationgnalke the conditionsfor statetransitionsexplicit throughEstelle
constructsindeed thevery procesof creatingtheseconstructenabledormal specifierso detect
someof thesdypesof ambiguitiesvhich aredifficult to seein normalreadingof adocumentvritten

in English.

6.3 Obsewationson Applicability of Formal Methods

As concludingremarksfor this papeywe reportthefollowing obserationsbasedn our experience
duringtheformal specificatiorandtestgeneratiorfor 188-220.

To developanEstelleformal specificatiorof aprotocol,we mustnotonly defineits architectureand
interfacecomponentge.g.,asin Figures2 and3 for 188-220),but we mustalso carefully specify
the behaior of eachmoduleof thesecomponents.This definition, achiezed throughthe creation
of EFSMs, is the mostdifficult and time-consumingstep of creatinga formal specification. A
syntax-directeeditorimprovesthereadabilityfor testersvho arenot FDT-trainedi;it alsois useful
in writing non-trivial specifications.Moreover, the modelingandspecificationanguagessuchas
SDL [33, 34] andUML [58], enjoy widespreadndustrialpopularity partially dueto their standard
graphicalrepresentationTherefore jt will be a naturalextensionfor Estelleto includea graphical
editor[65]. Onceall statesandtransitionsof a protocol(includinginputsandoutputs)arefinalized,
thewriting of the Estellecodeitself is fastandstraightforvard.

Sincel88-220is amultilayer, multifunctionprotocolof a considerablsizeandcompleity, manual
generatiorof conformancdestsequencewould be bothinefficient andineffective. As seenfrom

Table 3, thetestsalreadydeliveredto CECOM containapproximatelyl0,000teststeps.lIt is clear
that manuallygeneratingestsetsof this sizefrom the protocoltextual descriptionis not a trivial

task.

A numberof conformancdestgeneratiortechniqueshave beenproposed2, 8, 10, 54,62, 64, 68,
71], eachof which is expectedto give betterresultsfor a certainclassof protocolspecifications
dependingon the natureandsize of the protocol. The experienceobtainedin generatingestsfor
188-220suggestshatto successfullytesttodays complex protocolsby usingformal methodsan
idealtestgeneratiortool shouldsupportmultiple testgeneratiortechniqueg49]. They canrange
from Postmantours[2] or fault-orientedtests[83, 85] for mid-size protocolswhenthe number
of statesrangeson the orderof thousandsto guidedrandomwalk approache$47, 86] for larger
protocolswhenthe numberof statesangesn thetensof thousands.

Thestateexplosionproblemhasbeena majorissuefor generating-SM modelsout of EFSMrepre-
sentation®of protocols[17, 60, 84, 85]. Onecommonprocedurdor converting EFSMsinto FSMs
simultaneouslyperformsreachabilityanalysisandonline minimization[17, 48]; this corversionis
basedon combiningequivalentstates[63] usingbisimulationequivalencg55]. Anotherapproach
proposeghe eliminationof inconsistenciesn EFSM modelg[74, 75]. Efficientalgorithmssuchas
theseshouldbeimplementedn ary testgeneratioriool usingFSM models.If thefinal FSM model
is not confinedto a manageablsize,the testsequencegeneratedrom it will be infeasiblylong
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regardlesof thetestgeneratiormethod.

Finally, a testhousemay requireits own proprietaryformat for the executabletests. Although
TTCN is acceptedasinput by mary testtools, a proprietarytestformat may be preferablefor a
given protocolif this formatis morereadableoy testersor is simplerto parseby softwaretools.
Theoutputof atestgeneratioriool shouldbeeasilycustom-tailoredor aparticularformat, possibly
by usingsimpleapplicationgenerators.
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