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Abstract

This paperpresentsthe researcheffort to formally specify, develop and test a complex
real-life protocolfor mobilenetwork radios(MIL-STD 188-220).As a result,the teamof re-
searchersfrom theUniversityof DelawareandtheCity Universityof theCity Collegeof New
York, collaboratingwith scientistsfrom CECOM(anR&D facility of theU.S.Army) andthe
U.S.Army ResearchLaboratory, have helpedadvancethestate-of-the-artin thedesign,devel-
opment,andtestingof wirelesscommunicationsprotocols.Estelleis usedbothasthe formal
specificationlanguagefor MIL-STD 188-220andthesourceto automaticallygenerateconfor-
mancetestsequences.Theformal testgenerationeffort identifiedseveraltheoreticalproblems
for wirelesscommunicationprotocols(possiblyapplicableto network protocolsin general):
(1) the timing constraintproblem,(2) the controllability problem,(3) inconsistency detection
andeliminationproblemand (4) the conflicting timersproblem. Basedon the collaborative
researchresults,two softwarepackageswerewritten to generateconformancetestsequences
for MIL-STD 188-220. Thesepackageshelpedgeneratetestsfor MIL-STD 188-220’s Data
Link Types1 and4 servicesthatwererealizablewithout timer interruptionswhile providing a
200%increasein testcoverage.Thetestcaseshavebeendeliveredandarebeingusedby aCE-
COM conformancetestingfacility. Keywords: conformancetesting,Estelle,formaldescription
technique,formalspecification,MIL-STD 188-220,protocolspecification,testcasegeneration

1 Intr oduction

Complexity of thewirelessprotocolsusedin MIL-STD 188-220,beingdevelopedfor mobilecom-
bat network radios [21], necessitatedthat a formal approachbe taken in protocol specification,�
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AdvancedTelecommunications/InfoDist’n ResearchProgram(ATIRP)Consortiumsponsoredby theUSArmy Research
LabunderFedLabProgram,Cooperative AgreementDAAL01-96-2-0002.
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developmentand testing. Estellewas chosenas the formal specificationlanguageto definethe
protocolsin MIL-STD 188-220,from which theconformancetestswereautomaticallygenerated.

Letusfirst providethefollowing datato helpthereaderrealizethemagnitudeof sizeandcomplexity
of thewirelessprotocolsusedin 188-220.TheDatalinkandNetwork layerspecificationsconsistof
69and19documents,respectively, describingthearchitecture,interfaces,EFSM,andstatetableof
eachmodule.TheDatalinklayerspecificationis accompaniedby threeEstellesourcecodefiles(for
DatalinkclassesA, B, andC) with approximately1,600,8,700,and2,400linesof code,respectively.
TheEstellesourcecodefor theNetwork layerhas7,150linesof code,defining34 statesand370
transitionsin 7 EFSMs(for details,consult[87]).

Automatictestgenerationfrom Estellespecificationspresentedvarioustheoreticalproblemsdefined
asfollows:

� Timingconstraint problem:During testing,if active timerswerenot takeninto accountwhen
the testsweregenerated,thesetimerscandisruptthe testsequences,therebyfailing correct
implementationsor worse,passingincorrectones.For accuratetesting,timersmustbeincor-
poratedasconstraintsinto theextendedFSM (EFSM)modelof anEstellespecification.� Controllability problem: Testsequencegenerationis limited by thecontrollability of anIm-
plementationUnderTest(IUT) [8]. Testersmaynot have directaccessto all interface(s)in
which theIUT acceptsinputs. Typically, the interfaceswith upperlayers,or with timersare
difficult or impossibleto accessduringrealtestingconditions.In this case,someinputscan-
not bedirectly applied;the interactionsinvolving suchinterfacesmayrendersomeportions
of theprotocoluntestable,andmayintroducenon-determinismand/orraceconditionsduring
testing.� Inconsistencydetectionandeliminationproblem:Infeasibletestsequencesmaybegenerated
unlesspossibleconflictsamongtheprotocol’s variablesusedin theactionsandtheconditions
areavoided.� Conflictingtimers problem: Infeasibletestsequencesmayresultfrom a protocol’s variables
modelingmultiple timersthatmayberunningsimultaneously.

The teamof researchersand scientiststhat participatedin this researchand developmenteffort
are from the University of Delaware(UD), the City College of the City University of New York
(CCNY), theArmy ResearchLaboratory(ARL), USArmy Communications-ElectronicsCommand
(CECOM),andtheJointCombatNetRadioWorkingGroup(CNR-WG).As aresultof this collab-
oration,thesynergistic framework to develop

�����
(Command,Control,Communications,Comput-

ers,andIntelligence)systemswith the help of formal methodsservesasa model for future U.S.
Departmentof Defensenetworking standardsdevelopment[23].

Basedon thesolutionsto thesetheoreticalproblems,two softwarepackages,calledefsm2fsm-rcpt,
and(2) INDEEL, have beendevelopedto automaticallygeneratetestcasesfrom theEFSMmodels
of Estellespecifications.The sizesof the resultingFSMsderived from the Estellespecifications
rangefrom 48 to 303 states,andfrom 119 to 925 transitions. The correspondingtestsequences
rangefrom 145to 2,803teststeps.Thesetestsarefreeof interruptionsdueto unexpectedtimeouts
while theircoverageof thenumberof testabletransitionsincreasedfrom approximately200to over
700by utilizing multiple interfaceswithoutcontrollability conflicts.

Section2 of this paperpresentsa partof theEstellespecificationof 188-220.A generalapproach
adoptedat UD andCCNY to testgenerationfrom an Estelleformal specificationis describedin
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Figure1: MIL-STD 188-220ProtocolArchitecture.Thecirclesindicatethosepartsof theprotocol
whereFDTswereusedduringthedevelopment.

Section3. This sectionalsosummarizesresearchresultsin testgenerationbasedon formal speci-
fications.Section4 presentsefsm2fsm-rcpt, andINDEEL softwaresystems.Section5 summarizes
ourpracticaltestgenerationresults.Finally, Section6 presentstheauthors’personalperspective on
how theprotocoldevelopmentprocessis in generalimprovedthanksto usingformal methods.

2 EstelleSpecificationof MIL-STD 188-220

TheProtocolEngineeringLab researchersat UD usedEstelleto specifypartsof the188-220pro-
tocol suite [3, 21, 14, 53]. 188-220,originally developedin 1993,evolvedto 188-220Awith sub-
stantialnew functionality, includingsupportfor new radiotechnologyandintegrationwith Internet
protocols(commercialIP, TCP, andUDP at thenetwork andtransportlayers).Version188-220B,
whosearchitectureis depictedin Figure1, describesthe protocolsneededto exchangemessages
usingCombatNetwork Radio(CNR)asthetransmissionmedia.Theseprotocolsincludethephys-
ical, datalink andpartof thenetwork layerof theOSI model.Theprotocolsapplyto theinterface
betweenhost systemsand radio systems. Hostsusually include communicationsprocessorsor
modemsthat implementtheselower layer protocols. The unshadedportionsof Figure1 indicate
thoseprotocolsandextensionsthatweredevelopedspecificallyfor usewith CNR.

MIL-STD-188-220Datalinklayerspecifiesseveralservicetypes,eachintendedto handledifferent
typesof traffic with differentquality of service(QoS)demands.A 188-220stationcanactually
processseveraldifferenttypesof traffic simultaneously(andalmostorthogonally).MIL-STD-188-
220Network Layerconsistsof Internet(IP) Layer, Subnetwork DependentConvergenceFunction
(SNDCF),andIntranetLayer. The IntranetLayer hasbeendedicatedto routing intranetpackets
betweena sourceandpossiblymultiple destinationswithin the sameradio network. The Intranet
Layeralsoaccommodatestherapidexchangeof topologyandconnectivity information—eachnode
on theradionetwork needsto determinewhichnodesareon thenetwork andhow many hopsaway
they arecurrentlylocated.
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Figure2: Network LayerInterfaceandArchitecture

2.1 Intranet Layer Ar chitecture

Figure2 shows the interfaceandgeneralarchitectureof the Network layer. The architecturerep-
resentstheprotocolstackat a singlestation,aswell asaninterfacewith “operatormodule”which
caninteractwith severaldifferentlayersin thestack.Theoperatormoduleabstractsthelink layer’s
interactionswith bothahumanoperatorandasystemmanagementprocess.1

Figure3 shows the internalstructureof theIntranetLayer. Thetwo mainIntranetLayer function-
alities,SourceDirectedRelay(SDR) andTopologyUpdateexchange(TU), wereencapsulatedin
separatecomponentmodulesof theIntranetLayermodule.This simplifiesthedesignof theFSMs
thatmodeltheentirelayer, andalsoallowsfor generatingtestcasesfor eachfunctionalityseparately.

The SDR modulereceives IL Unitdata ReqmessagesthroughSNDCFSAPinteractionpoint. It
starts/stopsa varyingnumberof END END ACK timers,onefor eachIP packet thathasbeensent
but not yet acknowledged. The TU moduleinteractswith theSDR moduleby notifying it of any
topology changesthat take placedynamically. The TU modulecommunicateswith two timers:
Topology UpdateTimerandTopology UpdateRequestTimer. Theformeris startedafteratopology
updatemessageis sentby the station. According to 188-220A,a stationis not allowed to send
anothertopology updatemessageuntil the timer expires. The latter performsthe samerole for
topologyupdaterequestmessages.

Both SDR andTU modulescansendandreceive messagesfrom the datalink layer throughtheir
lower mux interactionpoints—themessagesfrom the two modulesaremultiplexed by the parent
IntranetLayer module. A peeroperatoror managementcomponentis connecteddirectly to the
TopologyUpdatemoduleandcansetparametersthatarerelevant in topologyupdatemechanism.
Partof thediagraminsidethedash-linedrectangularcontainsmodulesthathandleXNP procedures:

1Note that the numbersin Figures2 through3 refer to interactions,andareconsistentthroughoutthe figures(e.g.,
number�
	 refersto OP-min-update-perin all threefigures).
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Figure3: IntranetLayerArchitecture

joining and leaving the net with either centralizedor distributed control, and parameterupdate
requests.

3 TestCaseGeneration

Formalmethodsin communicationsprotocolspecificationandconformancetestinghavebeenwidely
usedin thedesignandtestingof real-life protocols[7, 18, 19, 31, 43,44, 90]. In particular, theEs-
telle formal descriptiontechnique(FDT) [12, 36, 66, 69] hasbeenusedon several occasionsto
resolve ambiguitieswithin internationalprotocols[9, 16,42, 57, 67, 82].

A numberof techniqueshave beenproposedto generatetest sequencesfrom Estellespecifica-
tions [50, 51, 70, 71, 88]. However, full Estellespecificationsof large systemsmay prove to be
toocomplex for directtestcasegeneration.As shown in Figure4, thereareseveralwaysof generat-
ing testsequencesfrom Estellespecifications.Oneapproachwould beto expandEstelle’s EFSMs
therebyconverting themto pureFSMs. This expansionwould be usefulsincemethodsexist for
generatingtestsdirectly from pureFSMs(e.g.,[2]). Unfortunately, completelyconverting even a
simpleEFSM canresult in the stateexplosionproblem,that is, the convertedFSM may have so
many statesand/ortransitionsthateitherit takestoo long to generatetests,or thenumberof tests
generatedis too largefor practicaluse.

As analternative, theUD andCCNY ATIRP researchgroupusedanintermediateapproach,where
anEstelleEFSMis partiallyexpanded(henceresultingin somemorestatesandtransitions),but not
expandedcompletelyto apureFSM.TheEFSMis expandedpartially just enoughto generateaset
of teststhat is feasibleandpracticalin size. Determiningwhich featuresto expandin thegeneral
caseis thedifficult aspectof this research.

TestCaseGenerationResearch:

Conformancetestgenerationtechniquesreportedin literature[2, 8, 47, 54, 64, 71], usinga deter-
ministic finite-statemachine(FSM) modelof a protocolspecification,focuson theoptimizationof
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Figure4: TestGenerationfrom ExtendedFSMs

thetestsequencelength.However, anIUT mayhave timing constraintsimposedby active timers.If
theseconstraintsarenot consideredduringtestsequencegeneration,thesequencemaynotbereal-
izablein a testlaboratory. As a result,valid implementationsmayincorrectlyfail theconformance
tests,or nonconformantIUTs mayincorrectlypassthetests.

Anotherproblemin testsequencegenerationis dueto the limited controllability of an IUT. Typi-
cally, the inputsdefinedfor the interfaceswith upperlayersor with timerscannotbe directly ap-
plied by the tester. In this case,the testabilityof an IUT may severely be reduced;in addition,
non-determinismand/orraceconditionsmayoccurduringtesting.

Whena testsequenceis to begeneratedfrom anEFSMmodel,onemusttake into accountthatthe
variablesusedon the actionsandconditionsmay requireconflicting valuesfor a given sequence.
A testsequencebecomesinfeasibleif thereareoneor morevariableswith conflictingvaluesin it.
Therefore,possibleconflictsamongtheprotocol’s variablesusedin theactionsandtheconditions
mustbeavoidedduringtestsequencegeneration.

Anotherfocuspointontestsequencegenerationis thestatusof differentprotocoltimersateachstate
(e.g.,running,stopped,started,etc.) andtherelationshipbetweentimersandtheactionsto trigger
them(e.g.,start,stop,re-start,or expiry of a timer, etc.). Theso-calledconflictingtimers problem
addressesthat infeasibletestsequencesmay be generatedunlessconflicting conditionsbasedon
timersareresolved.

The remainderof this sectionpresentsdetaileddefinitionsof theseproblemsandoutlinesthe re-
searchprogressandthecurrentresults.

3.1 The Timing Constraint Problem

During testing,traversingeachstatetransitionof anIUT requiresa certainamountof time. A test
sequencethattraversestoomany self-loops(aself-loopis astatetransitionthatstartsandendsat the
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samestate)in a givenstatewill not berealizablein a testlaboratoryif thetime to traversetheself-
loopsexceedsa timer limit asdefinedby anothertransitionoriginatingin this state. In this case,
a timeoutwill inadvertently trigger forcing the IUT into a differentstate,andtherebydisrupting
thetestsequencebeforeall of theself-loopsaretraversed.If this unrealizabletestsequenceis not
avoidedduring testgeneration,mostIUTs will fail the testevenwhenthey meetthespecification.
Clearly, this is not thegoalof testing.Therefore,aproperlygeneratedtestsequencemusttake timer
constraintsinto account.

Our researchresultsoptimizethe testsequencelengthandcost,underthe constraintthat an IUT
canremainonly a limited amountof time in somestatesduringtesting,beforea timer’s expiration
forcesa statechange[77, 78]. Thesolutionfirst augmentsanoriginal graphrepresentationof the
protocolFSMmodel.Thenit formulatesaRuralChinesePostmanProblemsolution[52] to generate
a minimum-lengthtour. In thefinal testsequencegenerated,thenumberof consecutive self-loops
never exceedsany state’s specifiedlimit. In mostcases,this testsequencewill be longerthanone
without the constraintsincelimiting the numberof self-loop traversalslikely requiresadditional
visits to astatewhichotherwisewouldhave beenunnecessary.

ThemethodologyusesUIO sequencesfor stateverification.However, theresultspresentedalsoare
applicableto testgenerationthatusesdistinguishingor characterizingsequences.Earlierresultsof
this study, limited to verificationsequencesthatareself-loops,arepresentedin [77]. The laterpa-
per[78] generalizestheseearlierresultsto bothself-loopandnon-self-loopverificationsequences.

3.1.1 Practical Moti vation

Examplesof protocolsthatcontainmany self-looptransitionsin their FSM modelsincludeISDN
Q.931for supplementaryvoiceservices,MIL-STD 188-220[21] for CombatNet Radiocommuni-
cation,andLAPD [79], thedatalink protocolfor the ISDN’s D channel.For example,in ISDN
Q.931protocol(Basicvoiceservices,for theuserside),eachstatehasanaverageof 9 inopportune
transitions,which requiresthe traversalof 18 self-looptransitionsduring testing. A Q.931imple-
mentationhasseveral active timers that arerunningin certainstates,e.g., timer T304 runningin
stateOverlapsending, andtimer T310in stateOutgoingcall proceeding. An EFSMmodelingthe
TopologyUpdate(TU) functionality of 188-220’s IntranetLayer hasthreeactive statesin which
oneor two timersarerunning[77].

It is not alwayspossibleto delaythetimeoutat a tester’s convenience.In realprotocols,theremay
be timerswhosetimeoutsaredifficult to setby the tester, e.g.,acknowledgmenttimers’ timeout
valuesoften arecomputedby the implementation.Moreover, a testermay want to testan IUT’s
behavior for differentsettingsof the IUT’s internaltimers,to beableto testthe IUT’s correctness
for variousconfigurationsof thetimers.

In addition to the original self-loopsof a specificationmodel,additionalself-loopsare typically
createdwhengeneratedtestsequencesusestateverificationtechniquessuchasuniqueinput/output
(UIO) sequences[63], distinguishingsequences[6, 46], or characterizingsequences[6, 46].

3.1.2 Optimizing Testsunder Timing Constraints

Let 46587:9<; and 4>=
?@5A9 be the setsof self-loop and non-self-loopedgesto be tested,respectively.
Let BC5A7A9D;FEHGJILK , the numberof self-loopsof vertex GMI , be definedas the numberof edgesin 4N5A7:9<;
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Figure5: Conversionof GMI in O (part(a)), to GQPI in O6P (part(b)) andto GSRUTWVAXI Y GZRUTD[
XI in O R (part(c)).

incidenton GJI . Let B]\ I ? 5A7:9<;FEHGMI^K be theminimumnumberof timesany tour coveringall edgesof4>=_?M5A9S`a46587:9<; mustincludevertex GMIcbed .

Let B 58fhg
fh7 =_7Ai EHG I K be the numberof self-looptransitionsusedto verify whetheran IUT is in stateGMI . Supposethatduringtesting,agivenvertex GJIcbed cantolerateatmost jlkCm nporqtsuEHGMILK self-loops
executedat onevisit to vertex GJI . Attemptingto remainin stateGMI to execute vNwxjlkCm nporq^suEHGJILK
self-loopswould result in disruptionof a test sequence.Testinga self-loop transition involves
traversingthe self-loop transitionfollowed by applying the stateverification self-loopsequence,
whichcontainsB 5Lfhg_fh7 =_7Ai EHG I K transitions.

Dueto spacelimitations,we areunableto includethedetailedderivationof BQ\ I ? 5A7A9D;FEHGJI8K . In [77],
we prove that the minimum numberof times vertex GMI must be visited in a test sequenceis as
follows:

BQ\ I ? 5A7A9D;ZEHGJI8Kzy { BQI ? EHGMI^K if |M}L~t�D�Z�h���t�����W|p�D���h���t���c���������H�A�� EHG I K if |M}L~t�D�Z�h���t�����W|p�D���h���t���c���������H�A� (1)

where BQ�:� f EHGMI8K and BQI ? EHGMI^K arerespectively theout-degreeandthe in-degreeof vertex GMI in 4�=
?@589 ,
andwhere

� EHG I K�y B I ? EHG I K�w�� BC5A7A9D;�EHGMI^Kc�xEtB]I ? EHGMI8K���� V EHGMI8K K� [ EHGMI^K ¡ (2)

� V EHGMI8K�y ¢ jlkCm nporq^suEHGJILK��£B 5Lfhg_fh7 =_7Ai EHGMI8Kv¤w¥B 5Lfhg_fh7 =_7Ai EHG I K ¦ (3)

� [ EHGMI8K�y ¢ jlkCm nJo�q^suEHG I Kv¤w§B 58fhg
fh7 =U78i EHGMILK ¦ (4)

O6P¨ELd©P Y 4©PtK ( O6P is obtainedfrom O by removing self-loopedges)is convertedto O R ELd R Y 4 R K by
splitting eachvertex G PI bed P satisfying

BQ\ I ? 5A7A9D;FEHGJILK«ª jlkCm�EtBQI ? EHGMILK Y BQ�:� f EHGMI8K K (5)

into thetwo verticesG RUTWVAXI , G RUTD[
XI bed R (Figure5).

Then, G RUT�VAXI is connectedto G RUT¬[
XI with a set of edgeswith cardinality of BQ\ I ? 5A7:9<;ZEHG I K : 4 RV§­ 7¨;y® = P¯8°@± P@² E EHGSRUT�VAXI Y GZRUTD[
XI K Y B]\ I ? 587:9<;ZEHGMI8K K . Eachedgein 4 RV is assignedinfinite capacity³ anda zero

cost ´ . Thesefake edgeswill forceadditionalvisits to GJI in aminimum-costtourof O .
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Figure7: Minimum-costtestsequencewith self-looprepetitionconstraint.

We thenusenetwork flow techniques(similar to Aho et al. [2]) to maximizetheflow on graph O R
with minimumcost.Thisflow definesaminimum-costtourof O undertiming constraints.

Example : Considerthe FSM (representedby the graph µ��H¶¸·:¹�� ) with self-loop transitionsshown in
Figure6. Supposethat vertices ��ºJ·8��»�· and ��¼ of the FSM cantolerateat most three,and �p� at most two
self-looptransitionsduringeachvisit. Let transitions½J¾U¿ and ½p¾p¾ correspondto timeouts.After either ½p¾À¿
or ½J¾r¾ is triggered,theFSM is broughtinto state��¼ .
UIO sequencesandthe valuesof ÁÃÂJÄ ÅÀ½�ÆWÇS·A| }tÈ�É¨È�~ Ê
~^Ë and |JÌ �<� }L~t�<� for vertices � º ·8� � ·8� » · and � ¼ areas
follows:

Vertex UIO ÁÍÂJÄ ÅÀ½�ÆWÇ | }tÈ�É¨È�~ Ê
~LË |JÌ �<� }8~t�<�� º e0 3 1 2�p� e2 2 1 3��» e6,e7 3 2 4��¼ e9 3 1 2

The Chinesepostmanmethod[73] when appliedto the graphwithout any self-loop repetitionconstraint
resultsin thetestsequence

½�¿]·:Î@ÏZ·A½J¾r·:Î]ÐZ·A½�Ñ]·AÎ]ÐS·A½J¾À¿ ·AÎ@ÒF·:½�Ó]·AÎ@Ò�·A½J¾ÀÑ]·AÎ@ÏZ·A½J¾p·A½�Ô]·:Î@ÐC·:½ÀÕQ·AÎ@Ö�·AÎ]×Z·
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Ø�Ù]Ú:ÛMÜ�ÚAÛ]ÝZÚ:ØJÞrÞrÚ:Û@ßZÚAØJÞÀà]ÚAØJÞrÚ:ØÀáQÚAØ�â@ÚAÛ@Ü]Ú:Û]ÝFÚ:ØÀãQÚAÛ@ÜZÚ:Û@ÝFÚAØ�ä@Ú:Û@å (6)

containingæ á edges.Edgesusedfor thepurposeof stateverificationappearin bold.

As canbeseenfrom theunderlinedpartof theabovetestsequence,after ØJÞ is traversed,theIUT shouldstay
in stateçpè for a time thatallows at leastthreeself-looptraversals.However, this partof thetestsequenceis
not realizablein a testlaboratorybecausethetimeoutedgeØJÞUé will betriggeredafterthesecondconsecutive
self-looptraversal(i.e., êÃëpì í ØÀîHïñð çpè ò¤ó à ). TheIUT will prematurelymove into ç�ô andthetestsequence
will bedisrupted.

To addresstheproblemof testsequencedisruptiondueto timeouts,thegraphof Figure6 is convertedto the
graphshown in Figure7. Sincein this exampleall UIO sequencesareself-loops,thesimplifiedconversion
presentedin [77] is sufficient. Theverticesfor whichaprematuretimeoutmaydisruptatestsequence,which
are çpè and ç�õ , aresplit andthenconnectedby öJ÷cø<ù úLûtü<ý ð çpèUò¸óþæ and öJ÷cø<ù ú8ûtü<ý ð ç�õÀò�ó á edges,respectively.

Consideringtheconstrainedself-loopproblem,thetestsequencefor thegraphof Figure7 is obtainedasØ�éQÚAÛ@åZÚAØJÞpÚAÛ]ÿZÚ:ØpÞÀé]Ú:ÛMßFÚAØ��]Ú:ÛMßFÚAØJÞÀà]ÚAÛ@åZÚAØJÞpÚAØ�à@Ú:Û@ÿZÚAØÀáQÚ:ÛMÜFÚAÛ]ÝFÚ:ØJÞrÞrÚ:Û@ßZÚAØJÞÀà]ÚAØJÞrÚ:Ø æ ÚÛ]ÿZÚ:ØÀáQÚAØ�ÙQÚAÛ@ÜZÚAÛ]ÝFÚAØ�ä@Ú:ÛMå�ÚAØJÞrÚ:ØÀáQÚAØ�â@ÚAÛ@ÜCÚAÛ]ÝFÚ:Ø�ä@ÚAØJÞpÚAØÀáQÚ:ØÀãQÚAÛ@ÜCÚAÛ]ÝZÚ:Ø�ä (7)

containingáJé edges.

Althoughlongerthanthatof Figure6, thetestsequencein Figure7 is minimum-lengthwith the introduced
self-loopconstraint.Duringeachvisit to verticesç�� Ú ç è Ú ç õ and ç ô , thenumberof consecutiveself-loopedges
traversedis lessthanor equalto the maximumallowednumberof self-looptraversals.Therefore,this test
sequenceis realizablein thetestlaboratory.

3.2 The Controllability Problem

Considera testingframework wherethe interface ��� betweenthe IUT and the (N)-layer in the
SystemUnderTest (SUT) [8] is not externally accessible(Figure8). In otherwords, the inputs
from (N+1)-layercannotbedirectly appliedto the IUT, nor cantheoutputsgeneratedby the IUT
beobservedat (N+1)-layer. Suchaninterface ��� is calledsemicontrollable if �	��
�� canbeutilized
to supply inputsto the IUT. On theotherhand,the testercanapply inputsto the IUT directly by
usinga lower tester, which exchangesN-PDUswith the IUT by usingthe(N-1)-ServiceProvider.
Theinterface ��
 betweenthelower testerandtheIUT is thereforedirectlycontrollable.
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Figure9: MIL-STD 188-220:Exampleof thecontrollabilityproblem

Our approachaddressestheproblemof generatingoptimalrealizabletestsequencesin anenviron-
mentwith multiple semicontrollableinterfaces [26]. Themethodologyfully utilizessemicontrol-
lableinterfacesin anIUT while avoiding theraceconditions.An algorithmis introducedin [26] to
modify thedirectedgraphrepresentationof theIUT suchthatits semicontrollableportionsbecome
directly controllable,wherepossible.In themostgeneralcase,obtainingsucha graphconversion
may end up with exponentially large numberof nodes. However, it is shown [26] that special
considerationssuchasthesmallnumberof interfacesinteractingwith anIUT anddiagnosticscon-
siderationsmake theproblemsizefeasiblefor mostpracticalcases.

3.2.1 Practical Moti vation

As motivationfor solvingthecontrollabilityproblem,arealprotocolis consideredwhereanSUT’s
(N+1)-layermustbeutilized indirectly to testcertaintransitionswithin the(N)-layerIUT.

188-220focuseson � layers: Physical,Datalink, and Network. The Network layer containsan
Intranetsublayer. An SUT containsthe (N)-layer IUT implementedin theDatalink layer, andthe
Intranetsublayer, which is partof the(N+1)-layer, asshown in Figure9.

In the CECOM’s environmentusedfor testing188-220implementations,the upperlayerscannot
bedirectlycontrolled.Therefore,theIUT’s transitionsthataretriggeredby theinputscomingfrom
theNetwork layerarenotdirectly testable.An exampleSUT transitionthatcausesacontrollability
problemis the transition ��� from the ClassA–Type 1 ServiceDatalink module[21, 24], shown
in Figure9. The input/eventfield for this transitionrequiresa DL Unitdata Reqfrom the (N+1)-
layer. Unfortunately, the interfacebetweenthe IUT andthe (N+1)-layeris not directly accessible
for generatingthis input. Initially, it appearsthattransition��� is untestable.

To trigger this transition,which requiresthe (N+1)-layerto passa DL-Unitdata.Reqdown to the
(N)-layer, feedbackfrom the (N+1)-layer must be used. To force a DL-Unitdata.Reqfrom the
(N+1)-layer, the testersendsa PL-Unitdata.Indto the IUT (similar to themessagea in Figure8)
that containsan intranet layer messagetelling the (N+1)-layer to relay the frame to a different
network node. The IUT outputsthis messageto the (N+1)-layer(seemessageb in Figure8), and
the(N+1)-layerFSMrespondsby outputtingthedesiredDL-Unitdata.Req(messagec in Figure8).
Finally, thedatalinklayergeneratesthedesiredoutputPL-Unitdata.Req(correspondingto message
d in Figure8), whichcanbeobservedby thelower tester.
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In fact, 70% of the transitionsthe ClassA–Type 1 Datalink Servicemodulearebasedon not di-
rectly controllableinputs. Without indirect testing,testcoveragewould beseriouslylimited; only
approximately200 transitionsout of 750 would be testable.However, by applyingthe technique
outlinedin this paper, over 700of definedtransitions( � 95%)canbetested.Theapplicationof the
presentedtechniqueto 188-220is describedin moredetail in [25].

Similar controllabilityproblemscanalsobepointedout in testingtheIEEE 802.2LLC Connection
Component[26, 40].

3.2.2 Optimizing Testswith Multiple Semicontrollable Interfaces

Tooptimizetestswith multiplesemicontrollableinterfaces,modelingSUTasasingleFSMwaspro-
posed[26, 27]. A semicontrollableinterface ��� is implementedasa separateFIFO buffer. During
testing,a buffer maybeemptyor storeanarbitrarysequenceof inputsto the IUT generatedindi-
rectly through � � . For each� � , we definevariable � � thathasa distinctvaluefor eachpermutation
of inputsthat the � -th buffer canhold. Theproposedmodelconsistsof graph � (which represents
theIUT’sFSM) andthevariables����������������������� .

An FSM modelingtheSUT canbeobtainedby expanding� and � ���������������!����� into � "$#&%'" �)( "+* .
An algorithmfor converting � #&% �)( * to � " #&% " �)( " * proceedsasfollows (a detaileddescriptionof
thealgorithmalongwith its pseudocodeis availablein [26, 27]):

Step0—Definitions:
Let ,�ø denotea sequenceof inputsbufferedat the - -th semicontrollableinterface. Eachstate ç�.0/1 . hastwo components:the original state ç2/ 1 , and the currentconfigurationof 3 buffers, i.e.,ç4.�ó ð ç Ú�5, è Ú768676UÚ�5,:9¸ò . Thealgorithmconstructsall possiblebuffer configurationswith up to ; ø inputs
bufferedat <
ø .

Step1—Initialize:= . , root of >?. , as ð = ÚA@]Ú7B8B7B
Ú$@ ò (root of > andconfigurationof emptybuffers); CD. asemptyset;
1 . asE = .GF ; H , queueof vertices,as

1 .
Step2—Repeatuntil H is empty:

1. extract ç�.�ó ð çrúGIKJ�LMI ÚN5, è Ú768676_ÚN5,O9¸ò asfirst elementfrom H , where ðP5, è Ú768676UÚ�5,:9¸ò is currentcon-
figuration

2. giventhecurrentvertex ç�.�ó ð çrú+IKJ�LQI Ú�5, è Ú867686_Ú�5,:9¸ò , performthefollowingstepsfor eachoriginal
outgoingedgeØ ó ð çrúGIKJ�LMI Ú çrû^ù!R�òN/SC :T createnew configurationð , è Ú768676_Ú ,O9¸ò basedon theclassof Ø (Figure10):

– Class1: Ø is triggeredby aninput from andgeneratesoutput(s)to anLT;
– Class2: Ø is triggeredby an input from anLT andgeneratesanoutput UWV$X ü (buffered

in ,YV to createanew configuration)at <7V ;
– Class3: Ø is triggeredby ë!Z X [ (extractedfrom ,�Z to createa new configuration)from<$Z andgeneratesoutput(s)to anLT;
– Class4: Ø is triggeredby an input ë!Z X [ from <AZ andgeneratesan output U V�X ü at < V .

Apply rulesfor Class3 andClass2 to createa new configuration.T createnew vertex ç�.ùrûG\ ó ð ç û^ù!R Ú , è Ú767686_Ú , 9 òY/ 1 . , andnew edgeØ .ùrûG\ ó ð ç4. Ú ç4.ùpûG\ ò?/C].T includenew edgesin C . if f inputs in ðP5, è Ú867676UÚ�5, 9 ò cannottrigger otheredgesoutgoing
from çrú+IKJ�LQIT appendto H endverticesç�.ùrûG\ / 1 . of new edgesincludedin CD.
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Figure11: IUT interactingwith two semicontrollableinterfaces.

Step3—Retainonly strongly connectedstates:
removefrom

1 . all verticesfrom which
= . cannotbereached,andremovefrom CD. all edgesincident

to suchvertices

Basedon the practicalconsiderationsdiscussedin [26], the algorithmcanbe refinedto meetthe
following objective: “g eneratea testsequencethat,at anypoint in time, avoidsstoringmore than
one input in only one of the buffers (where possible).” Satisfyingthis objective yields a linear
runningtime in the numberof semicontrollableinterfacesandthe numberof edgesin � . If this
objectivecannotbesatisfied,therunningtimegrowsandnondeterminismmaynotbeavoidedduring
testing.

Example : ConsidertheIUT of Figure11 which is interactingwith semicontrollable3D^`_ è and 3D^a_ õ
throughthe semicontrollableinterfaces<Uè and <_õ , respectively. The IUT’s FSM (representedby graph > )
is describedin Table1. Transition ØJÞ , triggeredby input ìZè from the lower tester, generatesoutput Urè�X è to3D^`_ è . In response,3D^`_ è sendsinput ë]è�X è which triggerstransition Ø æ . (In general,ëJøKX b is theexpected
responseto U�øKX b .) TransitionØ�à , which is triggeredby a lower tester’s input ìCõ , outputsU�õ)X è to 3D^`_ õ , which
respondswith input ëMõ7X è triggering ØÀá . Then ØÀá outputsUrè�X õ to 3D^`_eè , which respondswith ë]è�X õ triggeringØ�ã . On theotherhand,transitionsØ�ä , Ø�Ù , Ø�â , Ø�� , and ØJÞUé , canbetriggereddirectlyby thelower tester. Ø�Ù , Ø�â ,
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Table1: Inputsandoutputsfor theedgesof Figure11. c'dWe denotesreceiving input e from c . fhgji
denotessendingoutput i to f .
Edge Input Output Edge Input Output
e1 k�l'd�ea� �	��
��Wgnmo��pj� e6 k�lqdWePr k�lsgjitr
e2 k�l'd�e � �	��
 � gnm ��pj� e7 k�lqdWevu k�lsgjiwu
e3 �	��
���d!xy��pj� k�l	gjitz e8 �	��
���dWx{��p � k�lsgjit|
e4 �	��
}�!d!xo��pj� �	��
��Wgnmo��p � e9 k�lqdWeP~ k�lsgjit~
e5 k�l'd�ev� �	��
}�4gnm4��p � e10 k�lqdWe`�M
 k�lsgji��M


e1.0

B

A Ce6.0

no inputs buffered

C
e5.0

e7.0
B

AC

e2.0

e3.1

e4.3

B
e8.2

e7.2

e9.0

e5.1

Legend:

mandatory edge

e10.0 e10.1

a    buffered1,1

a    buffered2,1 a    buffered1,2

optional edge

Figure12: Graphtransformationappliedto the graphof Fig. 11. Mandatoryandoptionaledges
appearin solid anddashedlines,respectively.

Table2: Minimum-lengthtestsequencefor theIUT of Figure11.
Step Edge Input Output Step Edge Input Output� 1 e1.0 k�lqdWe`� �	��
���gnmw��pj� 8 e7.2 k�l'd�e u k�l	gji u

2 e5.1 k�lqdWeP� �	��
}��gnm���p � � 9 e8.2 �	��
���d!xy��p � k�l	gjit|� 3 e3.1 �	��
���dWx{��pj� k�lsgjitz 10 e7.0 k�l'd�e u k�l	gji u� 4 e6.0 k�lqdWePr k�lsgjitr � 11 e5.0 k�l'd�ev� �	��
}��gnm4��p �� 5 e7.0 k�lqdWe u k�lsgji u � 12 e9.0 k�l'd�ev~ k�l	gjit~� 6 e2.0 k�lqdWeP� �	��
}��gnm���pj� 13 e10.0 k�l'd�ea�M
 k�l	gji��M
� 7 e4.3 �	��
 � dWx ��pj� �	��
 � gnm ��p � 14 e6.0 k�l'd�e r k�l	gji r
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Ø�� , and ØJÞUé , do not generateoutputsto thesemicontrollableinterfaces. Ø�ä generatesoutput U õ)X õ to 3D^`_ õ ,
which doesnotsendany input to theIUT.

After conversion(Figure12),eachstateof > is replacedwith atmostfour relatedstatesin >?. corresponding
to the buffer configurationsat a semicontrollableinterface. Eachedge Ø is annotatedas Ø�6 ì , where ì¥óé]ÚUÞrÚ¨à@Ú æ , dependingon the input bufferedin the Ø�6 ì ’s startstate,asshown in Figure12. The solid edges
in Figure 12 are the mandatoryedgesthat are incident to nodesthat correspondto the casewhereboth
buffersareempty;thedashed-lineedgesaretheonesthatcanbetraversedonly wheneitherbuffer contains
an input. Due to the practicaldiagnosticconsiderations[26], we prefer testingedgeswhenno inputsare
bufferedin semicontrollableinterfaces.TheAho etal. [2] optimizationtechniquegivestheminimum-length
testsequencefor >?. shown in Table2. Stepswith ð+� ò indicatethatanedgeis testedin this step.Notethat,
for simplicity, theUIO sequences[63] arenot includedin thissequence.

3.3 InconsistencyDetectionand Elimination Problem

Feasibletestsequencegenerationis essentialfor assuringtheproperoperationandinteroperability
of differentcomponentsin computerandcommunicationsystems.The useof formal description
languagessuchasVHDL andEstelleenabletheprecisedescriptionof suchsystemsandhelpmin-
imize the implementationerrorsdueto misinterpretations.However, the specificationswritten in
VHDL andEstelleareoftenextendedFSMs(EFSMs),makingtheautomatedtestgenerationamore
complex taskdueto possibleinconsistenciesamongtheactionandconditionvariables[22].

Testgenerationfrom EFSMmodelshasbeenanactive researcharea.Sarikayaet al. usedthefunc-
tionalprogramtestingapproachto generatetestsequencesfromtheEFSMs[64]. Softwaredataflow
testingapproacheshave beenusedto generatetestsfor thecommunicationprotocols[70, 71, 72].
Ural appliedtheall-uses[72, 61] criterion,usedfor testingsoftwarewritten in blockstructuredpro-
gramminglanguages,to Estelle[12, 13] specificationof protocols.Miller andPaul [54] introduced
a methodto generatetestsfor bothcontrolanddatafor EFSMmodels.ChansonandZhu [15] pro-
poseda testgenerationmethodwhichconsidersboththecontrolflow anddataaspectsof theEFSM
models.LeeandYannakakis[49] providedamethodto convertaclassof EFSMs,whereinputvari-
ablesareassumedto have finite domains,into equivalentFSMs. For a restrictedclassof LOTOS
expressions,calledP-LOTOS,HigashinoandBochmannproposea methodthatprovidessolutions
to asetof interrelatedproblemssuchasthetestcasederivationandthedetectionsof nonexecutable
branches,deadlocks,andnondeterminism[32].

Westudiedtheproblemof generatingfeasibletestsequencesfor theEFSMby analyzingtheinterde-
pendenciesamongtheactionandconditionvariablesof theEFSMmodels.In theearlierphasesof
thisresearch,actionandconditioninconsistenciesin theEFSMmodelsweredefined[80, 81]. It has
beenshown that oncethe inconsistenciesareeliminated,theexisting finite-statemachine(FSM)-
basedtestgenerationmethodscanbe usedto generatefeasibletestsequencesfrom the resulting
consistentEFSMgraphs.

Thealgorithmsfor thedetectionandeliminationof conflictsin EFSMmodelsutilize symbolicexe-
cution, linear programming, andgraphsplittingmethods.After all conflictsareeliminated,all paths
of thefinal resultingEFSM grapharefeasibleandcanbe usedasan input to theFSM-basedtest
generationmethods.Thebasicconceptsfor theinconsistency eliminationalgorithmswereoutlined
in [81], whichwerelatergeneralizedto includegraphswith loops[76]. Theformal descriptionsof
theinconsistency detectionandeliminationalgorithmshave beengivenin [22].
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3.3.1 Action Conflicts

If thereis no solutionfor thesetof equationsformedby theactionsof anedge��� andthecondition
of anotheredge�7� , where �P�Wx�� # �7� * canbereachedfrom �Axo�M� # ��� * or �{�!xo� # �7� * = �Axo�M� # ��� * , thenthe
two edgesof ��� and �8� aresaidto haveanaction conflict (for anedgedirectedfrom node��� to node��� , theheadandtail nodesaredefinedas ��� and ��� , respectively).

For example,in Figure13, thereis anaction conflict betweentheactionof �4� andtheconditionof�W| dueto variable � .
In general,the effectsof the edgeactionson variables(i.e., variablemodifications)canbe repre-
sentedasmatrices.For anEFSMgraphwith � variables,��xw� � ���oxo� � �������!����xw�W� , a pair of matricesc # � x � * and �f # � x � * calledthemodificationmatrixandthemodificationvector, respectively, are
defined.

Theaccumulatedeffectsof theactionsin thepathsleadingto a node �4� canberepresentedby a set
of ActionUpdateMatrix pairsdefinedas:

AUM
# �4�A��� * ��� c0�$�Mp 
�� �f��$�&p 
��)c]���Gpj��� �f����Gpj���������!�)c0���Gp �w����� �f����Gp �w����� (8)

wherec �$�&p � , �f �$�Gp � , and � arethe �� ¢¡ modificationmatrix, �� ¢¡ modificationvector( £¥¤¦�¨§©� ), and
thenumberof AUM pairsassociatedwith ��� , respectively. Thesymbolicvaluesof a variable ��xw�Wª
arerepresentedin the �4 ¢¡ rows in AUM

# �4�Q��� ). Only oneAUM pair, wherec and �f areinitialized
to theidentity matrixandto azerovector, respectively, is createdfor theinitial node.

The numberof AUM pairsassociatedwith �4� solely dependson the numberof differentwaysin
which theactionsof theedgesleadingto �4� modify variables.If theoverall variablemodifications
of theactionsof any two pathsleadingto �4� arethesame,only oneAUM pair is sufficient to account
for theeffectsof theactionsin thetwo paths.Therefore,only uniqueAUM pairsareassociatedwith�4� . SeeSection3.3.3

Symbolicexecutionisutilizedin theconstructionof AUM pairs.Whenanactionconflictisdetected,
the EFSM graphis split from the nodewherethe conflict occurs. The analysiscontinuesuntil
all action conflicts are eliminated. By applying the algorithmsfor action conflict detectionand
eliminationaspresentedin [22, 76], theresultingEFSMgraphaftertheactionconflict is eliminated
is shown in Figure14.

3.3.2 Condition Conflicts

After all actionconflictsareeliminatedfrom theEFSMgraph,thenext stepinvolvesthedetection
andeliminationof conditionconflicts. Theedges��� and �7� aresaidto have a conditionconflict if
thereis no solutionfor thesetof equationsformedby theaccumulatedconditionsof theedgesof a
sub-path��� ���W�Y�w�����w�!��� andanedge�7� , where �{�Wx�� # �8� * canbereachedfrom �$xw�Q� # �W� * or �{�!xo� # �7� *
= �Axo�M� # � � * .
In Figure14, for example,thereis a conditionconflict betweentheedgesof � ��«¬
)­ and ��® «K�Q­ since
eachedgerequiresa conflictingvalueof variable ¯ . Figure15 shows thefinal conflict-freeEFSM
graph.

Sincethe conditionsof the edgesof a testsequenceconstitutea systemof constraints,simplified
versionof linearprogrammingalgorithmscanbeusedin decidingwhetheracertainpathpredicateis
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Figure13: An EFSMgraphwith conflicts

feasible[1]. Theedgeconditionsin apathfrom thestartingnode� 
 to anode� � canberepresented
in matrices.A triplet of matricesaredefinedas ° ( � x± ), �²'³ (± x � ), and �´ (± x � ), where � is the
numberof variables,± is the numberof conditionsin the pathfrom ��
 to �4� , ° is the coefficient
matrix, �²µ³ is the operatorvectorcontainingthe relationsof

� �W§'�W�'��g � ������� , etc.,and �´ is the
scalarvectorcontainingthescalarvaluesof theconditionsin thepath.

TheAUM pairsdiscussedin Section3.3.1areappliedto theedgeconditionsof theEFSMgraphas
follows. A singleconditionof anedge��ª �¶# �4�A���W� * is in theform of �°¸· �%h# �²'³ * �´ . Thecondition
of ��ª will bemodifiedbasedon thesymbolicvaluesof thevariables��xw��
 through� � ��� , whichare
representedby theAUM

# �4�A��� * . Thecurrentvaluesof thevariablesincludingall themodifications
representedby anAUM pairof � � arein theform of: �%¹� c ���&p � · �%»º �f ���Gp � . Substituting �% values
in anedgeconditionwill resultin �° # c ���&p � ·¼�%¦º �f ���+p � *�# �²'³ * �´ , whichsimplifiesas �(½·h�%h# �²'³ *$¾ ,
where �( � �°¶·qc ���Gp � is an � -elementvectorand

¾
is a scalar. An edge ��ª �¿# �4�$���W� * whose

conditionis infeasiblebasedontheAUM pairsof �4� is deletedfrom thegraph.Thevaluesassumed
by thevariablesusedin theconditionof �Wª canbedeterminedfrom:

°¸· �%À� °©· # c �$�&p � · �%¸º �f ���Gp � * (9)
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Figure14: TheresultingEFSMgraphaftersplitting thegraphof Figure13 dueto ��� actionand �W|
condition.

where ° is thecoefficient matrix for theconditionof ��ª and £¼¤¸�Á§Â� , where � is thenumberof
AUM pairsassociatedwith �4� .
The accumulateddifferent conditionsof the pathsleading to �4� can be representedby a set of
AccumulatedConditionMatrix (ACM) triplets: ACM( �4�Q��� * = ( °O���&p 
 , �²µ³ ���+p 
 , �´ ���Gp 
 , °O���+pj��� �²'³ �$�Gpj� ,�´ ���Gpj� ������� , ° ���Gp �w��� � �²µ³ ���Gp �w��� , �´ ���+p �w��� ), where ° ���&p � , �²'³ �$�Gp � , �´ ���Gp � , and � arethe �� ¢¡ coefficient
matrix, �  ¢¡ operatormatrix, �  ¢¡ scalarvaluematrix ( £�¤Ã�©§Ä� ), andthe numberof the ACM
tripletsassociatedwith �4� , respectively.

3.3.3 Complexity of the Algorithms

The actioninconsistency detectionandeliminationalgorithmsusea two-phasemodifiedbreadth-
first graphtraversal,calledP1-MBFandP2-MBF. P1-MBFis themaingraphtraversalfrom which
P2-MBF maybe invoked multiple times. During theconditioninconsistency detectionphase,the
graphis traversedin a regulardepth-firstmanner.
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Figure15: Thefinal conflict-freeEFSMgraphafterall conflictsareeliminated(thesubgraphstart-
ing from thenode� ��«¬
)­ is not shown for simplicity)

Thecomplexity of theactionconflict detectionandeliminationis contributedby a two-phaseMBF
graphtraversalandconstructingthe numberof AUM pairsfor eachnode,for eachedgefor each
AUM pair.

Thecomplexity for thetwo-phaseMBF graphtraversalis
² # ( � * [20]. For eachnode��� , thenumber

of AUM pairsis Å¦Æ Ç�Æ ���� È ( �&É�Êq��� È�ËÌÈAUM
# � � ��� * È (where È ( �&É�Êq��� È is thenumberof edgesfrom � �

to ��� ).
The complexity for the conditionconflict detectionandeliminationis boundedby the numberof
AUM pairsof eachnodeandexecutingthelinearprogrammingfor eachedge.A simplifiedversion
of linear programming,which is usedto eliminateinfeasibleconditions,takesmin(� � , � � ) steps
where� is thenumberof variablesand � is thenumberof constraints[1].

Therefore,for the generalcase,the complexity of algorithmsfor handlingthe actionconflicts is
exponentialwith respectto thenumberof simplepaths(i.e., thenumberof AUM pairs).Similarly,
theconditionconflicteliminationcanbeexponentialwith respectto thenumbersimplepaths.How-
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ever, basedon our experiencewith severalprotocols(includingnestedand/orconcatenatedloops),
thecomplexity of bothalgorithmsand,hence,thesizeof thefinal conflict-freegrapharebounded
by thenumberof differentvalueseachconditionvariableassumesasit is usedin theconditions.

3.4 The Conflicting Timers Problem

To ensurefeasibility of testsin a laboratory, automatedtestgenerationfor network protocolswith
timer requirementsmustconsiderconflictingconditionsbasedon a protocol’s timers. Our ATIRP
researchdevelopeda new model for testingreal-timeprotocolswith multiple timers,which cap-
turescomplex timing dependenciesby usingsimplelinearexpressionsinvolving timer-relatedvari-
ables.Similar dependencies,but basedon arbitrarylinear variables,arepresentin EFSMmodels
of VHDL specifications[74]. Uyar andDualepresentalgorithmsfor detecting[74] andremov-
ing [22, 81] suchinconsistenciesin VHDL specifications.Thenew modelingtechniquecombined
with theinconsistency removal algorithmsareexpectedto significantlyshortentestsequenceswith-
out compromisingtheir fault coverage.

Themodel,specificallydesignedfor testingpurposes,avoidsperforminga full reachabilityanaly-
sis andsignificantly limits the explosive growth of the numberof testscenarios.Thesegoalsare
achieved by incorporatingcertainrulesfor thegraphtraversalwithout reducingthesetof testable
transitions.The techniquealsomodelsa realistictestingframework in which eachI/O exchange
takes a certaintime to realize,and a testerhasan ability to turn timers on and off in arbitrary
transitionsandto algorithmicallyfind propertimeoutsettings.

Themethodologypresentedin thispaperis expectedto detecttransferandoutputfaults[49], where
anIUT movesinto a wrongstate(a stateotherthantheonespecified)or generatesa wrongoutput
(an outputother than the onespecified)to a given input, respectively. The detectionof transfer
faults can significantlybe improved by using the well-known stateverification methodssuchas
UIO sequences,characterizationsets,or distinguishingsequences.Thesetechniquesshouldbe
appliedwhile generatingaminimum-costtestsequencefrom thefinal conflict-freegraph.

The proposedsolution is likely to have a broaderapplicationdue to a proliferationof protocols
with real-timerequirements.The functional errors in suchprotocolsare usually causedby the
unsatisfiabilityof timeconstraintsand(possiblyconflicting)conditionsinvolving timers;therefore,
significantresearchis requiredto developefficientalgorithmsfor testgenerationfor suchprotocols.
Ourmethodologyis expectedto contributetowardsachieving thisgoal.Thepreliminaryresultsare
reportedin [29].

In the testcasesdeliveredto CECOM (seeSection5), conflicting conditionsbasedon 188-220’s
timersare resolved by manuallyexpandingEFSMsbasedon the set of conflicting timers. This
procedureresultsin testsequencesthatarefar from minimum-length.Thetechniquepresentedhere
allows usto automaticallygenerateconflict-freetestsequencesfor 188-220.

Supposethat a protocolspecificationdefinesa setof timers Í �Î� �Q�Ì���������!���A� Æ ÏqÆ � , suchthat a
timer �Q�Ð� may be startedandstoppedby arbitrary transitionsdefinedin the specification.Each
timer �Q� � canbeassociatedwith a booleanvariable l � whosevalueis true if �Q� � is running,and
falseif �Q�Ð� is not running. Let Ñ be a time formula obtainedfrom variablesl��W�������W�$l � by using
logicaloperandsÒ , Ó , and Ô . Supposethataspecificationcontainstransitionswith timeconditions
of a form “if Ñ ” for sometime formula Ñ . It is clearthattheremayexist infeasiblepathsin anFSM
modelinga protocol,if two or moreedgesin a pathhave inconsistentconditions.For example,for
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transitions� � : if ( l � ) then
��Õ � � and � � : if ( Ô�l � ) then

��Õ � � , a path( � � �7� � ) is inconsistentunless
theactionof

Õ � in ��� setslÖ� to false(whichhappenswhentimer �A�Ð� expiresin transition ��� ). The
solutionto theabove problemis expectedto allow generatinglow-costtestsfreeof suchconflicts.

188-220’s DatalinkLayerEstellespecificationdefinesseveral timersthatcanrun concurrentlyand
affect theprotocol’s behavior. For example,BUSYandACK timersmayberunningindependently
in FRAME BUFFEREDstate.If eithertimer is running,a bufferedframecannotbetransmitted.If
ACK timerexpireswhile BUSYtimer is not running,abufferedframeis retransmitted.If, however,
ACK timer expireswhile BUSY timer is running,no outputis generated.BesidesEstellespecifi-
cations,feasibility constraintsrelatedto multiple concurrenttimersarealsoof specialconcernfor
specificationsin SDL.

Theconflictingtimersproblemis aspecialcaseof thefeasibilityproblemof testsequences,whichis
anopenresearchproblemfor thegeneralcase[30, 72]. However, therearetwo simplifying features
of theconflictingtimersproblem:(1) timer-relatedvariablesarelinear, and(2) thevaluesof time-
keepingvariablesimplicitly increasewith time. Consideringthesefeaturesmakesit possibleto find
anefficient solutionto thisspecialcase.

3.4.1 General approach

Thegoalof thepresentedtechniqueis to achieve thefollowing fault coverage:cover everyfeasible
statetransitiondefinedin thespecificationat leastonce. Duringthetestingof asystemwith multiple
timers,whena node ��× is visited,anefficient testsequenceshouldeither(1) traverseasmany self-
loops(i.e.,transitionsthatstartandendin thesamestate)aspossiblebeforeatimeoutor (2) leave � ×
immediatelythrougha non-timeouttransition.Oncethemaximumallowablenumberof self-loops
are traversed,a test sequencemay leave � × throughany outgoingtransition. Suchan approach
doesnot let performfull reachabilityanalysis;however, it canbeshown thatconsideringonly the
above two casesis sufficient to includeat leastonefeasiblepathfor eachtransitionprovidedsucha
feasiblepathis notprohibitedby theoriginal specification.

Supposethat thereare15 untestedself-loops(eachrequiring1 secto test) in state ��� u , andthat,
whenthetestsequencevisits ��� u , theearliesttimer to expire is �A� ® , with 10.5secremaininguntil
its timeout. In this example,the testsequencewill eitherleave ��� u immediatelyor traverse10 of
theuntestedself-loops.Supposethat the latteroption is chosenand,laterduringthetestsequence
traversal,��� u is visitedagainwith �A�Ø� leaving 3.1secuntil theearliesttimeout.In thiscase,3 more
untestedself-loopsof � � u canbecoveredby the testsequence.Traversalwill continueuntil all of
the ��� u ’s self-loopsaretested.

In more complicatedcases,in addition to the aforementionedtiming constraints,traversalof a
self-looprequiresthat its associatedtime conditionbe satisfied,i.e., certaintimersbe active (or,
similarly, other timersbe inactive). Thesetime conditionswill alsobe taken into accountwhile
selectingwhich self-loopsto traverse. In the above example,if 6 or moreself-loopsof �4� u have
‘ �A� ® notrunning’astheir timecondition,thetestsequence,whichtriesto execute10of theuntested
self-loops,will causea timer conflictdueto theunsatisfiabilityof thetimecondition.

In general,thegoalof anoptimizationis to generatea low-costtestsequencethatfollows theabove
guidelines,satisfiestime conditionsof all compositeedgesandis not disruptedby timeoutevents
duringtraversal(i.e.,containsonly feasibletransitions).

Similar inconsistencies,but basedon arbitrary linear variables,are presentin EFSMsmodeling
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VHDL specifications.ATIRP researchersUyar andDualepresentedalgorithmsfor detecting[74]
and removing [75] inconsistenciesin VHDL specifications.Recentresearchin UD and CCNY
focusedon adaptingthesealgorithmsto detectingandremoving inconsistenciescausedby a proto-
col’s conflictingtimers.Thesoftwareimplementationof thesealgorithmsdevelopedwithin ATIRP
is describedin thenext section.

4 Software for AutomatedTestGeneration

Theprocessof generatingtestsinvolvedthedevelopmentof two systemsof software:(1) efsm2fsm-
rcpt, and(2) INDEEL. Thesetwo systemsarenow describedin turn.

4.1 efsm2fsm-rcpt

Figure16 depictsthe major softwarecomponentsthat weredevelopedto generatetestsequences
from anEFSM[28]. Thesoftwarecontainstwo packages:(1) efsm2fsm, and(2) rcpt. Theformer
wasdesignedandimplementedatUD. ThelatterwasbasedonthesoftwarewrittenatCCNY, which
originallywasabletohandlegraphsof atmost100transitionsin aplaininput/outputformat,without
any of the additionalparametersspecificallyrequiredfor 188-220Btests. This componentwas
enhancedto generatetestsfor 188-220Bfor aproprietaryCECOM’sformat.Also, thesoftwarewas
significantlyredesignedto processlargegraphs(1000sof transitions),whichenabledits application
to morecomplex real-life protocols.
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FSM represented as graph G
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Figure16: Softwarefor automatedtestgeneration.
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4.1.1 efsm2fsm

efsm2fsmtakesa protocol’s EFSMrepresentationasinput andperformsits expansionto anFSM.
EachEFSM’s transitionis associatedwith thefollowing parameters:transitionnamein theEstelle
specification,transitiondescription,startandendstates,input andoutputnames,numericalvalues
specifyingthecorrespondingfieldsin 188-220B’s PDUs,andchangesin thevariables’values(i.e.,
start andendconfigurations.To expressthe startandendconfigurations,a simplenotationwas
defined. In the potentialfuturework on this package,it is essentialthat this notationbe replaced
with adifferentone,whichshouldbemoreexpressive andflexible.

To facilitatecreatingthe input to efsm2fsm, spontaneoustransitionsareallowed to bespecifiedin
theinput EFSM.Thesetransitionsarethenconcatenatedwith regular transitions(i.e., triggeredby
anexternalinput) to eliminatespontaneoustransitionsfrom theresultingFSM.This procedurecan
bebriefly describedasfollows. Supposethatin apath

�����	�
 ���
���
 ����������������� ���
 ����������������� ���
 ��� (10)

where ��� and  � denotea stateanda transition,respectively,  � is regularand  ��!������"!  � aresponta-
neous.Thentransitions �#!������"!  � areconcatenatedinto asingletransition �%$ � from state��� to state� � . Their inputs,outputs,andotherparametersarecombinedandassociatedwith transition  �%$ � .
States����!������&!%������� aremarkedastemporary, andsubsequentlyremovedfrom theFSM alongwith
theiroutgoingtransitions.

After the expansionto an FSM, transitionsthat areequivalent from a testingpoint of view could
be identified, leadingto a minimum-costtestsequencecovering at leastonetransitionfrom each
equivalenceclass. However, building sucha test sequenceis NP-hard[28]. Therefore,simple
heuristicsbringingabout20%-30%reductionin thenumberof transitionswereimplemented.

It is possibleto manuallypreparethe input file for the packagesuchthat an EFSM’s statesare
dividedinto two groups:(1) stateswith no inputsbuffered,and(2) stateswith oneinputbufferedat
a semicontrollableinterface.Thensemicontrollableinterfacescanbeutilized for certainsimplified
casessuchasusingthe188-220BIntranetlayer for indirect testingof 188-220BDatalink layer(in
thesetests,only onesemicontrollableinterfaceis usedwith a small numberof semicontrollable
inputs). A self-looprepetitionconstraintcanbe taken into accountfor the caseof self-loopstate
verificationsequences.

To run thepackagefor a protocol’s EFSMspecifiedin file protocol.efsm, the following command
mustbeused:

efsm2fsmprotocol.efsm[-options]

producingtwo files protocol.fsmandprotocol.stat. TheformercontainstheoutputFSM.All infor-
mationassociatedwith transitionsin the input EFSMis preserved. This enablesthe rcpt package
to populatethefieldsdefinedin theCECOM’sproprietaryformatfor testsequences.Thelatterfile
containsstatisticssuchasthenumberof statesandtransitionsin theEFSM/FSM,andthepercentage
effectivenessof thereductionheuristics.

Notethat theoriginal EFSMto FSM conversiontechniqueimplementedshouldbereplacedby the
applicationof theinconsistency eliminationalgorithmsimplementedin INDEEL (seeSection4.2).
Using INDEEL to eliminateinconsistenciesresultsin a conflict-freeEFSM that is significantly
smallerthantheFSM.
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4.1.2 rcpt

The FSM producedby efsm2fsmis thenfed to rcpt, which builds a correspondingdirectedgraph
representation' . Then,network flow techniquesareappliedto find aruralsymmetricaugmentation
of ' as ')( ( . Finally, rcpt findsanEuler tour of ')( ( , andoutputsto a file a resultingtestsequence
conformingto theCECOM’sproprietaryformat.

Supposethatprotocol.fsmisaninputfile containingaprotocol’sFSM.Thenthefollowing command
runsthepackage:

rcpt [-cecom/-plain] protocol.fsmoutputfile

whereplain optionrefersto aplain input/outputfile format.protocol.fsmfile in plain formatcanbe
preparedmanually. Thececomoptionselectstestgenerationin theCECOMformat. In this case,
theinput file protocol.fsmshouldbegeneratedby theefsm2fsmpackage.Thetestsarestoredin the
numberof filesnamedprotocol.i, where* is theindex of a testgroup.

4.2 INDEEL: Software for InconsistencyDetectionand Elimination

A softwarepackage,calledINDEEL (INconsistenciesDEtectionandELimination),hasbeenim-
plementedatCCNY basedontheinconsistency eliminationalgorithmsgivenin [76, 22]. As partof
theongoingcollaborationbetweentheCCNY andtheUD, theapplicationof thesealgorithmshas
beenextendedto generatetestsequencesfor theprotocolswith conflictingtimerssuchas188-220.

INDEEL contains13,000+lines of C code. As its input, the software readsa userspecifiedfile
containingthedescriptionof anEFSMgraphwith thefollowing properties:

+ Thespecificationconsistsof asingleprocessandthustherearenocommunicatingEFSMs.

+ If the specificationcontainsfunction calls, they canbe describedwithin the processwith a
simpletransformation.

+ Pointers,recursive functions,andsyntacticallyendlessloopsareassumednot to bepresentin
thespecification.

+ All conditionsandactionsarelinear.

Overall complexity of thealgorithmsusedin INDEEL werediscussedin Section3.3.3. INDEEL
usesan iterative approach:every time an actionor conditioninconsistency is detectedandelimi-
nated,anintermediateoutputgraphis generatedin afile, usingthesameformatasin theinput file.
This intermediateoutputfile thenbecomesthe new input file to INDEEL for continuedanalysis.
This iterative procedureis repeateduntil thegraphbecomesfreeof inconsistencies.Theintermedi-
ateandthefinal outputgraphsareprovidedasfiles.

INDEEL startsits analysisby consideringthe action inconsistencies;it thenproceedsto the de-
tectionandeliminationof theconditioninconsistencies(if any). During theanalysisof theaction
inconsistencies,INDEEL constructsa set of Action UpdateMatrix (AUM) pairs for eachnode.
TheAUM pairsrepresenttheeffectsof theactionsof the traversededgesleadingto a given node��� . Similarly, theaccumulateddifferentconditionsof thepathsleadingto ��� canberepresentedas
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Table3: 188-220Datalinktests.A singlestepcorrespondsto oneinput/outputexchange.
Testset # of states # of transitions # of teststeps

ClassA Type1 service
generalbehavior 298 799 1732
precedence 303 401 1316
multidestination 112 119 145

ClassC Type1 service
generalbehavior 298 799 1732
precedence 193 357 1314
multidestination 112 119 145

ClassC Type4 service
generalbehavior 235 925 2803
outstandingframes 48 172 264
multidestination 112 119 145

a setof AccumulatedConditionMatrix (ACM) triplets containingthe coefficients,operators,and
constantsof theedgeconditions.

To reducethespacecomplexity, duringtheAUM andACM constructions,thesoftwareusesasingle
matrix called ,.-� %/ 01-2 43�*65�7"8 in which thenumbersof theedgesin thepathsfrom the initial node
to ��� arestored.

5 TechnologyTransfer Results

Using researchresultsfrom Section3, andsoftwareasdescribedin Section4.2, UD andCCNY
collaboratedwith CECOMto generatetestsfor theSAPcomponentsof 188-220’s DataLink Layer
ClassesA andC. Table3 shows thesizesof theexpandedEFSMsandtheteststhatweregenerated
from them. For example,the precedencetestsset for ClassA–Type 1 Servicewasbasedon an
expandedEFSMof 303statesand401transitions.Theminimum-lengthtestsequencegeneratedfor
this machineconsistsof 1,316input/outputpairscoveringevery transitionin theexpandedEFSM
at leastonce.

Figure17 shows a sampleof thedeliveredtestscripts.Thefiguredepictsthetestgroup#92from
Datalink ClassA–Type 1 servicetests. Eachtestgroup is a subsequenceof a full testsequence
thatstartsandendsin the initial state.In thefirst step,the techniqueof utilizing semicontrollable
interfacespresentedin Section3.2 is used.The lower testersendsa packet with threedestination
addresses:IUT addr, desaddr 1, anddesaddr 2. ThesettingRelay=Yesin the INTRANETclause
tellsthefirst addressee,i.e.,theIUT, to relaythepacket to thetwo remainingaddressees.As aresult,
theIUT sendsapacket with its addressasasource,anddesaddr 1 anddesaddr 2 asdestinations,
asif it wereoriginatedby theIUT’s IntranetLayer. In thesecondandthird steps,theIUT’s packet
sentin the first stepis acknowledgedby desaddr 2 anddesaddr 1, respectively. Eachteststep
is furtherannotatedwith thetestdescription,thenumberof thecorrespondingEstelletransition(s),
andtheappropriatesection(s)from the188-220official document.

Theimplementationsof 188-220from severalmanufacturersarebeingtestedatCECOM.Thetests
generatedby theUD andCCNY teamhaveuncoveredseveralimplementationerrors,includinglack
of mandatorycapabilitiesin Datalinklayer, andproblemswith multi-hopIntranetRelaying.
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 //                  Test Group #92
 // -------------------------------------------------
       TESTGROUP=92;
       LAYER=Datalink;

 // Test 1
       STIMULUS=send; // PL-Unitdata.Ind
       TIME=long;
       // DL1

       INTRANET={
          Type=IP;
          LowDelay=Yes;
          HighThroughput=No;
          HighReliability=No;
          Precedence=1; // PRIORITY
          OrgAddr=des_addr_17;
          DestRelay={
             Addr=IUT_addr;
             Distance=1;
             Des=No;
             Relay=Yes;
             Ack=No;
          };
          DestRelay={
             Addr=des_addr_1;
             Distance=2;
             Des=Yes;
             Relay=No;
             Ack=No;
          };
          DestRelay={
             Addr=des_addr_2;
             Distance=2;
             Des=Yes;
             Relay=No;
             Ack=No;
          };
       };
       DATALINK={
          CtrlField={
             SendSeq=1;
             RecSeq=1;
             ControlSpare=1;
             DLPrec=1; // PRIORITY
             IDNum=1;
             PDU=ui_0;
          };
          Command=Yes;
          SrcAddr=des_addr_17;
          DestAddr=IUT_addr;
       };

       RESULTS=receive; // PL-Unitdata.Req
       TIME=normal;
       // DL1
       DATALINK={
          CtrlField={
             SendSeq=1;
             RecSeq=1;
             ControlSpare=1;
             DLPrec=1; // PRIORITY
             IDNum=1;
             PDU=ui_1;
          };
          Command=Yes;
          SrcAddr=IUT_addr;
          DestAddr=des_addr_1;des_addr_2;
       };

   TESTDESCRIPTION={
      Intranet layer passes down a multidestination packet
      which is queued by datalink layer. Packet requires
      a coupled ack. There are no outstanding frames.
      No outstanding frame. Queued frame transmitted to multiple
      destinations. Frame requires a coupled ack. Ack timer
      started.
      };
   // ESTELLE     TYPE1SAP_3,4,TYPE1SAP_18
   // SECTION(S)  5.3.16_5.3.6.1.1_C4.3,5.3.4.2.2.2.1_5.3.6.1.1

 // Test 2
       STIMULUS=send; // PL-Unitdata.Ind
       TIME=normal;
       // DL1
       DATALINK={
          CtrlField={
             SendSeq=1;
             RecSeq=1;
             ControlSpare=1;
             DLPrec=2; // ROUTINE
             IDNum=1;
             PDU=urr_0;
          };
          Command=No;
          SrcAddr=des_addr_2;
          DestAddr=IUT_addr;
       };
       RESULTS=noop; // none

       TESTDESCRIPTION={
          Second destination acks a multidestination packet.
          First has not acked yet.
        };
       // ESTELLE     TYPE1SAP_12
       // SECTION(S)  5.3.7.1.5.5_5.3.6.1.6_C4.3

 // Test 3
       STIMULUS=send; // PL-Unitdata.Ind
       TIME=normal;
       // DL1
       DATALINK={
          CtrlField={
             SendSeq=1;
             RecSeq=1;
             ControlSpare=1;
             DLPrec=2; // ROUTINE
             IDNum=1;
             PDU=urr_0;
          };
          Command=No;
          SrcAddr=des_addr_1;
          DestAddr=IUT_addr;
       };
       RESULTS=noop; // none

       TESTDESCRIPTION={
          First destination acks a packet. Ack timer is stopped.
          No frame queued for transmission.
          };
       // ESTELLE     TYPE1SAP_12
       // SECTION(S)  5.3.7.1.5.5_5.3.6.1.6_C4.3

Figure17: A sampleof testscriptsdeliveredto CECOM.
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Figure18: Estelleaspartof synergistic efforts to develop {}|�~ systems.

6 Conclusions:Impr ovementsto ProtocolDevelopmentProcess

6.1 Integration of Estelleinto SystemDevelopment

Traditional sequentialprocessof systemdevelopmentis known to be inefficient since it allows
unnecessaryduplicationanddoesnot facilitatetrackingof rapidly changingtechnology. With 188-
220 asa critical component,a synergistic framework for {}|�~ (Command,Control, Communica-
tions, Computers,and Intelligence)systemsdevelopmenthasbeenestablished[23] (Figure 18).
It combinesseveral parallelactivities: developingprotocolstandardsandspecifications,formally
specifyingprotocolsin Estelle,building conformancetesterhardwareandsoftware,“field testing”,
modelingandsimulation,aswell asresolvinganddocumentingthesolutionsto standards-related
technicalissuesby theJointCNR Working Group. (WG participantsincluderepresentativesfrom
DoD services/agencies, industry, andacademia.)

Usingformal methodsaspartof this processhelpedcreatea high quality protocolstandard,which
is robustandefficient. Dueto thestructurednatureof Estelle,thespecificationprocessprogressed
at anacceleratedpacecomparedto theotherstandards.188-220wascompletedon time, settinga
rareexamplein theprotocolstandardsarena.

Sinceit is relatively easierto extract modelinginformation from a formal specification,the re-
searchersat UD andCCNY wereableto solve a numberof theoreticalproblems,which resulted
in thedevelopmentof new testingmethodologies.By applyingthesenew results,theconformance
testsfor 188-220weregeneratedwhile theprotocolwasstill evolving. Performinginitial confor-
mancetestson prototypesuncoveredseveral interoperabilityerrorsearly in the developmentpro-
cess. Following this successof the 188-220development,the synergistic efforts to develop {�|�~
systemswith thehelpof formalmethodsservesasamodelfor DoD standardsprocessanddevelop-
mentfor thefuture[23].
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6.2 Advantagesof Formal Methods in Eliminating Protocol Err ors

In additionto thevaguenessintroducedby a naturallanguagedescription,ambiguitiesandcontra-
dictionsaredifficult to detectwhenrelatedprotocolfunctionalitiesaredefinedin differentdocument
sectionsseparatedby severalpagesof unrelatedtext. Suchproblemsareeliminatedin a formal Es-
telle specification.All actionsin a particularcontext aredefinedin oneplacewithin the Estelle
specification.The specificationsmake the conditionsfor statetransitionsexplicit throughEstelle
constructs.Indeed,thevery processof creatingtheseconstructsenablesformal specifiersto detect
someof thesetypesof ambiguitieswhicharedifficult to seein normalreadingof adocumentwritten
in English.

6.3 Observations on Applicability of Formal Methods

As concludingremarksfor thispaper, wereportthefollowing observationsbasedonourexperience
duringtheformal specificationandtestgenerationfor 188-220.

To developanEstelleformalspecificationof aprotocol,wemustnotonly defineits architectureand
interfacecomponents(e.g.,asin Figures2 and3 for 188-220),but we mustalsocarefullyspecify
the behavior of eachmoduleof thesecomponents.This definition,achieved throughthe creation
of EFSMs, is the most difficult and time-consumingstepof creatinga formal specification. A
syntax-directededitorimprovesthereadabilityfor testerswhoarenotFDT-trained;it alsois useful
in writing non-trivial specifications.Moreover, themodelingandspecificationlanguages,suchas
SDL [33, 34] andUML [58], enjoy widespreadindustrialpopularity, partially dueto their standard
graphicalrepresentation.Therefore,it will bea naturalextensionfor Estelleto includea graphical
editor[65]. Onceall statesandtransitionsof aprotocol(includinginputsandoutputs)arefinalized,
thewriting of theEstellecodeitself is fastandstraightforward.

Since188-220is amultilayer, multifunctionprotocolof aconsiderablesizeandcomplexity, manual
generationof conformancetestsequenceswould beboth inefficient andineffective. As seenfrom
Table3, thetestsalreadydeliveredto CECOMcontainapproximately10,000teststeps.It is clear
that manuallygeneratingtestsetsof this sizefrom theprotocoltextual descriptionis not a trivial
task.

A numberof conformancetestgenerationtechniqueshave beenproposed[2, 8, 10, 54,62, 64, 68,
71], eachof which is expectedto give betterresultsfor a certainclassof protocolspecifications
dependingon thenatureandsizeof theprotocol. The experienceobtainedin generatingtestsfor
188-220suggeststhat to successfullytesttoday’s complex protocolsby usingformal methods,an
ideal testgenerationtool shouldsupportmultiple testgenerationtechniques[49]. They canrange
from Postmantours [2] or fault-orientedtests[83, 85] for mid-sizeprotocolswhen the number
of statesrangeson the orderof thousands,to guidedrandomwalk approaches[47, 86] for larger
protocolswhenthenumberof statesrangesin thetensof thousands.

Thestateexplosionproblemhasbeenamajorissuefor generatingFSMmodelsoutof EFSMrepre-
sentationsof protocols[17, 60, 84, 85]. Onecommonprocedurefor convertingEFSMsinto FSMs
simultaneouslyperformsreachabilityanalysisandonlineminimization[17, 48]; this conversionis
basedon combiningequivalentstates[63] usingbisimulationequivalence[55]. Anotherapproach
proposestheeliminationof inconsistenciesin EFSMmodels[74, 75]. Efficient algorithmssuchas
theseshouldbeimplementedin any testgenerationtool usingFSMmodels.If thefinal FSMmodel
is not confinedto a manageablesize,the testsequencesgeneratedfrom it will be infeasiblylong
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regardlessof thetestgenerationmethod.

Finally, a test housemay requireits own proprietaryformat for the executabletests. Although
TTCN is acceptedas input by many test tools, a proprietarytest format may be preferablefor a
given protocol if this format is morereadableby testers,or is simplerto parseby softwaretools.
Theoutputof atestgenerationtool shouldbeeasilycustom-tailoredfor aparticularformat,possibly
by usingsimpleapplicationgenerators.
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[14] R. Burch, P. Amer, andS. Chamberlain.Performanceevaluationof MIL-STD 188-220A:Interoper-
ability standardfor digital messagetransferdevicesubsystems.Proc.IEEEMILCOM, SanDiego,CA,
Nov. 1995.

29



[15] S. ChansonandJ. Zhu. A Unified Approachto ProtocolTestSequenceGeneration.Proc.of IEEE
INFOCOM1993,pp.1d.1.1-1d.1.9.

[16] O. Catrina,E. Lallet, andS.Budkowski. Automatedimplementationof theXpressTransportProtocol
(XTP) from anEstellespecification.Electronic J. Networks� Distrib. Process., (7):3–19,Dec.1998.

[17] K. T. ChengandA. S. Krishnakumar. Automaticgenerationof functionalvectorsusingtheextended
finite statemachinemodel.ACM Trans.DesignAutomationof Electronic Syst., 1(1):57–79,Jan.1996.

[18] S.-K. Cheong,K.-H. Lee,andT.-W. Jeong.Theanalysisof integratingtestresultsfor ATM switching
systems.In Baumgartenetal. [5], 83–89.

[19] J. Y. Choi andB. K. Hong. Generationof conformancetestsuitesfor B-ISDN signallingrelevant to
multi-partytestingarchitecture.In Baumgartenet al. [5], 316–330.

[20] T. Cormen,C. LeisersonandR. Rivest. IntroductionTo Algorithms,McGraw Hill, 1996.

[21] DoD. Military Standard—Interoperability Standard for Digital MessageDeviceSubsystems(MIL-STD
188-220B), Jan.1998.

[22] A. DualeandU. Uyar, Generationof feasibletestsequencesfor EFSMmodels.In H. Ural, R. Probert,
andG. v. Bochmann,eds,Proc. IFIP Int’l Conf. Testingo CommunicatingSystems,TestCom, Ottawa,
Sept.2000,91-109.

[23] T. Dzik andM. McMahon.MIL-STD 188-220Aevolution: A modelfor technicalarchitecturestandards
development.Proc. IEEE MILCOM, Monterey, CA, Nov. 1997.

[24] M. A. Fecko, P. D. Amer, A. S. Sethi,M. U. Uyar, T. Dzik, R. Menell, andM. McMahon. Formal
designandtestingof MIL-STD 188-220Abasedon Estelle. Proc. IEEE MILCOM, Monterey, CA,
Nov. 1997.

[25] M. A. Fecko, M. U. Uyar, P. D. Amer, andA. S. Sethi. Using semicontrollableinterfacesin testing
Army communicationsprotocols:Applicationto MIL-STD 188-220B.Proc.IEEEMILCOM, Atlantic
City, NJ,Oct.1999.

[26] M. A. Fecko, M. U. Uyar, A. S. Sethi, and P. D. Amer. Issuesin conformancetesting: Multiple
semicontrollableinterfaces.In Budkowski etal. [11], 111–126.

[27] M. A. Fecko, M. U. Uyar, A. S.Sethi,andP. D. Amer. Conformancetestingin systemswith semicon-
trollableinterfaces.Annalsof Telecommun., 55(1):70–83,Jan.2000.

[28] M. A. Fecko. Timing andcontrol issuesin conformancetestingof protocolsPhDDissertation,CISC
Dept.,Univ. of Delaware,1999.

[29] M. A. Fecko, M. U. Uyar, A. Y. Duale,andP. D. Amer. Testgenerationin thepresenceof conflicting
timers.In H. Ural,R.Probert,andG.v. Bochmann,eds,Proc.IFIP Int’l Conf. Testingo Communicating
Systems,TestCom, Ottawa,Sept.2000.

[30] S.Fujiwara,G.v. Bochmann,F. Khendek,M. Amalou,andA. Ghedamsi.Testselectionbasedonfinite
statemodels.IEEE Trans.SoftwareEng., 17(6):591–603,Jun.1991

[31] R. Gecse.Conformancetestingmethodologyof Internetprotocols:Internetapplication-layerprotocol
testing—HTTP.In Petrenko andYevtushenko [59], 35–48.

[32] T. HigashinoandG. Bochmann.AutomaticAnalysisandTestCaseDerivationfor a RestrictedClass
of LOTOSExpressionswith DataParameters.IEEETrans.onSoftwareEng., vol. 20,No. 1, Jan.1994,
pp.29-42.

[33] D. Hogrefe.Validationof SDL systems.Comput.Networks� ISDNSyst., 28(12),1996.

[34] Int’ l Telecomm.Union,Geneva,Switzerland.ITU RecommendationZ100: SpecificationandDescrip-
tion Language(SDL), 1989.

[35] ISO, InformationProcessingSystems—OSI,Geneva, Switzerland. ISO/IECInternationalStandard
8571-1:File Transfer, AccessandManagement—Part 1: General introduction, 1988.

[36] ISO, Information ProcessingSystems—OSI. ISO International Standard 9074: Estelle—AFormal
DescriptionTechniqueBasedon an ExtendedStateTransitionModel, 1989.

30



[37] ISO, InformationTechnology—OSI,Geneva,Switzerland.ISO/IECInternationalStandard 13712-3:
RemoteOperations:OSIrealizations—RemoteOperationsServiceElement(ROSE)protocolspecifica-
tion, 1995.

[38] ISO, InformationTechnology—OSI,Geneva, Switzerland. ISO/IECInternationalStandard 8327-1:
Connection-orientedSessionProtocol—protocolspecification, 1996.

[39] ISO, InformationTechnology—OSI,Geneva,Switzerland.ISO/IECInternationalStandard 10026-3:
DistributedTransactionProcessing—Part 3: Protocolspecification, 1998.

[40] ISO/IEC. InternationalStandard ISO/IEC8802-2, ANSI/IEEEStd.802.2, 2ndedition,Dec.1994.

[41] ITU. RecommendationQ.2110:ServiceSpecificConnection-OrientedProtocol(SSCOP).

[42] A. JirachiefpattanaandR. Lai. UncoveringISO ROSEprotocolerrorsusingEstelle. Comput.Stand.
� Interf., 17(5-6):559–583, 1995.

[43] S. Kang,Y. Seo,D. Kang,M. Hong,J. Yang,I. Koh, J. Shin,S. Yoo, andM. Kim. Developmentand
applicationof ATM protocolconformancetestsystem.Proc. IFIP Int’l WorkshopTest.Communicat.
Syst.(IWTCS), Budapest,Hungary, Sept.1999.

[44] T. Kato,T. Ogishi,A. Idoue,andK. Suzuki.Intelligentprotocolanalyzerwith TCPbehavior emulation
for interoperabilitytestingof TCP/IPprotocols.Proc. IFIP Joint Int’l Conf. FORTE/PSTV, 449–464,
Osaka,Japan,Nov. 1997.

[45] M. Kim, S.Kang,andK. Hong,editors.Proc. IFIP Int’l WorkshopTest.Communicat.Syst.(IWTCS),
ChejuIsland,Korea,Sept.1997.Boston,MA.

[46] Z. Kohavi. SwitchingandFinite AutomataTheory. McGraw-Hill, New York, NY, 1978.

[47] D. Lee, K. K. Sabnani,D. M. Kristol, and S. Paul. Conformancetestingof protocolsspecifiedas
communicatingFSMs—aguidedrandomwalk approach.IEEETrans.Commun., 44(5),May 1996.

[48] D. Lee and M. Yannakakis. Online minimization of transitionsystems. Proc. 24th Annual ACM,
Victoria,Canada,1992.

[49] D. LeeandM. Yannakakis.Principlesandmethodsof testingfinite statemachines—asurvey. Proc.
IEEE, 84(8):1090–1123,Aug. 1996.

[50] D. Y. LeeandJ. Y. Lee. Testgenerationfor the specificationwritten in Estelle. Proc. IFIP Protocol
Specif., Test., � Verif. (PSTV), Stockholm,Sweden,June1991.

[51] D. Y. LeeandJ. Y. Lee. A well-definedEstellespecificationfor theautomatictestgeneration.IEEE
Trans.Comput., 40(4),Apr. 1991.

[52] J.K. LenstraandA. H. G. Rinnooy Kan. Ongeneralroutingproblems.Networks, 6:273–280,1976.

[53] H. Li, P. Amer, andS. Chamberlain. Estellespecificationof MIL-STD 188-220A:Interoperability
standardfor digital messagetransferdevice subsystems.Proc. IEEE MILCOM, SanDiego, CA, Nov.
1995.

[54] R. E. Miller andS. Paul. On thegenerationof minimal-lengthconformancetestsfor communication
protocols.IEEE/ACM Trans.Networking, 2(1):116–129,Feb. 1993.

[55] R. Milner. CommunicationandConcurrency. Prentice-Hall,EnglewoodCliffs, NJ,1989.

[56] P. Mondain-Monval. ISO SessionServicespecificationin Estelle. TechnicalReportSEDOSRep.70,
ESPRITProject,Nov. 1986.

[57] C. NegulescuandE. Borcoci. SSCOPprotocol throughputevaluation—simulationbasedon Estelle
specification.In Budkowski et al. [13], 75–98.

[58] ObjectManagementGroup,Framingham,MA. OMG Standard: UnifiedModelingLanguage (UML)
1.1, 1997.

[59] A. Petrenko andN. Yevtushenko,editors.Proc.IFIP Int’l WorkshopTest.Communicat.Syst.(IWTCS),
Tomsk,Russia,Sept.1998.Boston,MA: Kluwer AcademicPublishers.

[60] D. H. Pitt andD. Freestone.The derivationof conformancetestsfrom LOTOSspecifications.IEEE
Trans.Softw. Eng., 16(12):1337–1343, 1990.

31



[61] S.RappsandE. Weyuker. SelectingSoftwareTestDataUsingDataFlow Information.IEEETrans.on
SoftwareEng., vol. SE-11,No. 4, Apr. 1985.

[62] J. Romijn andJ. Springintveld. Exploiting symmetryin protocol testing. In Budkowski et al. [11],
337–351.

[63] K. K. SabnaniandA. T. Dahbura. A protocoltestgenerationprocedure.Comput.Networks� ISDN
Syst., 15:285–297,1988.

[64] B. Sarikaya,G. von Bochmann,andE. Cerny. A testdesignmethodologyfor protocoltesting. IEEE
Trans.Softw. Eng., 13(5):518–531,May 1987.

[65] J.Templemore-Finlayson,J l. Raffy, P. Kritzinger, andS. Budkowski. A graphicalrepresentationand
prototypeeditorfor theformaldescriptiontechniqueEstelle.In Budkowski et al. [11], 37–55.

[66] R. Tenney. A tutorial introductionto Estelle.TechnicalReport88-1,Univ. of Mass,Boston,June1988.

[67] J. Thees. Protocol implementationwith Estelle—fromprototypesto efficient implementations. In
Budkowski et al. [13], 187–193.

[68] J.Tretmans.Conformancetestingwith labelledtransitionssystems:Implementationrelationsandtest
generation.Comput.Networks� ISDNSyst., 29(1):49–79,1996.

[69] K. Turner. FormalDescriptionTechniques. North-Holland,Amsterdam,1989.

[70] H. Ural andB. Yang. A testsequenceselectionmethodfor protocolsspecifiedin Estelle. Technical
ReportTR-88-18,Univ. of Ottawa,June1988.

[71] H. Ural andB. Yang. A testsequenceselectionmethodfor protocoltesting. IEEE Trans.Commun.,
39(4),1991.

[72] H. Ural. Formal methodsfor testsequencegeneration.ComputerCommunications, 15(5):311-325,
Jun.1992.

[73] M. U. Uyar andA. T. Dahbura. Optimal testsequencegenerationfor protocols:theChinesepostman
algorithmappliedto Q.931.Proc. IEEE GLOBECOM, 68–72,Dec.1986.

[74] M. U. Uyar and A. Y. Duale. Modeling VHDL specificationsas consistentEFSMs. Proc. IEEE
MILCOM, Monterey, CA, Nov. 1997.

[75] M. U. Uyar andA. Y. Duale. Removal of inconsistenciesin VHDL specifications.Proc. US Army
Research LabATIRPConf., CollegePark,MD, Feb. 1998.

[76] M. U. Uyar andA. Y. Duale. Conformancetestsfor Army communicationprotocols.Proc. USArmy
Research LabATIRPConf., CollegePark,MD, Mar. 2000.

[77] M. U. Uyar, M. A. Fecko, A. S. Sethi,andP. D. Amer. Minimum-costsolutionsfor testingprotocols
with timers. Proc. IEEE Int’l Performance, Comput.,� Commun.Conf. (IPCCC), 346–354,Phoenix,
AZ, Feb. 1998.

[78] M. U. Uyar, M. A. Fecko, A. S.Sethi,andP. D. Amer. TestingprotocolsmodeledasFSMswith timing
parameters.Comput.Networks, 31(18):1967–1988, Sept.1999.

[79] M. U. Uyar andM. H. Sherif. Protocolmodelingfor conformancetesting: Casestudyfor the ISDN
LAPD protocol.AT� T Technical J., 69(1),Jan.1990.

[80] M. U. Uyar andA. Y. Duale, “Modeling VHDL Specificationsas ConsistentEFSMs,” Proc. IEEE
MILCOM, Monterey, CA, Oct.1997,740-744.

[81] M. U. UyarandA. Y. Duale.Resolvinginconsistenciesin VHDL Specifications.Proc.IEEEMILCOM,
Atlantic City, NJ,Oct.1999,No. 5.1.3.

[82] E. Vázquez,P. Sandoval, M. Sedano,andJ.Vinyes. Automaticimplementationof TP4/IPwith anEs-
telleworkstation—developmentmethodologyandperformanceevaluation.Proc.IFIP ProtocolSpecif.,
Test., � Verif. (PSTV), 125–139.Amsterdam:North-Holland,1992.

[83] G. von Bochmann,A. Das,R. Dssouli,M. Dubuc,A. Ghedamsi,andG. Luo. Fault modelsin testing.
Proc. IFIP Int’l WorkshopProtocolTestSyst.(IWPTS), 17–30.Amsterdam:North-Holland,1992.

32



[84] C. J.WangandM. T. Liu. Axiomatic testsequencegenerationfor extendedfinite statemachines.Proc.
12thConf. Distrib. Comput.Syst., 252–259,1992.

[85] C. J. Wang and M. T. Liu. Generatingtest casesfor EFSM with given fault models. Proc. IEEE
INFOCOM, 774–781,1993.

[86] C. West. Protocolvalidationby randomstateexploration. Proc. IFIP ProtocolSpecif., Test., � Verif.
(PSTV). Amsterdam:North-Holland,1986.

[87] For detailson Estellespecificationof MIL-STD 188-220,consultwww.cis.udel.edu/ãmer/CECOM/.
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