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ABSTRACT

During the past sixz years, ATIRP-sponsored faculty
and students from the University of Delaware and
the City College of New York, collaborating with sci-
entists from CECOM and ARL, have helped advance
the state-of-the-art in the design, development, and
testing of Army communications protocols'. Work-
ing closely together, these groups specified a complex
real-life protocol (MIL-STD 188-22 in Estelle, and
then used that formal specification to generate con-
formance test se uences. The test generation e ort
involved identifying and publishing results on three
theoretical problems (1 the timing constraint prob-
lem, (2 the controllability problem, and (  the con-

icting timers problem. ased on ATIRP s research
results, two software packages were written to gener-
ate conformance test se uences for 188-22 . These
packages helped generate tests for 188-22 s Data
Link Types 1 and  services that were reali able with-
out timer interruptions while providing a 2 n-
crease in test coverage. The test cases have been de-
livered and are being used by a CECOM conformance
testing facility.

conformance testing, Estelle, formal de
scription techni ue, formal speci cation, I STD
, protocol speci cation, test case generation

This paper summari es a successful si year e ort
to use the Estelle formal description techni ue to
specify a comple real life protocol ilitary Stan
dard I STD and then use that speci

cation to automatically generate conformance tests
for use in implementation testing key factor in
this success story has een the TI  sponsored
colla oration among ve groups University of
Delaware UD , City College of the City University
of New York CCNY , the esearch a ora
tory , US rmy Communications Electronics
Command CEC ,and the oint Com at Net a
dio orking roup CN is eingde
veloped in the US rmy, Navy and arine Corps
systems for mo ile com at network radios S
a result of this colla oration, the synergistic frame
work to develop Command, Control, Commu
nications, Computers, and Intelligence systems with
the help of formal methods serves as a model for fu
ture DoD networking standards development

rmy

Since this paper is a case study promoting a suc
cessful application of Estelle to a real life protocol,
it includes a cross section of activities over the past
si years Section II provides the ackground on the
colla oration amongthe I STD
research and development teams, and standards or
gani ations Sections IIT and I overview the for
mal description techni ue Estelle and , Te
spectively Section  presents a part of the Estelle
speci cation of , and gives e amples of errors
and am iguities found as a result of formally specify

sponsors,



ing the protocol  general approach adopted at UD
and CCNY to test generation from an Estelle formal
speci cation is descri ed in Section I This section
also summari es four yearsof TI  supported pu
lished research results in test generation ased on for
mal speci cations Section II presents two systems
of software efsm2fsm rcpt, and INDEE im
plemented to help generate conformance tests Sec
tion IIT summari es our practical test generation
results the technology transfer of tests from TI

to CEC inally, Section I presents the authors
personal perspective on how the protocol develop
ment process is in general improved thanks to using
formal methods

ST

ormal methods in communications protocol speci
cation and conformance testing have
used in the design and testing of real life proto
cols , , , , , In particular,
the Estelle formal description techni ue DT
, , has een used on several occasions to
resolve am iguities within international protocols

een widely

?

bl bl bl bl

In , UDs rotocol Engineering a oratory e
gan its involvement with the US rmy in using Es
telle to formally specify the military standard I
STD n initial small contract with
the rmy esearch a oratory supported oth sim
ulation and speci cation of the version of
, This formal speci cation research ef

fort received the attention of the CEC Software
Engineering Center in N CEC leads the e ort
to evolve to meet the rmy s re uirements
for attle eld digiti ation, through the oint CN

, itself responsi le for the evolving stan
dard

rom to , over fty changes to the English
speci cation of resulted from UD s e orts
using Estelle to formally specify the standard
see igure hile the English te t takes
precedence in case of disagreement with the formal
speci cation, UD s FEstelle specification of 188-22 is
an o cial part of the military standard. It repre

sents one of the rst ma or national or international
standards o cially including an Estelle speci cation
ther e amples include , , ,

During this period, CEC has een concurrently
developing a Conformance Tester that can automat
ically evaluate a implementation identify
ing its conformance with the standard ur test
generation research was initiated as part of the US
rmy s dvanced Telecommunication and Informa
tion Distri ution esearch rogram TI in an
uary , when UD s rotocol Engineering a e
gan research colla oration with CCNY E orts were
focused on automatically generating test cases from
the Estelle speci cations  enerating tests from for
mal speci cations such as pure nite state machines
S s has een e tensively studied in the litera
ture  ut the inherent comple ity of is far
eyond specifying with pure S s, hence the need
to use a more powerful speci cation language such
as Estelle, International Standard IS Unfor
tunately, generating tests from Estelle speci cations
presents di cult theoretical and practical pro lems
UD and CCNY faculty and students continue to in
vestigate these pro lems with the practical motiva
tion of applying the results towards test case
generation

utomatic generation of tests from Estelle speci ca
tions presented various theoretical pro lems

During testing, if active timers were not taken
into account when the tests were generated, these
timers can disrupt the test se uences, there y failing
correct implementations or worse, passing incorrect
ones or accurate testing, timers must e incorpo
rated as constraints into the e tended S E S
model of an Estelle speci cation

Test se uence generation is limited y the control
la ility of an Implementation Under Test IUT
Testers may not have direct access to all interface s
in which the IUT accepts inputs Typically, the in
terfaces with upper layers, or with timers are di cult
or impossi le to access during real testing conditions
In this case, some inputs cannot e directly applied
the interactions involving such interfaces may ren
der some portions of the protocol untesta le, and
may introduce non determinism and or race condi
tions during testing

Infeasi le test se uences may e generated unless
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con icting conditions ased on a protocol s varia les
are resolved the INDEE software package Sec
tion II  addresses this pro lem

In particular, infeasi le test se uences may result
from a protocol s varia les modeling multiple timers
that may e running simultaneously the so called
con icting timers problem

The timing and controlla ility issues were present
in the E S model of the Estelle speci cation of
I STD , ased on the results of
investigating pro lems and y the UD and
CCNY oint group , , , UD has een pro
viding CEC with automatically generated test
sets since The si es of the resulting S s de
rived from the Estelle speci cation range from
to states, and from to transitions The
corresponding test se uences range from to ,
test steps These tests are free of interruptions due to
une pected timeouts while their coverage of the num
er of testa le transitions increased from appro i
mately y utili ing multiple interfaces
without controlla ility con icts The most recent re
search focuses on the con icting timers pro lem

to over

In , Estelle was pu lished as one of two IS In
ternational Standard ormal Description Techni ues

DT for the speci cation of computer communica
tion protocols , s shown in igure , Es
telle speci es a protocol s ehavior as a set of com

——i—
——

June 96

March 97
(Estelle)

municating e tended nite state machines To avoid
am iguity among di erent readers of a speci cation,
the Estelle language itself has a formal, mathemati
cal, implementation independent semantics

Estelle is an e pressive, well de ned, well structured
language that is capa le of specifying distri uted,
concurrent information processing systems in a com
plete, consistent, concise, and unam iguous manner

n Estelle speci cation aims at discovering and re
solving am iguities in the original English document
that would cause interpretation pro lems for imple
mentors

n Estelle speci cation consists of two parts an ar
chitecture and its ehavior The architecture speci

es a collection of systems of nested modules Each
module s ehavior is descri ed y ane tended S
These E S s interact via the sending of interactions
over a set of channels The interactions are concep
tually stored in in nite I ueues ena ling tran
sitions in the receiving module which are red when
all ena ling conditions are satis ed comple set
of rules de ne either a parallel or synchronous ring
of transitions within each E S verall, the many
features of Estelle allow a user to formally specify a
wide variety of network protocol ehaviors urther
information a out Estelle can e found in ,

ne ma or ene t of an Estelle speci cation as a
model of a communication protocol is that it can e
used as input to a conformance test generation tool
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Since Estelle makes it possi le to create a complete
and unam iguous protocol model, the test cases gen
erated from it can potentially achieve higher fault
coverage than hand generated ones, and are repro
duci le with far less e ort as evolves in the
future These advantages are the primary motiva
tions for using Estelle to specify

ST

The rotocol Engineering a researchers at UD
used Estelle to specify parts of the proto
col suite This suite was developed to meet the re
uirements for hori ontal integration, seamless In
ternet communications and increased mo ility using
com at network radios This protocol, a critical
piece of the new oint Technical rchitecture, is now
mandated for CN communications It is eing im
plemented in US rmy, Navy and arine Corps sys
tems, and has een demonstrated initially during the
dvanced ar ghting E periment in
is now receiving allied international atten
tion, while portions of its protocol architecture have
een promulgated in the Internet Engineering Task
orce E pected outcomes from its use are seam
less connectivity of C I systems discussed rie y in
Section I , hori ontally integrated information net
works, and oint interopera le C I systems for the
war ghter

rmy s

, originally developed in , evolved to
with su stantial new functionality, including

support for new radio technology and integration
with Internet protocols commercial I , TC , and
UD at the network and transport layers ersion

, whose architecture is depicted in igure ,
descri es the protocols needed to e change messages
using CN  as the transmission media These proto
cols include the physical, data link and part of the
network layer of the SI model The protocols ap
ply to the interface etween host systems and radio
systems  osts usually include communications pro
cessors or modems that implement these lower layer
protocols The unshaded portions of igure indi
cate those protocols and e tensions that were devel
oped speci cally for use with CN

I STD Datalink layer speci es several
service types, each intended to handle di erent types
of tra ¢ with di erent wuality of service oS de
mands station can actually process sev
eral di erent types of tra c¢ simultaneously and
almost orthogonally I STD Network

ayer consists of Internet I ayer, Su network
Dependent Convergence unction SNDC | and In
tranet ayer 'The Intranet ayer has een dedi
cated to routing intranet packets etween a source
and possi ly multiple destinations within the same
radio network The Intranet ayer also accommo
dates the rapid e change of topology and connec
tivity information each node on the radio network
needs to determine which nodes are on the network
and how many hops away they are currently located
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1 23 reliability, data, datalength)
5. DL-Unitdata.Ind (1~16 dest addr, src add, top-id,
78910111 data, data length)
> 6. DL-Status.Ind (DL-Unitdata-id*, ack failure,
Network L ayer 1~16 dest addr*, Type 2 connedion status)
< 7. OP-join-net.Req
13,1415 8. OP-leave-net.Req
9. OP-TU-response-mode (response mode)
10. OP-TU-relay-mode (relay mode)
11. OP-TU-topol ogy-precedence (precedence)
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13. OP-unable-to-join-net.Ind
14. OP-join-net.Ind
15. OP-leave-net.Ind

Transport Layer
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To help a reader reali e the magnitude of formally
specifying a protocol of si e and comple ity,
we provide some num ers The Datalink and Net
work layer speci cations consist of  and doc
uments, respectively, descri ing the architecture, in
terfaces, E S , and state ta le of each module The
Datalink layer speci cation is accompanied y three
Estelle source code les for Datalink classes , ,
and C with appro imately , , , ,and ,

Network Layer - 1P, SNDCF, Intranet Interface

1 7. OP-join-net.Req
23 8. OP-leave-net.Req

9. OP-TU-response-mode (response mode)
10. OP-TU-relay-mode (relay mode)
11. OP-TU-topology-precedence (precedence)
12. OP-TU-min-update-per (period)
13. OP-unable-to-join-net.Ind

o—4¢ Internet (IP) Layer

21 14. OP-join-net.Ind
223 15. OP-leave-net.Ind
0SAP 21. SNDCF-Unitdata.Req
Subnetwork Dependent 22, SNDCF-Uritdatalnd

I
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131415 Convergence Function 23. SNDCF-Status.Ind
T 24, |L-Unitdata Req (IL-Unitdata-ic*, message
24 type,1~16 dest addr, src addr, precedence,
526 throughput, delay, reliability, deta, data length)
25. |L-Unitdata.Ind (1L -Unitdate-id*,1~16 dest
Intranet Layer addr, src addr, data, datalength)

v 26. IL-Status.Ind (IL-Unitdata-ic, ack failure,
9101112 intranet path status, 1~16 dest addr)

56

lines of code, respectively The Estelle source code
for the Network layer has lines of code, de ning
states and transitionsin E S s

Due to its large si e, it is not possi le to include
the actual Estelle speci cations in this paper or
a more detailed description of the semantics of Es
telle speci cation components communication chan
nels, interactions, etc , the reader may should see

In the ne t sec
tion, we present an overview of the Network ayer
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architecture with a focus on the Topology Update
and Source Directed elay functions of the Intranet
su layer

A. Intranet Layer Architecture

igure shows the interface and general architecture
of the Network layer The architecture represents the
protocol stack at a single station, as well as an in
terface with operator module which can interact
with several di erent layers in the stack The op
erator module a stracts the link layer s interactions
with oth a human operator and a system manage
ment process

igure shows the internal structure of the Intranet

ayer The two main Intranet ayer functionalities,
Source Directed elay SD  and Topology Update
e change TU , were encapsulated in separate com
ponent modules of the Intranet ayer module This
simpli es the design of the S s that model the en
tire layer, and also allows for generating test cases
for each functionality separately

The SD module receives IL_Unitdata_Re mes
sages through SNDC SAP interaction point It
starts stops a varying num er of END_END_AC

timers, one for each I packet that has een sent
ut not yet acknowledged The TU module interacts
with the SD module y notifying it of any topology
changes that take place dynamically The TU mod
ule communicates with two timers Topology_Update
Timer and Topology_Update_Re uest Timer The for
mer is started after a topology update message is sent
y the station  ccording to , a station is
not allowed to send another topology update mes
sage until the timer e pires The latter performs the
same role for topology update re uest messages

oth SD and TU modules can send and re
ceive messages from the datalink layer through their
lower_muz interaction points the messages from the
two modules are multiple ed y the parent Intranet

ayer module  peer operator or management com
ponent is connected directly to the Topology Update
module and can set parameters that are relevant in
topology update mechanism art of the diagram
inside the dash lined rectangular contains modules
that handle N procedures oining and leaving
the net with either centrali ed or distri uted control,
and parameter update re uests

. Problems and Ambiguities ound in 188-22

through ormal Specification

The primary goals in developing a formal speci ca
tion of a protocol are to



discover and document pro lems and am iguities
that are commonly seen in a standard written in nat
ural language,

verify the protocol,

simulate the protocol,

automate code implementation, and

automate test generation process

I STD pro ect focuses on goals ,
and , with simulation studies done y the US

rmy as reported in Ithough the formal ver
i cation of is not part of the pro ect, some
of the errors found during the formal speci cation
can also e classi ed as part of goal chieving
goal is an open issue manufacturers, which were
already developing implementations efore the Es
telle speci cation was created, now have an option
to use the Estelle speci cations for automated code
generation

In the process of developing the Estelle speci ca
tions of the Data ink and Intranet ayers, more
than fty pro lems in the original English speci
cation have een documented I of these pro
lems were reported ack to the CN orking roup
and su se uently corrected in the standard ere
we present ust two e amples of am iguities found
and corrected, demonstrating the di culty of de n
ing protocol operations in a natural language

E amples range from am iguities such as

a station shall wait for some period of time
bounded by the probability of the remote ack time
e piration

The Intranet ayer allows a station to enter
mode whereas the Data ink layer refers to a station

eing in response mode o It was am iguous how
these two terms di er, if at all

uiet

to more serious e amples of correctness completeness
such as

Intranet routing was originally de ned ased on
spanning trees of the Intranet topology owever
the draft standard s e amples did not comply with
the mathematical de nition of a spanning tree

The phrase may report to the higher layer pro
tocol, and may initiate appropriate error recovery
action was added in several locations when the
datalink layer identi ed an error condition such as a

lack of acknowledgment after the ma imum allowed
num er of retransmissions

T C

Test scripts test cases specify a logical se uence
of test steps that are performed y a Conformance
Tester to individually test a given protocol entity
The test scripts are input to the Conformance Tester
which in turn stimulates an IUT, and assesses the
IUT s responses to determine if the IUT correctly
implements the protocols Since it is impossi le to
e haustively test an implementation in practice, a
good set of test scripts should at least check those
events that a ect state transition, oundary condi
tions, and stress points The test scripts themselves
should e structured as independent modular com
ponents to facilitate modifying and adding to the
scripts in response to s continuing evolution

num er of techni ues have een proposed to gen
erate test se uences from Estelle speci cations ,
, , , owever, full Estelle speci ca
tions of large systems may prove to e too comple
for direct test case generation sshownin igure |,
there are several ways of generating test se uences
from Estelle speci cations  ne approach would e
to ezpand Estelles E S s there y converting them
to pure S s This e pansion would e useful since
methods e ist for generating tests directly from pure
S seg, Unfortunately, completely convert
ing even a simple E S can result in the state e
plosion pro lem, that is, the converted S
have so many states and or transitions that either
it takes too long to generate tests, or the num er of
tests generated is too large for practical use

may

s an alternative, the UD and CCNY TI re
search group used an intermediate approach, where
an Estelle E S is partially e panded hence re
sulting in some more states and transitions , ut not
e panded completely to a pure S TheE S is
e panded partially ust enough to generate a set of
tests that is feasi le and practical in si e Determin
ing which features to e pand in the general case is
the di cult aspect of this research

T C R

Conformance test generation techni ues reported in
literature , , , , , using a deter
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ministic nite state machine S  model of a pro
tocol speci cation, focus on the optimi ation of the
test se uence length owever, an IUT may have
timing constraints imposed y active timers If these
constraints are not considered during test se uence
generation, the se uence may not e reali a le in a
test la oratory s a result, valid implementations
may incorrectly fail the conformance tests, or non
conformant IUTs may incorrectly pass the tests

nother pro lem in test se uence generation is due
to the limited controlla ility of an IUT Typically,
the inputs de ned for the interfaces with upper lay
ers or with timers cannot e directly applied y the
tester In this case, the testa ility of an IUT may
severely e reduced in addition, non determinism
and or race conditions may occur during testing

In Sections I and I , we outline our earlier re
search results to eliminate the timing constraints and
controlla ility pro lems which appear in the E S
model of the ur recent research focus on
the so called con icting timers problem, where infea
si le test se uences may e generated unless con ict
ing conditions ased on timers are resolved These
results are descri ed in Section IC

“Approximate” FSM
. timing constraint
. controllability

. conflicting timers

l Tests

A. Research Area 1 The Timing Constraint Prob-
lem

During testing, traversing each state transition of an
TUT re uires a certain amount of time test se
uence that traverses too many self-loops a self-loop
is a state transition that starts and ends at the same
state in a given state will not e reali a le in a test
la oratory if the time to traverse the self loops e
ceeds a timer limit as de ned y another transition
originating in this state In this case, a timeout will
inadvertently trigger forcing the IUT into a di er
ent state, and there y disrupting the test se uence
efore all of the self loops are traversed If this un
reali a le test se uence is not avoided during test
generation, most IUTs will fail the test even when
they meet the speci cation Clearly, this is not the
goal of testing Therefore, a properly generated test
se uence must take timer constraints into account

ur research resuls , optimi e the test se

uence length and cost, under the constraint that an
IUT can remain only a limited amount of time in
some states during testing, efore a timers e pira
tion forces a state change The solution rst aug
ments an original graph representation of the pro
tocol S model Then it formulates a wural Chi
nese ostman ro lem solution to generate a
minimum length tour In the nal test se uence gen



erated, the num er of consecutive self loops never
e ceeds any states speci ed limit In most cases,
this test se uence will e longer than one without
the constraint since limiting the num er of self loop
traversals likely re uires additional visits to a state
which otherwise would have een unnecessary

The methodology uses Ul se uences for state veri
cation  owever, the results presented also are ap
plica le to test generation that uses distinguishing
or characteri ing se uences Earlier results of this
study, limited to veri cation se uences that are self

loops, are presented in The later paper
generali es these earlier results to oth self loop and
non self loop veri cation se uences

ractical otivation

E amples of protocols that contain many self loop
S models include ISDN

transitions in their

for supplementary voice services, I STD
for Com at Net adio communication, and
D , the data link protocol for the ISDN s D

channel or e ample, in ISDN protocol  a
sic voice services, for the user side , each state has
an average of inopportune transitions, which re
uires the traversal of  self loop transitions during
testing implementation has several active
timers that are running in certain states, e g, timer
T running in state Querlap sending, and timer
T 1 in state Qutgoing call proceeding n E S
modeling the Topology Update TU functionality
of s Intranet ayer has three active states in
which one or two timers are running

It is not always possi le to delay the timeout at a

tester s convenience In real protocols, there may
e timers whose timeouts are di cult to set y the

tester, e g, acknowledgment timers timeout values

often are computed y the implementation ore

over, a tester may want to test an IUT s ehavior

for di erent settings of the IUT s internal timers, to
e a le to test the IUT s correctness for various con
gurations of the timers

In addition to the original self loops of a speci ca
tion model, additional self loops are typically cre
ated when generated test se uences use state veri
cation techni ues such asuni ueinput output UI

se uences , distinguishing se uences , , Or
characteri ing se uences

ptimi ing Tests under Timing Constraints

et and e the sets of self loop and
non self loop edges to e tested, respectively et
, the num er of self loops of verte , ede

ned as the num er of edges in incident on
et e the minimum num er of times

any tour covering all edges of must in
clude verte
et _ e the num er of self loop transi

tions used to verify whether an IUT is in state
Suppose that during testing, a given verte

can tolerate at most _ self loops e ecuted
at one visit to verte ttempting to remain in
state  to e ecute _ self loops would
result in disruption of a test se uence Testing a
self loop transition involves traversing the self loop
transition followed y applying the state veri cation
self loop se uence, which contains tran
sitions

Due to space limitations, we are una le to include
the detailed derivation of ~ In , we
prove that the minimum num er of times verte
must e visited in a test se uence is as follows

where and are respectively the out
degree and the in degree of verte in , and
where

y removing self
y splitting

is o tained from
loop edges is converted to
each verte satisfying

. . 1 .
into the two vertices , igure
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Test sequence (34 edges)

e0OeOele2e2e2ell e9e9l e9el2 eDelel3e2esd
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Test sequence (40 edges)
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1 Test Group #92
"

TESTGROUP=92;
LAYER=Datalink;

/l Test 1
STIMULUS=send; // PL-Unitdata.Ind
TIME=long;
/I DL1

INTRANET={
Type=IP;
LowDelay=Yes;
HighThroughput=No;
HighReliability=No;
Precedence=1; // PRIORITY
OrgAddr=des_addr_17;
DestRelay={
Addr=IUT_addr;
Distance=1;
Des=No;
Relay=Yes;
Ack=No;

I

DestRelay={
Addr=des_addr_1;
Distance=2;
Des=Yes;
Relay=No;
Ack=No;

k

DestRelay={
Addr=des_addr_2;
Distance=2;
Des=Yes;
Relay=No;
Ack=No;

I
b
DATALINK={
CtrIField={
SendSeqg=1;
RecSeq=1;
ControlSpare=1;
DLPrec=1; // PRIORITY
IDNum=1;
PDU=ui_0;

I

Command=Yes;

SrcAddr=des_addr_17;

DestAddr=IUT_addr;

h

RESULTS=receive; // PL-Unitdata.Req
TIME=normal;
/I DL1
DATALINK={
CtrIField={
SendSeq=1;
RecSeq=1;
ControlSpare=1;
DLPrec=1; // PRIORITY
IDNum=1;
PDU=ui_1;
I
Command=Yes;
SrcAddr=IUT_addr;
DestAddr=des_addr_1;des_addr_2;

TESTDESCRIPTION={
Intranet layer passes down a multidestination packet
which is queued by datalink layer. Packet requires
a coupled ack. There are no outstanding frames.

No outstanding frame. Queued frame transmitted to multiple

destinations. Frame requires a coupled ack. Ack timer
started.

%
I/ ESTELLE TYPE1SAP_3,4,TYPE1SAP_18

/I SECTION(S) 5.3.16_5.3.6.1.1 C4.3,5.3.4.2.2.2.1 5.3.6.1.1

/l Test 2

STIMULUS=send; // PL-Unitdata.Ind
TIME=normal;
/I DL1
DATALINK={
CtrIField={
SendSeqg=1;
RecSeq=1;
ControlSpare=1;
DLPrec=2; // ROUTINE
IDNum=1;
PDU=urr_0;
b
Command=No;
SrcAddr=des_addr_2;
DestAddr=IUT_addr;
b
RESULTS=noop; // none

TESTDESCRIPTION={
Second destination acks a multidestination packet.
First has not acked yet.

k
/I ESTELLE TYPE1SAP_12
// SECTION(S) 5.3.7.1.5.5 5.3.6.1.6_C4.3

/l Test 3

STIMULUS=send; // PL-Unitdata.Ind
TIME=normal;
/I DL1
DATALINK={
CtrIField={
SendSeqg=1;
RecSeq=1;
ControlSpare=1;
DLPrec=2; // ROUTINE
IDNum=1;
PDU=urr_0;
¥
Command=No;
SrcAddr=des_addr_1;
DestAddr=IUT_addr;

I
RESULTS=noop; // none

TESTDESCRIPTION={
First destination acks a packet. Ack timer is stopped.
No frame queued for transmission.
h

/| ESTELLE TYPE1SAP_12

// SECTION(S) 5.3.7.1.5.5_5.3.6.1.6_C4.3







