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Exercises

	1.
	Answer questions 1-16 from chapter 16 of the textbook.

	
	

	2.
	In this exercise, you will be analyzing DHCP-PDU’s that have been saved to a capture file from Ethereal.  To do this, you will need to use a packet capture program that can read saved capture files.  You may use tcpdump (with the “-r” flag) or a program with a graphical interface such as Ethereal.  The capture file you will be using is located at:

http://www.cis.udel.edu/~getz/dhcp_capture.cap

This capture file was created by monitoring a client’s network interface for DHCP-PDU’s while the client released and obtained an IP address.

Use the capture file to answer the following questions:

1. a.

Which PDU’s are associated with the process of releasing an IP address?

b.

Which PDU’s are associated with the process of obtaining an IP address?

c.

What non-options field in a DHCP-PDU could you use to distinguish these two processes?

2. a.

What IP address did the client release?

b.

Did the client attempt to obtain the IP address just released?  How can you tell?

3. a.

For each DHCP-PDU in the capture file, is the PDU broadcast or unicast?

b.

Pick one of the DHCP-PDU’s and explain why the PDU is broadcast or unicast.

4. a.

How many DHCP servers sent an offer to the client?

b.

For each offer received, what are the IP address of the DHCP server and the IP address offered?

c.

For each offer received, did the IP-PDU containing the DHCPOFFER message come from the DHCP server or a relay agent?  How can you tell?

d.

What IP address, router, and subnet mask did the client and server agree to?

e.

How long is the lease for the client’s IP address?




	3.
	In this exercise, you will be analyzing DHCP-PDU’s that are transmitted and received by your own computer (or a computer you have administrator access to).  To do this, you will need to use a packet capture program (such as tcpdump or Ethereal) with the following capture filter:

ether host ethernet_address and (port 67 and port 68)

This filter instructs the capture program to capture only those PDU’s meeting these criteria:

· Either the source or destination Ethernet address is ethernet_address
· Either the source and destination port is 67 and 68, respectively, or 68 and 67, respectively

A filter is specified on the command line when using tcpdump and is specified in the “Capture Options” dialog when using Ethereal.  You will need to replace ethernet_address with the (colon-delimited) Ethernet address for the network interface in your computer.  You can determine the Ethernet address (and other network configuration parameters) by running ipconfig /all in Windows or ifconfig in Linux/Unix.

With the capture program running, release and obtain an IP address.  Commands and syntax to do this vary across distributions of Linux/Unix and even across versions of Windows.  This table shows the most common pairs of commands:

Windows

Linux/Unix

ipconfig /release

ipconfig /renew

ipconfig /release_all

ipconfig /renew_all

ifconfig interface down

ifconfig interface up

ifconfig interface dhcp release

ifconfig interface dhcp start

After you have released and obtained an IP address, you should see several captured DHCP-PDU’s in your capture program.  At this point, you may notice a problem.  Many DHCP clients do not set the broadcast bit, so the response from a DHCP server to a client is unicast.  However, if your computer sets the broadcast bit in a DHCPDISCOVER or DHCPREQUEST message, the responding server will broadcast its response, which will be blocked by the filter. (Can you see why?) If this is occurring on your computer, perform the following steps:

· Print a detailed transcript of the capture session showing the values of all fields (including options).  Use a highlighter or colored pencil to differentiate incoming PDU’s from outgoing PDU’s.

· Explain which DHCP-PDU’s are missing and how you know they are missing.

· Change the capture filter to: port 67 and port 68
· Run your capture program again while you release and obtain an IP address.  The capture program will capture more DHCP-PDU’s this time because the filter is allowing all broadcast DHCP traffic to be captured.

· You will have to inspect each captured DHCP-PDU to determine if the PDU is part of a DHCP negotiation involving your computer.  Hint: Pay attention to the Ethernet addresses in the Ethernet-PDU and the contents of the Transaction ID field in the DHCP-PDU.

Once you have successfully captured the DHCP-PDU’s associated with releasing and obtaining an IP address, print a detailed transcript of the capture session showing the values of all fields (including options).  Use a highlighter or colored pencil to differentiate incoming PDU’s from outgoing PDU’s. (If you had to use the alternate filter above, please omit any irrelevant DHCP-PDU’s from your transcript.) Use your transcript to answer these questions:

a.

How many DHCP servers sent an offer to your computer?

b.

For each offer received, what are the IP address of the DHCP server and the IP address offered?

c.

For each offer received, did the IP-PDU containing the DHCPOFFER message come from the DHCP server or a relay agent?  How can you tell?

d.

What IP address, router, and subnet mask did your computer and the DHCP server agree to?

e.

How long is the lease for your computer’s IP address?




